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Special Section on Information Theory and Its Applications

A Multi-Value Sequence Generated by Power Residue Symbol and
Trace Function over Odd Characteristic Field
Yasuyuki NOGAMital, Satoshi UEHARA ttbl, Kazuyoshi TSUCHIYA tttcl, Nasima BEGUMt, Members,
Hiroto INOt, and Robert H. MOLEROS-ZARAGOZA ttttctl, Nonmembers

SUMMARY This paper proposes a new multi-value sequence generated by utilizing primitive element, trace, and power residue symbol over
odd characteristic finite field. In detail, let p and k be an odd prime number
as the characteristic and a prime factor of p- 1, respectively. Our proposal
generates k-value sequence 'T = {1; I I; = fk(Tr(wi) +A)}, where w is a
primitive element in the extension field 1Fpm, Tr(·) is the trace function that
maps IF~ ___, 1Fp. A is a non-zero scalar in the prime field 1Fp, and !kO is
a certain mapping function based on k-th power residue symbol. Thus, the
proposed sequence has four parameters as p, m, k, and A.Then, this paper
theoretically shows its period, autocorrelation, and cross-correlation. In
addition, this paper discusses its linear complexity based on experimental
results. Then, these features of the proposed sequence are observed with
some examples.
key words: multi-value sequence, odd characteristic, primitive polynomial, power residue symbol, trace, cross-correlation

1.

Introduction

Pseudo random sequences have been widely employed in
numerous applications in cryptography [ 1]-[3] and spread
spectrum communications [4]. The security of many cryptographic systems depend upon the generation of unpredictable random quantities. Some primitive examples include the key-stream in the one-time pad, the secret key in
the AES encryption algorithm [5], unique parameters in digital signature schemes, the private key in the DSA [6], the
challenges used in challenge response identification systems
and the session key in network security protocols. Pseudo
random sequences are also used in simulation scenario, generation of pilot signals, code division multiple access, optical and ultrawideband communication systems, in ranging
systems, global positioning systems and circuit testing. In
recent years, pseudo random sequences have been extenManuscript received January 18, 2016.
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sively researched. Pseudo random binary sequences such
as maximum length sequence (M-sequence) [2], [7], [8] and
Legendre sequence [9] are well known due to its important
properties which are theoretically proven.
1.1

Previous Works

M-sequence [2] and Legendre sequence [9] are known as
a kind of pseudo random sequences, and these sequences
have been used for some applications. In our previous work
[10], the authors have proposed an approach to generate a
pseudo random binary sequence by combining the features
of M-sequence and Legendre-sequence. In brief, the process of previous generating method is as follows: firstly, it
uses primitive polynomial of degree m over odd characteristic field F P to generate maximum length vector sequence
as elements in Fpm, then applies trace function to map the
vectors to FP scalars, and finally applies Legendre symbol
to map the scalars to binary values such as {1, -1}. Such a
binarized sequence over finite field is often called geometric
sequence and it has been well studied [ 11 ]-[ 14]. The pseudo
random binary sequence of our previous work is characterized with two parameters m and p, where m is the degree of
primitive polynomial and p is the characteristics. Our previous work [10] can successfully construct a new variety of
pseudo random binary sequences which has some important
properties such as period, autocorrelation, and linear complexity. These properties have been mostly proven theoretically in our previous work.
1.2

Our Motivations and Contributions

As introduced above, our previous work [ 10] first generates
vector sequence of period pm -1 in the same of M -sequence.
However, by applying Legendre symbol for the vector sequence, the newly obtained binary sequence has a shorter
period 2(pm- 1)/(p- 1). Accordingly, the maximum of its
linear complexity is also 2(pm - 1)/(p- 1). In order to not
only overcome these inefficiencies but also extend the previous work, this paper adds a non-zero scalar in prime field
as one more parameter and applies power residue symbol
instead of Legendre symbol.
In this paper, we extend our previous method [ l 0] to
generate a new pseudo random multi-value sequence by
adding a certain non-zero scalar in prime field just before
applying power residue symbol. In this paper, we propose
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a pseudo random multi-value sequence as follows: Let p be
an odd characteristic and m be the degree of primitive polynomial f(x) over lFp. The polynomial f(x) is possible to
generate a maximum length sequence over lFPm. Let w be its
zero, that is a primitive element in lFpm, and the sequence

S = {s; Is;= Tr(wi),i = 0, 1,2,· ·· ,pm- 2}

(1)

is a maximum length sequence of period pm- I, where Tr (·)
is the trace function over lFp. The process of our new proposed method is as follows: firstly, an additional non-zero
constant A E lFP is added to s; of the trace sequence S,
then the k-th power residue symbol is applied to map the
sequence to the multi-value sequence
where
consists
of integers between 0 to (k- I) and k is a prime factor of
p- I. The previous work [I 0] does not apply the addition to
the sequences before applying power residue symbol. This
paper shows the preliminaries about the sequence which includes primitive polynomial, power residue symbol, trace
function and the features such as periodic autocorrelation,
periodic cross-correlation and linear complexity. This paper
explains the generating process of the extended multi-value
sequence, examines the above mentioned features from the
results of the experiments and also shows the mathematical
proof of the correlations.

r,

r

2.1

Primitive Element and Primitive Polynomial

It is known that every finite field lFq has a multiplicative
primitive element, that is a generator of non-zero elements
in lFq. In other words, let g be a generator, every non-zero element is represented by its power g; for i = 0, I, 2, · .. , q- 2.
The minimal polynomial of a generator is correspondingly
called a primitive polynomial.
The following property between lFq and lFP holds (see
also Theorem 1.15 [15]).

Property 1: Let g be a generator oflF~, g(q-1)/(p-i) is a nonzero element in prime field lF P and is also a generator of lF;.
D

(Proof) Since g is a generator of JF~, its order is q - 1. Let i
be a non-negative integer, the order of gi is given by

q- I
gcd( q - I , i) ·

Therefore, the order of g(q-l)f(p-i) is p - 1. It means that
g(q-i)/(p-I) is a generator oflF;.
o
2.2

In our extended algorithm, instead of Legendre symbol,
we utilize the power residue symbol. One of the motivations behind adding an additional non-zero scalar value A in
the prime field lFp is to get an interesting cross-correlation.
Then, as show in this paper, the cross-correlation is theoretically proven. In the proposed method, we have many
parameters such as characteristic p, degree m, k-value, and
non-zero scalar A. Hence, the proposed method can generate different varieties of random sequences with large linear
complexity.

1.3

Notations

Throughout this paper, p and q denote an odd prime number
and its power q = pm, respectively, where m is a positive
integer and mainly denotes extension degree. lF~ denotes
the multiplicative group oflFq, that is lF~ = lFq- {0}. Then,
multi-value sequence in this paper means that each value in
the sequence is an integer in the range of 0 to k - 1 where k
is a prime factor of p - I .

2.

Preliminaries

This section briefly reviews some mathematical fundamentals such as primitive element, power residue symbol, trace
function, and dual basis. Then, multi-value sequence and
our previous works are introduced with regard to period, autocorrelation, cross-correlation, and linear complexity.

(2)

Power Residue Symbol

As an extension of Legendre symbol, this paper considers
power residue symbol (alp) k for an arbitrary element a in lF P
and a prime factor k of p - 1 as follows [I 6], [I 7]:

(

at)k

=

a(p-i)/k

mod p = {

/p

OEk;

when a = 0,
otherwise,

(3)

where 0 :<;; i < k and Ek is a primitive k-th root of unity that
exists in lFp. It is Legendre symbol when k = 2 [18]. Note
that, for a non-zero element a and a fixed Ek> the exponent i
in Eq. (3) is uniquely determined in the range from 0 to k-1.
Moreover, since Ef = = I and k is a prime number in this
paper, the exponents are able to be dealt with as elements in
lFk. In order to represent the exponent i in Eq. (3), this paper
for example uses the following notations.

cf

As described above, this paper utilizes the power residue
symbol to map an element in lFp to an element in lFk.
With regard to power residue symbol (alp )k' the following property holds.

Property 2: For each i from 0 to k- 1, the number of nonzero elements in lFP such that

(5)
is given by (p- l)lk.

D
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(Proof) Non-zero elements in lflp are the roots of xP-I
over JFl P without any duplicates. Since it is factorized as

n
k-1

xp-1 - 1

=

(x<p-1)/k-

t:k),

-

1

the linearity of trace function, if a 1 of a basis .1l in
non-zero prime field element,
Tr ( a1J3j )

(6)

lflpm

1 if j = l,
.
otherwise,

= a1Tr (/3j ) = { 0

is a

(11)

i=O

it is thus found that the number is given by (p- 1)/k.

0

where 0

~

l,j

m- 1. Thus, when a 1 = 1, Tr(/31) = 1.

~

0

(Proof) Based on the definition of dual basis,
2.3

Trace Function and Its Properties

m-1

x

= Tr(X) =

IxP'.

(7)

1
{ 0

Tr ( a 1j3·1 ) =

This paper uses the trace function to map an extension field
element X E lflpm to a prime field element x E lflp as

if j = l,
otherwise.

(12)

Since the trace function has a linearity for a non-zero prime
field element a 1,

i=O

(13)

The above trace function has a linearity over prime field lflp
as follows:
Tr (aX+ bY) = aTr (X)+ bTr (Y),

Thus, we obtain Eq. (11 ). Especially for j = l,
(14)

(8)

where a, b E lflp and Y E lflq.
In this paper, the following property is important. (see
also Theorem 2.23 [ 15]).

Therefore, when a 1 = 1, Tr(/31) is determined by 1.
2.5

0

Multi-Value Sequence and Its Properties

Property 3: For each i = 0, 1, 2, · · · , p- 1 E lflp, the number of elements in lflq whose trace with respect to lflp is i is
given by q/p = pm-l.
0

This paper deals with k-value sequence, where k is a prime
factor of p - 1.

(Proof) Elements in JFlq are the roots of~- x. It is factorized
over JFl P as follows:

2.5.1

~-x

= xPm - x

Let a k-value sequence S be denoted as
S={s;}, i=0,1,2, .. ·,n-1, .. ·,

n
p-]

=

Notation

(Tr(x)- i).

(9)

i=O

(15)

where s; E {0, I,··· ,k- 1} and n is the period of thesequence such as s; = sn+i·

Since the degree of Tr(x) is pm-I and Tr(x) does not have
any duplicated roots, this property is shown.
o

2.5.2

Thus, the number of non-zero elements in lflq whose
trace is zero is given by q I p - I.

The periodic autocorrelation Rs(x) of sequenceS shifted by
x is generally defined as

2.4

Autocorrelation and Cross-Correlation

n-1

Dual Bases

I

Rs(x) =

Dual basis that is used for some proofs shown in this paper
is defined as follows:

Definition 1: Let .1l = {ao, at,· .. , am-d be a basis in lflpm,
the basis !B = IJ30 ,J3 1 , • • • ,J3m-I} such that
1

Tr ( a;J3·1) = {
0

if i = j,
otherwise

is called the dual basis of .Jl.

Property 4: Let .1l and !B be a basis and its dual basis in
respectively. Based on the definition of dual basis and

lflpm,

n-1

=

2: £2 = n.

(17)

i=O

(10)

The dual basis of an arbitrary basis is uniquely determined
[ 15]. In this paper, the following property is important.

(16)

where Ek is a primitive k-th root of unity over the complex
numbers. It follows that
Rs(O)

0

"Etx-s,,

i=O

LetS = {s;} be another k-value sequence of period n,
cross-correlation at x shifted is defined as follows:
n-1

Rs,s(x)

= I 'Efi+rs,.
i=O

(18)
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2.5.3

Rs,(x) =

Linear Complexity

L s;si+x
i=O

2(pm- 1)
p-1

Since this paper considers k-value sequences with coefficients {0, I,··· , k- 1}, the linear complexity LC(S) of sequence S of period n is defined as follows:
LC(S) = n- deg (gcd (x"- 1, hs(x))) ,

-2pm-i +

(19)

else if x
p-1

L s;xi.

2.6.3

It is noted that gcd(r- I,hs(x)) in Eq.(l9) needs to be
evaluated over JFb where k is a prime number such that k
divides p - 1. It is said that the linear complexity of pseudo

random sequences for security applications is preferred to
be large. On the other hand, as an counter example, it is
known that the maximum length sequence of period pm - 1
has the minimal linear complexity m.

Linear Complexity

Replacing {1, -1} by {0, 1} respectively, the linear complexity of the binary sequence S2 is evaluated by Eq. (19) with
k = 2, where the polynomials in Eq. (19) need to be defined over lF2. Then, it is experimentally observed that the
linear complexity of
is the maximum, that is the period
2(pm- 1)/(p- 1) itself. Especially form= 2, it is theoretically proven.

s2

3.

Proposal of a New Multi-Value Sequence

This paper proposes k-value sequence T. This section at
first shows its definition and then introduces some important
features such as cross-correlation, autocorrelation, period,
and linear complexity.
3.1

Definition

This paper proposes k-value sequence as follows:

Definition

(24)
where pis an odd prime number as the characteristic oflFp,
k is a prime factor of p- 1, w is a primitive element in Fpm,
A is a non-zero constant in 1Fp, and

The binary geometric sequence Sis given as follows:

where p is an odd prime number as the characteristic of lFP•
w is a primitive element in Fpm, and

if x

= 0 mod p

otherwise

(22)

binarizes scalars given by the trace function Tr(·). (x;p) 2 is
just the Legendre symbol, Then, it is theoretically proven
that its period is 2(pm- 1)/(p- 1).
2.6.2

otherwise.

Previous Work

Binary geometric sequences have been well studied [11 ][14]. The authors [10] have also proposed a binary sequence
that uses primitive element in extension field, trace function
for mapping vectors to scalars, and Legendre symbol for binarizing the trace values. This section briefly introduces the
binary geometric sequence of the previous work [10] using
its original notations. Then, note that the binary sequence
in this section is given with {1'· -1} and some definitions are
slightly different such as Eq. (22) and Eq. (25).
2.6.1

= n/2,

(20)

i=O

2.6

(23)

2(pm-2- 1)

n-1

=

2( m-i
1)
P
-

p-1

where hs(x) of S = {s;} is defined over JFk as
hs(x)

if X= 0,

Autocorrelation

The autocorrelation of S2 is theoretically given. Since the
previous work [ 10] basically considers the binary sequence
with {1, -1}, note that the calculation of the autocorrelation
is slightly different from Eq. (16).

0

Jik(X ) = {logt"t ((x!p)k)

if x = 0 mod p
otherwise

(25)

is a mapping function from JFP to JFk. As introduced in
Sect. 2.2, fk(x) with a fixed Ek maps an arbitrary element
x E JFP to an element in JFk. Note here that fk(x) supports
the case of x = 0 E JFP. This mapping function fkO has the
following property.
Property 5: Consider x, y E JFP. If x

* 0 andy* 0,
(26)
D

It is found from Sect. 2.2 and Property 2 that the mapping function satisfies the following equation, where C is a
non-zero element in JFP.
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k-1

n-1

L>f=O.

R •

(27a)

( ) _

•"T,'T X

-

~

_f,(g•Tr(w')+ghA)-f,(Tr(w')+A)

L_; Ek

v=O

i=O
n-1

~ E[•(u) = ~ E[•<u-1) = (p ~ 1) ~ £f = O.

_ ~ _.lk(g"(Tr( w')+A) )-f,(Tr( w')+A)

(27b)

- L.J Ek

(32)

•

i=O

I

p-1

=

u=l

3.2

I

p-1

E[•(Cu)

E[•<cu-1)

= 0.

(27c)

u=l

Cross-Correlation

Rt,.,-(x)

Suppose that there are two different sequences T
= {i';} respectively defined as

T

{t; It;= !k (Tr(w;) +A)},
T = {i; If;= .tk (Tr(w;) +A)}.

(28a)

(29)

Let g be w<rm-l)/(p-l) for the following proofs t. Their crosscorrelation is given by
n-1

I

£f+x-r,,

(30)

where n is the period. It is found from the following sections
that the period n is given by pm - 1. When h = 0, A is equal
to A and thus the correlation is the autocorrelation of

3.2.2

The Case of x

Theorem 1: The cross-correlation between T and
by Eq. (28) is given as follows:

p
[

Ek

Ek

I

Rt,.,-(x) =

€{'(A(g"-gjl)

gjTr( w')+gh MD
Tr(w')+A=O

I

+

E;ik(A(I-g"-j))

gjTr( w' )+gh A=O
Tr(w')+A;tO

r given

~

1
_t,((gjTr(w')+IA)(Tr(w')+Af )

L_;

Ek

.

gjTr(w')+ghMO
Tr(w')+A;tO

if X= hii,
_ -fk(gj)) _ _ f,(g•)

Ck.

(36)

Ck

else if x = jii,
otherwise,

pm- 2 - E[•<gh)

(35)

Using Property 5 and depending on the values of Tr(wi) +A
and gjTr(w;) + gh A, it is developed as follows:

=
+ (Pm- 1- pm-1) E[•(gh)
+ --/k(A(I-g•-jl)

=F h

i=O

+

(-j,(A(g•-gj))

= jii, j

n-1
R. ( ) _ ~ _f,(gjTr(w')+ghA)-.fk(Tr(w')+A)
•"T,'T X - L.J Ek
•

Then, Theorem 1 gives the cross-correlation Rt,.,-(x).

m-1

(33)

In this case, the cross-correlation is calculated by

r.

pm-1

ff•<ll
k
,

"
L...
Tr(w')+MO

where it should be also noted that gh =F 0. Thus, based on
Property 3, the following relation is obtained.

i=O

Rr:r(x)

Eok +

Tr(w')+A=O

(28b)

The relation between A and A, where they are non-zero elements in 1F'r, will be represented with a generator g E 1F'r and
a certain index 0 ~ h ~ p - 2 as

=

~
L...

=

= {t;} and

T =

Rt,.,-(x)

Applying Property 5 and corresponding to whether or not
Tr ( w;) +A = 0, it is developed as

For example, when Tr (

w;) + A = 0, since j

=F h,

(37)

(31)

where ii = n/(p- 1) = (pm- 1)/(p- 1), h satisfies Eq. (29),
and 0 ~ j ::f:. h ~ p - 2.
o

Based on Property 3, the first and second summations are
respectively calculated by
"

The proof for each case of Eq. (31) is shown below. In what
follows, it should be noted that i mainly appeared at summations means 0:::; i < n = (pm- 1).
3.2.1

The Case of x

L_;

= p

m-1-ik(A(g"-gj))
Ek

(38)

,

gjTr(w')+ghMoO
Tr(w')+A=O
~

L_;

= hii

_ik(A(g"-gj))
Ek

--f,(A(I-gh-j))
Ek

=p

m-1--f•(A(I-g"-j))
Ek

,

(39)

gjTr( w')+gh A=O
Tr(w')+A;tO

In this case, the cross-correlation is calculated by
tsince
oflF';.

w

is a generator oflF;m, g

= w<Pm-l)f(p-l) is a generator

where the following condition and facts should be noted.
• As introduced, A is a non-zero constant in 1F'r.
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• When Tr(w;) +A= 0, gjTr(w;) + ghA
• When gjTr(w;) + ghA

-:f:.

m-1

0.
w;

= 0, Tr(w;) +A -:f:. 0.

=I

Consider the third term of R.H.S of Eq. (36). Let X;
Tr(wi) +A -:f:. 0.

Then, wi+x is given by
m-1
W i+x

I

" ' Ci,ff'tW
.R
X.
=U

"'

U

Based on Property 4, Tr (w;) is at first given by
_!k(gj +A(gh-gj)Xjl)

Ek

.

Tr(w;) = c;, 1 •

(40)

gjTr(w;)+if MO
Tr(w;)+A;tO

In order to evaluate Eq. (40), consider the possible value of
E Fp. As shown in Property 3 and noting the exceptions
for the first and second terms of R.H.S. in Eq. (36),

= 0} = pm-l,

#{X;IX;

(4lb)

#{X;IX; =A)= pm-l - 1,

(4lc)

= u) = pm-l,

n-1
];I •

(

•"T,'T X

) _

-

3.2.3

_!k(c;,o+IA)-/k(c;,J+A)

Ek

(51)

•

Based on Eq. (27), it is developed as follows:
E!k( (c;,o+if A)(c;,l +A)- 1)

I

R.t-,r(x) =

k

c;, 0 +ghA;t0
C;,J+A;tO
"'

U

+

_J,(c;,o+ghA)

Ek

C;,o+ifA;tO
C;,t+A=O

I

+

c;,o+ifA=O
c;, 1+A;t0

+

I

(52)

c;,o+ifA=O
c;,1+A=O

Since wi, 0 :::; i < n represent every non-zero element in F pm,
we obtain Eq. (53a) and Eq. (53b) by using Eq. (27b).

+ m-1--fk(A(l-gh-j))
= p m-J-/k(A(g"-gj))
Ek
p
Ek
m-1-f,(gj)
_J,(g")
-p
Ek
- Ek
•

"'

U

i=O

(4ld)

Then, the cross-correlation is given by
)

(50)

Substituting these traces, Eq. (44) is written as

where 0:::; i <nand for each u E Fp- {O,A,A(l- gh-j)).
The first and second summations in Eq. (36) correspond to
the cases ofEq. (4la) and Eq. (4lb), respectively.
On the other hand, let Y; = gj + A(gh- gj)Xj 1 that is the
input of fk (·)at Eq. (40). Y; for Eq. (40) does not become 0
because it corresponds to the case of X; = A(l - gh-j) and
the case is excluded by the second summation in Eq. (36). In
addition, Y; for Eq. (40) does not become gj because h -:f:. j.
Therefore, Eq. (40) is developed as Eq. (42). (B) in Eq. (42)
is added for adjusting the case of Y; = gj. (C) is for adjusting
the number of cases of X; = A because of Eq. (4lc). Then,
Eq. (27b) holds at (A).

(

= c;,o.

Tr(wi+x)

(4la)

#{X;IX; = A(l - gh-j)) = pm-1,
#{X;IX;

(49)

Then, since '1V and 'B are dual bases to each other, it is found
that Tr (wi+x) is given as follows:

X;

];1.

(48)

1=0

gjTr(w;)+if MO
Tr(w;)+A;tO

•"T,'T X

(47)

c;,tf3t·

1=0

(43)

I

(53a)

I

(53b)

c;,0 +ghA;t0
C;,t+A=O

Otherwise

c;,o+ifA=O
C;,~+A;tO

In addition, we have

In this case, the cross-correlation is given as follows:
(44)

Since xis not divisible by ii, wx does not belong to Fp. By
using wX, consider the following basis in F pm :

L:

1
_f,((c;,o+ifA)(c;.t+A)- ) _

"'

LJ

E/c"

c;,o+ifA;tO
C;,J+A;tO

(46)
Suppose that w; is represented as

(53c)

On the other hand, in the same of the calculation procedure
of Eq. (42), the first term of R.H.S. in Eq. (52) is developed
as

(45)
and let 'B be the dual basis of 'W.

-0
m-2
Ek = p
.

c;,o+ghA=O
C;,J+A=O

- p

p-1 p-1
"'Ef'!ab- 1 )
k
a=l b=l

m-2"'

LJ LJ

_

Ef'<ifl
k

•

(54)
Since

w;

cannot represent the zero vector, the number of
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"'.

_!,(gi+A(g"-yi)x;I) - (_!,(gh)

~

('k

-

('k

_fk(!l')) (

+ p

- ('k

m-t-fk(gi)
('k

-

p

m-t-fk(gi))
('k

+

.

'\'

_!,(gi+A(j'-gi)x;I)

~

('k

gjTr(w' )+gh A:;t:O

glTr( wi)+gh A:;t:O

Tr(w;)+MO

Tr(ui)+MO

'\'

~

m-t-ft(gi)

_f,(gi+A(!/'-yi)Xjl)
+

l'k

yiTr(w 1)+gh A;<O
Tr(ui)+MO

p

l'k

_!,(!/')
(B)+ 2._(C)

------------------(A)
(42)

vectors such that c;,o = 0 and c;,1 = 0 is one less than that
of the other combinations such as c;,o = 0 and c;, 1 = 1.
Therefore, the last subtraction -EJ•<if'l in Eq. (54) is required.
The first summation of R.H.S. in Eq. (54) becomes 0 from
Eq. (27b). Thus, the following relation holds.

I

c;,o+(/'ki'O
C;,J+A;tO

(55)

4.

(56)

This section experimentally shows the properties of the proposed sequence such as autocorrelation, cross-correlation,
and linear complexity with some examples. In this section,
the notation T 2 , for example, denotes the proposed sequence
with the parameter A = 2. In the observation, lxl gives the
absolute value of a complex number x and the floor function
LyJ gives the greatest integer smaller than y.

Thus, the cross-correlation Rt.r(x) is given by
~•

( )

~..rr.r X

= p m-2 -

_!k(if')

Ek

•

Finally, the cross-correlation of the sequences

T

and

T, that is Eq. (31), is proven.
3.3

4.I

Autocorrelation and Period

r

The autocorrelation of the sequence
is evaluated by just
substituting h = 0 to the cross-correlation ofEq. (31).
Rr(x) =

p = 7,m = 2,k = 3, and A= 2,3

Consider the primitive polynomial f(x) = x 2 + 5x + 3 over
JP7 . In this case, the period of sequence is pm -I = 48. Then,
T 2 is given as follows:
0,0,2, 1,2,0, I,O,O,O, I,2,2,0,2,0,

(57)
pm- 2 - 1

Examples and Discussion

T 2 ={I, I,0,0,2, l,O,I,0,0,1,0,2,0,0,0,

pm - I
if x = hn,
pm-1 (lf(A(l-gi)) + E;ik(A(I-g-i)) - E{'(gi))- I

!

the maximum because the period of the proposed sequence
is pm - I. It is found from the following examples that the
proposed sequence often has the maximum linear complexity. Chan and Games [I1] have theoretically shown a similar
property for q-ary M-sequences where q is a power of odd
prime number.

else if x = jn,
otherwise.

The autocorrelation of T 2 is given as follows:
48

Based on the above autocorrelation, it is found that the period of the sequence is explicitly given by pm - I.

IRr2 (x)l

= ~5
{

3.4

Linear Complexity

Though this paper could not theoretically show, by testing a
lot of cases of parameters p, m, k, and A, it was experimentally observed that the linear complexity of the proposed sequence mostly satisfied the following relation.
LC(T) = C(pm - l),

p-1

(59)

I, I,O, I,2, I, I, I,2,2,0,0,2,2,0,2).

0

if X= 0
else if x = 8, I6, 32,40
else if x = 24
otherwise

(60)

and Fig. 1 is drawn. Then, the linear complexity is
LC(T2 )

= 32.

(61)

On the other hand, T 3 is given as follows:

r 3 = {2,2,o,o, I,2,0,2,2,2, 1,o, 1,2,0,2,
(58)

where C is a positive constant less than or equal to p - 1.
When C = p - I, the linear complexity is pm - 1 that is

0,0,0, I, 1,0, 1,0,0,0,2,0, 1,0,0,0,

(62)

1, 1, 2, 2, 1, 1, 2, 1, 0, 0, 0, 2, I, 0, 2, 0).
It should be noted that T3 is different from T2. Then, the
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1Rr2 ,r3 (x)l with p = 7, m = 2, k = 3.

lFil. In this case, the period of sequence is pm - 1 = 120.
Then, T4 and T 5 are given as Eq. (66). Figure 4 and Fig. 5
show their autocorrelation graphs.

60

50
c

"40

"'

Their linear complexities are both the maximum.

·~ 30
0
0

~

<.

20

LC(T4)

10

LC(T5 )

0
8

0

16

24

32

1Rr3 (x)l with p = 7,m = 2,k = 3.

autocorrelation of

4.3

r3 becomes as follows:

llllr,(x)IJ =
{

48

if X= 0

~8

else if x = 16,32

else if x

= 8, 24, 40

(67a)
(67b)

Their cross-correlation becomes as shown in Fig. 6. It is
found that the cross-correlation has one large peek that corresponds to the case of x = hn in Eq. (31).

40

5-hlft value : x

Fig.2

= 120,
= 120.

(63)

p

= 13,m = 3,k = 3, and A= 5,6

Consider the primitive polynomial f(x) = x 3 + 7x2 + 3x + 6
over JF 13 . In this case, the period of sequence is given by
pm - 1 = 2196. As examples, Fig. 7 and Fig. 8 show the
autocorrelations of T 5 and T 6 , respectively.
Their linear complexities are

otherwise

LC(Ts)

and Fig. 2 is drawn. In this case, the linear complexity is the
maximum.

LC(T6)

= 1647,
= 2196.

(68a)
(68b)

Their cross-correlation is shown in Fig. 9.

(64)
The cross-correlation of T 2 and T 3 becomes as follows:

LIRr,,r3 (x)IJ

7
13

if X = 0, 8, 16
else if x = 24

17
37
1

else if x = 32.
else if x = 40
otherwise

!

=

(65)

Figure 3 shows the graph of cross-correlation IRr,,r3 (x)l. As
previously described, it has one large peek.

4.2

p

= ll,m = 2,k = 5, and A= 4,5

Consider the primitive polynomial f(x)

= x2 + 3x + 6 over

4.4

Observation and Practicality of the Proposed Sequence

It was shown that the proposed random sequence could have
a long period and high linear complexity by appropriately
setting the parameters p, m, k, and A. These properties
are important for security applications such as stream cipher. Particularly, since the autocorrelation of the proposed
sequence has been theoretically shown as Eq. (57), it theoretically guarantees a long period. In addition, since the autocorrelation has a few peaks only such as Fig. 8 and it has a
high linear complexity that is experimentally observed. The
proposed sequence efficiently realizes the difficulty of the
bit estimation by the eavesdropper. On the other hand, the
cross-correlation given by Eq. (31) also has a few peaks even
with another parameter A. Particularly, one of the peaks become a large value as shown in Fig. 9. It means that these
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'T4 = {1,0,0,4,3,4,3,3,1,4,4,0,1,2,2,0,0,0,3,0,1,2,0,2,0,1,1,2,4,2,3,4,0,4,2,1,3,1,1,1,2,1,3,2,3,0,1,1,0,0,0,1,4,1,3,4,0,2,1,0,
4, 3, 3, 0, 0,0, 3, 0, 4, I, 0, 3, 2, 0, 0, 3, 2, 3, 3, 2, 2, I, 3, 0, 4,4, 4,0,1, 0, 3, I, 4, 0, 0,4, 0, 2, 2,4, 1,4, 3,1, 0, 3, 4, 2, 2,4,4, 2,0, 2, 3, 0, 2, 0, 2,4),

(66a)

= {3, 4,4, 0, 2, 0,1, 2, 3, 2, 0,4, I, 4, 4,4,0,4,1, 0, I, 3, 4,4, 0, 3, 3,4, 2,4, I, 2, 0, 0, 4, 3, 2, I, I, 3, 3, 3, I, 3, 2,4, 3,1, 0,0,0,1, 0, I, I, 0, 0,4, 1, 0,

'T5

2, 2, 2, 0,4,0, I, 4, 2, 3, 0, 2, 3, 0, 0, 2,4, 2,1, 4, 3, I, 2, 0, 0, 2, 2, 0, 3, 0, I, 3, 0, 0, 0, 2,4, 3, 3, 2, I, 2, I, I, 4, 2, 2, 3, 4,0,0, 3, 0, 3,1, 0,4, 0, 3, 0}.
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It means that, from the security viewpoint, the use of the

sequences with different A's are able to share some partial
information. When we apply another non-conjugate primitive element as w of Eq. (24), a different tendency of the
cross-correlation is observed as introduced in the appendix.

proposed sequences with the same primitive element and
different A's must be careful.
As introduced above, the proposed method generates
pseudo random multi-value sequences of long period and
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high linear complexity for the use of security applications.
As far as the authors know, there are lots of considerations
to use multi-value (non binary) sequences for communications from the viewpoints of auto and cross-correlations
[19], [20]; however, there are few papers about security applications with pseudo random non binary sequences of high
linear complexity. The most typical security application of
pseudo random sequence will be an XOR-based stream cipher for which a pseudo random binary sequence of long
period and high linear complexity is used and it needs to be
quickly generated. For this purpose, the proposed method
is able to generate a pseudo random binary sequence with
k = 2; however, it is not practical as it is because it needs
to calculate Legendre symbol. As an approach for overcoming this inefficiency, let the characteristic p be small such
as 3 or 5 and then the calculation of Legendre symbol will
be implemented with a look up table. In this case, the degree m inversely needs to be large for satisfying a long period and high linear complexity. However, as reported in
our previous work [10], the numbers of values in a period
of the proposed sequence are not balanced because of the
mapping function Eq. (25). It is not appropriate for security applications. In order to balance it, the authors are still
trying several approaches [21].

5.

Conclusion and Future Works

In this paper, we have proposed a multi-value sequence by
utilizing primitive element, power residue symbol, and trace
function. The features of the proposed sequence such as period, autocorrelation, cross-correlation, and linear complexity are determined from four parameters which are: characteristic p, extension degree m, prime factor k of p- 1, and
a non-zero scalar A in f'p. Then, this paper observed some
examples from the viewpoints of these features. We also
showed the mathematical proofs of these features except for
linear complexity.
As a future work, some inefficiencies in the calculation
procedure should be improved. In detail, it requires trace
calculation, exponentiation for power residue symbol, and
index calculation for the mapping function .fk(· ). Some ideas
such as appropriately choosing parameters and then utilizing
look up tables will be applied in the future works.
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Cross-Correlation of the Proposed Sequences with Different and Non-Conjugate Primitive Elements

This section experimentally observes the cross-correlation
of the proposed sequences with different and non-conjugate
primitive elements.
Consider the following sequences with two different
and non-conjugate primitive elements w, w:

= {t; It;= !k (Tr(w;) +A)},

(A- la)

r = {r; 11; = !k (Tr(wi) + .4)}.

(A-lb)

'T

Then, their cross-correlation R-r,r(x) was experimentally
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observed for which the authors experimented many cases
by changing parameters. Figure A· I, Fig. A· 2, Fig. A· 3,
and Fig. A· 4 show examples of cross-correlations with the
following parameters, respectively:
I.
2.
3.
4.

= 11, k = 2, m = 5, and A = 4, 4
= 11, k = 2, m = 5, and A = 4, 5
p = 13, k = 3, m = 3, and A = 5, 5
p = 13, k = 3, m = 3, and A = 5, 6
p

p

The difference from that with the same primitive element
such as Fig. 9 is explicitly observed.

Fig.A·4

1Rr,.r6 (x)l with p = 13,m = 3,k = 3,A = 5,6.
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