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Abstract

This paper investigates the application of the Schengen Information System (SIS) in the
European Union and the balance between civil liberties, security and justice. It provides
an overview of the SIS, technical issues related to the maintenance of the SIS, and
transnational legal issues in the context of national security and public policy. Given that
citizens can now move freely between States in Europe, the paper investigates how the
SIS is being administered, applied, and enforced and some of the potential problems
that arise from cross mutual state recognition of SIS alerts. This paper argues that the
SIS has a number of inherent and propagating weaknesses and that the risk exposure
presented to citizens is far too great for the benefits that ensue. The paper recommends
a movement away from the idea of a fortress Europe toward one of State to State
harmonization in transnational criminal issues.
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1 What is the Schengen Convention?

The Schengen Agreement was established on the 14th June 1985 when
France, Germany, Belgium, Luxembourg and the Netherlands agreed to abolish



checks at their common borders, and to create a single external frontier (Council
of the European Union, 1999; The European Parliament and the Council of the
European Union, 1995). The actual Schengen Convention was ratified in June
1990 and came into effect in March of 1995, by which time several other States
had agreed to the EU framework including ltaly, Spain, Portugal, and Greece. All
signatories agreed to “setting a common visa regime, improving coordination
between the police, customs and the judiciary and taking additional steps to
combat problems such as terrorism and organized crime” (Justice and Home
Affairs, August 2005).

2 What is the Schengen Information System (SIS)?

2.1 The Schengen Information System

The Schengen Information System (SIS) was established in the Schengen
Convention (Title 1V) (Official Journal of the European Communities, 1999, pp.
439-459). The SIS was operational in 1995, and according to reports collapsed
within 90 minutes due to system congestion (Bantekas & Nash, 2003, p. 279).
The purpose of the SIS, according to Article 93 of the Convention, is to maintain
“public policy and public security, including national security” (Joint Supervisory
Authority, n.d.). Given that citizens can now move freely between States in
Europe (ie contracting parties only), the information communicated via SIS can
help ensure that provisions are met. SIS works on the basis that Member States
have a National SIS (N-SIS) which is networked to a Central SIS (C-SIS)
(Europa, 2007). Thus the SIS can be considered as a “series of national
databases connected to a central system which holds information on suspected
criminals, missing persons, unwanted aliens and stolen vehicles and
documents” (Bantekas & Nash, 2003, p. 279).

“In effect it brings together national lists of persons to be excluded
from the territory of the Member States into one network, which
border guards and visa officials can access online when individuals
arrive at the common external border or when they ask for a visa
(Guild & Bigo, 2002, p. 129).”

The data on N-SIS and the C-SIS should be identical at any given time.
Transborder flows of personal data (TBFPD) are transmitted in accordance with
protocols and procedures jointly established by the contracting parties. In its
fundamental operation, “[t]he SIS is a database that stores criminal information
from participating Member States and is considered to be the most prominent
instrument of police co-operation devised under Schengen” (Bantekas & Nash,
2003, pp. 236-237). Compare the Guidelines on the Protection of Privacy and
Transborder Flows of Personal Data with the Schengen Convention (Articles



92-101) (Organisation for Economic Co-operation and Development, 1980, p.

9):
“Data controller means a party who, according to domestic law, is
competent to decide about the contents and use of personal data
regardless of whether or not such data are collected, stored,
processed or disseminated by that party or by an agent on its behalf;
personal data means any information relating to an identified or
identifiable individual (data subject); and transborder flows of
personal data means movements of personal data across national
borders.”

2.2 SIS Phase Il, SIRENE, Vision, and the SISNET Network

In its original phase | implementation (1995) the Schengen Information
System had the capacity to serve no more than 18 participating States
(Verwilghen, 2001). Given the expansion of the EU over time, the SIS would
need to service more States by 2002 While most official reports identify this as
the main reason of the SIS phase Il, others believe that it had more to do with the
States benefiting “from the latest developments in the field of information
technology and to allow for the introduction of new functions” (locheva, 2006). It
is the latter “new functions” which has concerned privacy advocates in Europe,
including organizations like Statewatch (Hayes, 2005). (Hayes, 2004) is clear in
his assessment of law enforcement databases, i.e. that they are a product of
“original sin”. He goes onto add that:

“[flunction creep is inevitable, regardless of any assurances given by
the executive at the time.” The notion of privacy is complex. Privacy
involves the “social contract between individuals and the society
which they live. It invites clashes between individuals and institutions,
and between privacy protection and free access to information”
(Hoffman, 1979, p. 3).

2.2.1 SIRENE

The Schengen Information System has a supplementary network, known as
SIRENE (Supplementary Information Request at the National Entry). SIRENE
has been described as a “network trough,” and also as the “human interface” of
the SIS (European Union, 2002, p. 12). By human interface, it is implied that
SIRENE:

“as a role of first-line contact both for the other SIRENEs and for
the national authorities and end users. Depending on the case,
SIRENE must be able to deal with it independently or to refer it to the
competent authorities or agencies. SIRENE staff should therefore be



competent and well-trained and have established good contacts with
national and foreign authorities.”

SIRENE can exchange additional information to that included in the national
portion of the SIS, as well as the C-SIS. In effect SIRENE allows smaller offices
within each State to communicate with one another and act as intermediaries
between national authorities responsible for the data on SIS such as judges,
police and alien offices. It is important to note that the SIS Phase Il network is
being replaced by the SISNET network (Department of Homeland Security
Public Affairs, 26 October 2006). Together these information systems can help
national and local police, customs and the judiciary.

3 What information is recorded on the SIS?

3.1 Recorded categories of data

Article 94 of the Convention contains a detailed list of categories of data that
can be stored in the system. The categories can be classified into three distinct
types: persons, objects, and vehicles. The main objective of SIS is to exchange
data on certain categories of people and lost or stolen goods. With respect to
persons the following data may be stored: surnames and aliases, physical
characteristics not subject to change, date and place of birth, sex, nationality,
whether persons concerned are armed or violent, reason for alert, action to be
taken. Articles 95-100 stipulate why an alert can be triggered by an official. The
reasons include but are not limited to: arrest for the purposes of extradition, to
find a missing person whose detention has been ordered, arrest for the purpose
of appearing in court, discrete surveillance and specific checks (Article 99), and
in the case of aliens who in most cases have not complied with provisions
governing entry and residence. With respect to data stored on objects this may
include: stolen motor vehicles, firearms which have been misappropriated, blank
official documents which have been stolen, issues identity papers which have
been stolen and suspect banknotes. While freedom of movement in the EU
provides law-abiding citizens with so many benefits, criminals can also take
advantage of it for the purposes of terrorism, cybercrime, drug smuggling and
firearm trafficking etc. Cross-border crime is also among the most difficult to
detect and contain, as several jurisdictions are involved (Justice and Home
Affairs, August 2005).

3.2 Who has access to information?

Access to the information on the SIS as stated in Articles 92 and 101 of the
Convention can only be by designated authorities for the purpose of
border/police/custom checks carried out in the country in accordance with



national law. The primary reason for the checks is linked to varying levels of
alerts, which may refuse an individual suspected of a crime entry into the
designated country. There are regulations governing the type of data to be
collected, the content of SIS records including responsibility for their correctness,
rules on the duration of alerts, interlinking of alerts and compatibility between
alerts, rules on access to SIS data, and rules on the protection of personal data
and their control.
It is important to emphasize that “records” today are quite different to the

flat-file databases of the past. Duncan (2004, pp. 71, 75) notes:

“Quite unlike systems of records, today’s databases are

heterogeneous. They have complex structures determined by the

purposes for which they were constructed, and they are plagued by

difficulties in semantic interoperability because of different

vocabularies and different perspectives on the use of the data.

Further they are often maintained by multiple sites, are capable of

linkage of records across databases, and may not be under the

control of a single authority. This makes the application of existing

law and administrative procedures problematical. And yet this issue

must be addressed because government databases contain highly

sensitive and valuable information.”
This is particularly true of the SIS, especially given the cross-border nature of it,
and the many different languages it traverses including, French, German, Italian,
Greek, Finnish, Maltese etc.

4  Technical issues

4.1 The need to standardize practices

The sheer size of the SIS Il and the number of Member States now in the
European Union requires not only regulation but standardization in practice.
“The system can be accessed from 50,000 computers by thousands of police,
immigration officers and visa-issuing embassy staff” (Eaglesham, 2000). It is
one thing to have a system, with policies, and procedures, and another on how
these should be executed in an operational sense (Dalberg, Angelvik, Elvekrok,
& Fossberg, 2006). In December 2002, the Schengen Information System,
SIRENE: Recommendations and Best Practices manual was published so that
best practices could be identified serving as “inspiration for the establishment of
standards defining the minimum application of the Schengen Acquis” (European
Union, 2002, p. 7). It is important to note, that after the introduction of SIS Il in
2001, SIS I and SIS Il were considered one and the same. Of utmost important in
SIS was ensuring the balance between the number of alerts entered into the



system, and that the alerts inserted were of good quality.
“Every national alert that is “Schengen relevant” should in principle be
introduced in the SIS. However, in order to be able to execute the alert,
it is necessary that the alert is correct, as complete as possible and
traceable. Finally, it should be borne in mind that when a Schengen
State executes an alert, it has the right to expect that the issuing
Schengen State will follow up the hit. Not doing so without a valid (legal)
reason will negatively impact on the willingness of (local) authorities to
use the SIS and maximize its potential” (European Union, 2002, p. 11).

4.2 System maintenance, real-time updates and offline copies

A great number of technical issues abound in such a monolithic system such
as the SIS that covers a great deal of Europe ‘physically’ and has so many
people ‘accessing’ it and ‘updating’ and ‘maintaining’ it. Beyond the day-to-day
issues of hardware and software required to operate the system 24/7, there is
the need to maintain that the data shown to the end-user is in fact a true copy of
the current state of affairs. For instance, it is quite possible that an alert has been
changed from “high” to “low” or from “low” to “no longer valid” and this kind of
change needs to be reflected in all N-SIS/C-SIS in real-time. To this end, regular
automated database comparisons are required. Where on-line access to the
data is not possible, regular off-line copies need to be sent and additional phone
checks made. This does pose a security risk in itself- especially when it has been
noted that whole databases on CD-ROM are sent regularly to Consulates (W.
van de Rijt). In November of 1997, SIS data was found at a Belgian railway
station accidentally left behind by an official (Eaglesham, 2000, p. 24).

4.3 Dealing with coordination issues between agencies

Coordination is a problem often cited but has been to some extent overcome
by the function of SIRENE to act as a single point of contact for each Schengen
State. For this matter the management structure needs to be standardized as
well. Where several authorities are involved in a particular case where alerts
may be conflicting, eg the Schengen State authorities and Interpol, the
Schengen alerts always take precedence. In this instance, Interpol would be
required to provide the Schengen State with a Schengen ID alert. Again the
importance of well-trained administrative and operational staff is that they add to
the robustness of the system and ensuring efficient workflow (European Union,
2002, pp. 14-15). It is also important that SIRENE offices are armed with
competent legal expertise and are conversant in the appropriate languages
(especially of their bordering States and of course, English).



4.4 User interface issues and data quality

From a user interface perspective, the query functionality provided by the
software needs to go beyond “exact match searching” to include “phonetic
queries, wildcard queries, fuzzy logic, soundex” (European Union, 2002, p. 18).
Data quality of pre-existing national data on an individual should be checked for
Schengen relevance and correctness before being loaded into the central SIS or
into newer systems. Alerts and actions should be clearly communicated to
end-users. For instance, in the case of misused identity, the procedure to deal
with a given hit and the subsequent investigations required should make it
known whether the individual in question is the victim of identity fraud, or the
perpetrator of the misuse. Consider the case where an Ethiopian citizen living in
Budapest who was refused admission to France because his name was entered
on the SIS in Germany after he reported a missing passport. It took eight months
to get the information corrected (Eaglesham, 2000).

4.5 Data handling issues and alerts

Beyond data quality is the issue of data handling. In the event an alert is
recorded, it should satisfy the criteria of the Schengen Convention in
accordance to Article 95, to ensure a hit will be followed up. If an alert is
identified as invalid, SIRENE operators should have the capability to delete it. In
the same token, when an alert is extended, its on-going validity should be
re-examined, and a reply to that given case should be provided in the shortest
possible time. For instance, when one Schengen State alerts another Schengen
State of a positive response on a given alert, it is a hit, and these should also be
recorded. Each alert should have a separate Schengen ID number allotted to it
to ensure that audits of events are possible and also to minimize confusion
between the States. Operators should not fill in mandatory fields with words like
“‘unknown” as this renders untraceable information, in the same token it is
important that operators act ethically to ensure that they are not documenting
things that are not reflective of evidence.

4.6 The growing need for security policies

All these technical issues do lend themselves to a security policy which is
standardized across all of the Schengen information technology (IT) systems.
Who has access to these systems, at what appropriate level and for how long, is
something that is not easy to solve. Indeed this is one of the major problems
identified by experts regarding monolithic systems such as the SIS. There are no
easy answers to this issue, only to ensure that SIRENE recruit responsible
personnel with the appropriate clearance and certification. In terms of physical
security, the SIS has computers located underground, differing security zones,



staff use access cards for entry, there are armed-guards and closed circuit
television monitoring (CCTV) at entries and exits (European Union, 2002, p. 30).
Staff also have unique IDs and passwords to log onto the systems securely.

5 Legal issues

5.1 Cross mutual recognition versus harmonization

The SIS is fraught with well-known legal issues. According to Minas Samatas

(2003, p. 141):

“[tlhe more serious implementation problems of the SIS are the legal

ones —regarding the protection of citizens’ privacy and civil liberties,

as well as the human rights of foreigners.”
At the first instance, the SIS is populated by individual Schengen States
according to a national understanding of the criteria for inclusion and a national
interpretation of public order and security. “The underlying principle of the
system is based on the notion of cross mutual recognition of national decisions
rather than harmonization” (Guild & Bigo, 2002, p. 126). For instance, if a person
is deemed to have acted inappropriately in one Member State and their personal
data is subsequently recorded in the SIS (while the individual is still in that
territory), then other Member States need to act upon that ‘alert’. However, what
one Member State deems a “risk”, another Member State may not, yet they are
still bound to the Schengen Convention.

What is perceived as a security risk in one state is not necessarily the same in
another. This difference of perception of the notion within the Union will be the
territory where national courts begin to question the legitimacy of the system
(Guild & Bigo, 2002, p. 129).

5.2 The Visa List and profiling for potential criminals

Many legal representatives across the globe see another fundamental error
with the SIS- it not only is used for outright ‘exclusion’ of an individual from the
EU based on one Member State’s understanding of the criteria, but it also can
identify ‘groups’ of persons who supposedly pose a greater risk to the EU based
on their nationality as depicted on the ‘visa list’ (Harper, 2006). It should be
highlighted that these are individuals who have done nothing wrong, have been
in an EU Member territory for some time, and who would have otherwise been
entitled to freedom of movement within the EU exterior border, but who for the
fact that they have been born in a particular country, are categorized as being
‘more’ or ‘less’ likely to be a risk (Guild & Bigo, 2002, p. 127). By controlling the
individual through a visa requirement, jurisdictional issues are placed back in the
hands of the individual’'s own State (Department of Homeland Security Public



Affairs, 2006). Profiling techniques are used on these groups, and individuals
anticipated to be ‘a criminal’ (or who may become a criminal over time) are
excluded (Strandburg & Raicu, 2006). There are fundamental problems with
this- who actually defines what constitutes a risk to security? It should also be
noted that until the mid-1980s visas were regarded as “expressions of mistrust”,
especially of non-EU migrants (Anderson & Apap, 2002, p. 247).

5.3 Human rights versus a ‘Fortress Europe’

If the basis for what information can be entered into the SIS is national law,
then a National-SIS (N-SIS) may make complete sense, but a patchwork of
national lists brought together in a Central-SIS (C-SIS) may not.

“This means by which the authorities of a Member State come to the

decision to enter the data are under the exclusive control of the

Member State authorities. Thus a Member State could have other

reasons than security to include a person on the list and this would

not breach Article 96... There is no attempt to restrict or harmonize

what is permissible at the national level. But whatever happens at

that level is then to be recognized as value by the other States”

(Guild & Bigo, 2002, p. 131).
To illustrate this point, consider the number of records in the central SIS as of
May 23, 2000 was 9.7 million. The country with the most entries about persons
was Germany. During this period, there was a perceived threat to Germany by
‘foreigners’ which constituted both asylum seekers, and ethnic Germans from
Central and Eastern Europe (known as Aussielder). This caused quite a bit of
public disquiet to the measure that asylum seekers, now considered outright
foreigners, were entered into the SIS because they were seen as a ‘risk
category”. France on the other hand, at the time, had a different view on asylum
but still had to reject the persons who had been inserted into the SIS. This kind of
perceived misuse of the SIS is in direct conflict with the obligation of Member
States to “provide protection to persons fearing persecution and torture” (Guild &
Bigo, 2002, p. 134).

6 Transnational issues

When considering a system like the Central Schengen Information System,
by its very nature, it poses transnational challenges (House of Lords, 2007). It is
an information system that traverses a great number of national borders and
therefore jurisdictions, and as a result is subject to harmonization problems. At
the heart of the problem is the principle of equality of treatment, human rights,
and the function of the State within the context of the EU ((Electronic Privacy
Information Centre & Privacy International, 2003, p. 59). According to (Samatas,



2003, p. 141): “[i]t is clearly an ‘immigration anathema’ to build a ‘Fortress
Europe’, especially as regards Third World immigrants’ and refugees’ rights and
life chances in the EU.”

‘Security’ and ‘risk’ will always mean different things to each Member State,
and no amount of ‘best practice’ literature will ever eradicate this issue. While in
theory the C-SIS can help to facilitate and minimize crime in the EU, by
increasing cooperation and knowledge sharing between Member States and
respective authorities down to the local level, it sends conflicting messages
regarding principles and standards documented in the European Convention on
Human Rights and within an international law context. This type of
Europeanization may also end up contributing to the erosion of national
sovereignty (Boer, 2002, p. 152).

7  Freedom, security and justice in the EU

There is no doubt that the European Union has tried to provide internal
security for its law-abiding citizens, to move freely between Member States, and
to enjoy the stability, wealth and internal liberal environment. Ironically, however
this requirement to ensure ‘security’ has come at the expense of ‘freedom’; with
the erosion of freedom has also come the problem of ‘justice’. This means that a
greater balance must be struck between opposing forces which are at play.
Monar (2002, p. 167) cite one example of this balance needing to be struck with
the

“‘EU measures in the fight against cross-border crime and illegal
immigration, which now involves a range of major EU-wide
data-bases, [and which] must respect high standards in terms of the
protection of personal data and comply with strict rules on the
interception of telecommunications and other investigative
techniques...”

If the protection of personal data is not maintained appropriately, for instance
in the quite plausible scenario that persons may accidentally or deliberately
(Fijnaut, 2002, p. 219) be named on the C-SIS by a Member State when they are
in actual fact innocent of any crime, then there is clearly a fundamental erosion
of human rights at play.

“For Euro-skeptics and human rights activists, on the other hand, a
serious concern over the SIS is whether its function will diminish the
protection of civil liberties and human rights in countries like Greece,
which have an authoritarian state culture and a rather negative
historical record on human rights” (Samatas, 2003, p. 147).

The reality is that there can never be a balance between freedom, security
and justice where these types of monolithic information systems exist. While



freedom has to do with an individual’s ‘privacy’ (ie autonomy, self-possession,
integrity) (Garfinkel, 2000, p. 5), ‘security’ has to do primarily with the State, and
justice is supposed to ensure some kind of balance. The bigger these systems
get, the more potential there is for error, especially given the nature of
transborder personal data flows. This does not negate of course, the obvious
benefits that these systems have contributed, especially for law enforcement
agencies in the tracking of stolen vehicles and other like objects but these
benefits do not in themselves remove the deep-rooted problems pertaining to
data quality, data correctness, breaches in personal privacy, access to
information in the SIS Il and beyond.! While it is the role of the Joint Supervisory
Authority (JSA) on Schengen to maintain data protection of the SIS and new
emerging networks, they are there only within a supervisory capacity with little
‘authority’ to enact change (Joint Supervisory Authority, 2004, June 2005;
Secretariat, 2007). There is here a concluding call for more protective
mechanisms and access controls? to be put in place, including technical
regulations which are binding to Member States, beyond guidelines.®
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