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Shining a Light on the  
Digital Dark Ages 

 Meg Miner  
University Archivist and Assistant Professor 

 
Faculty Colloquium 

September 20, 2013 
 

Presenter
Presentation Notes
Thank all (president, provost & selection committee, colleagues and students). And to my colleagues for listening to practices runs of this talk.  Students—stay tuned for career tips!
 
My list of thanks also includes the NSA. Their actions revealed earlier this year made at least one part of my job easier & point to a practice I think should adopt…at least in part. I wanted to plant that seed so you would stay tuned…wait to see how it applies to this topic!
 
This is a talk about digital preservation. It is partly a presentation on the findings of a National Leadership Grant our campus is part of but it is mostly an advocacy piece: both for our institution and for all of you as individuals. 
I’m grounding this presentation in details of what I’ve learned in the past two years of working with our grant partners. In a larger sense this is a report on what I’ve learned since 2006 about how IWU records its history.




Why “Dark Ages”? 

“Digital Dark Ages” is a term coined in 1997 
• Need to care for humanities’ electronic heritage  
• Recalls the efforts of monks in the Middle Ages  

– practice of copying texts and dispersing them 
saved knowledge that predated the Dark Ages  

 
Connotes loss of knowledge or lack of 

intellectual growth due to a loss of 
understanding of what has come before.  

Presenter
Presentation Notes
“Digital Dark Ages” is a term coined at a 1997 meeting of the Preservation and Conservation section of the International Federation of Library Associations. A speaker from the United Kingdom (Terry Kuny) was comparing what he saw as an emerging need in caring for humanities’ electronic heritage as being similar to the efforts of monks in the Middle Ages. Quite simply, monks would copy ancient texts and the action of dispersing them to other monasteries made it possible to save texts that predated the Middle Ages. 
 
Understand the term as shorthand for loss of knowledge or lack of intellectual growth due to a loss of understanding of what has come before. This is the loss that we’re trying to prevent by calling attention to the Digital Dark Ages.



Codex Sinaiticus 
4th century mss. Bible, 20th century reprint 

Presenter
Presentation Notes
[background given on the original and facsimile copy of the Codex Sinaiticus and that I chose an artifact from the 4th century because it has relevance to the issue of digital preservation.]



Why now? 

• IWU’s Digital Dark Ages date from late-1990s 
– Our historical record is fragmented: servers, hard 

drives, external drives and institutional memory. 
Oh my! 

• 2012 request for long-time administrator. 
• 2011 request for 1920s student life. 

Presenter
Presentation Notes
I chose this phrase because we are experiencing a dark ages at IWU. 
Examples of two recent requests. It is easier for me to tell the story of IWU in the 1890s than in the 1990s to now. 
 
In fact, when I think of the ease with which I recently helped show campus life in the 1920s, I can’t help but think how difficult it would be to do the same thing for students who graduated from 2000 to the present.



Concerns for IWU Heritage 

• Our Web site is our default archive, but 
– we are not consistent in how we post. 
– our ability to understand change is in doubt. 
– our file types are not stable for the long term. 

• Which version of a record is the official IWU 
word on a subject? 
– If there is a discrepancy, how will it be resolved? 
– Where does the original live? Who cares for it? 

The archives does if found but some slip by. 



• Content Management Systems 
– Unlimited ability to create and distribute 
– You are our monks…but not all on the same page 

• Social Media & Third Party platforms 
– Issues about ownership, ongoing access, file types 

Concerns for Heritage (cont’d) 



Using the Web for promotion of our work is 
important, necessary and useful but we make 
assumptions about the safety of our records 

that are misleading.  
 

We must start making decisions about what we 
value for our cultural heritage and secure that 

content in ways that will ensure its survival. 
 

Moving IWU Out of the Dark Ages 



Shining a Light on the  
Digital Dark Ages 

 Meg Miner  
University Archivist and Assistant Professor 

 
Faculty Colloquium 
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True Confessions of a  
Book- and Paper-Loving Librarian 

Presenter
Presentation Notes
A colleague recently commented that people have no idea what archivists do. I think for a very long time most archivists were okay with being hidden away in the dusty reaches of their vaults. We quietly collected things that came through mass distribution systems, applied our own odd organizational systems and no one had to know many details about it. Then when something was needed we’d say, “Why yes, I can help with that, the information is right here.”
My subtitle for this talk is CLICK “True Confessions of a Book and Paper-Loving Librarian.” I love material culture and tangible things and the way they can connect us to our past.
When I look to the future of this university’s history, I don’t see that world. 
The superiority of digital media is unquestionable in many respects, but its fatal flaw from a cultural heritage sense is actually the thing we value most: everyone has control and unlimited distribution capabilities. 
That is a danger to our heritage.



 Storage is cheap and everywhere! 
     Is the content secure/accessible? How? By whom? 
 
 
 

 If it is digital it will always be available! 
    Will it be useable? If software changes or files decay  
    how will we know what is gone before it is too late? 

Assumptions in the Digital Age 



• Storage options are cheap and everywhere! 
 

Storage 



Storage  
≠  

Preservation 



• Storage options are cheap and everywhere! 
– But human intervention is not  (and we are so 

busy that it is easy to put off)  
• Files need naming, tagging, organizing  

AKA metadata 
– Do your backed up versions all match? 

• Do you spend time synching devices? How 
much? 

Storage (cont’d) 

Presenter
Presentation Notes
The industry term is metadata which actually has several layers of definitions. This is the place for me to pause a moment and thank Edward Snowden and the National Security Agency. When the NSA’s data collection practices were revealed this past summer, metadata became part of our cultural knowledge. 
All those phone number the NSA stores and the dates they were made and the numbers they called—and the statement that they weren’t actually listening—that’s all another way of describing metadata. There are heightened levels of description of an object but not an internal, machine readable way of proving whether the “call” was about illegal activities or about getting everyone together for a surprise birthday party.



“Do you have a back-up plan?” by John K 
http://www.flickr.com/photos/johnkay/5200871042/ 
 

Don’t forget: 
all drives fail 
eventually 

Storage (cont’d) 



Media needs 
to be replaced 
every five 
years (aka 
migration) 

“Bit Rot” by  
The Joy of the 
Mundane 

http://www.flickr.com/photos/mundane_joy/2316921309/ 
 

Storage (cont’d) 



Storage (cont’d) 

• Storage options are cheap and everywhere! 
– But human intervention is not (and we are so busy 

that it is easy to put off)  
– Do your backed up versions all match? 
– Remember: you get what you pay for with physical 

storage and in the Cloud! 

 
 



Storage (cont’d) 

Backups on 
cheap and/or 
fragile media 

“Data deterioration” by 
Univ. of VA Library, 
Preservation Services 
http://www.flickr.com/
photos/uvalibpreservat
ion/8033085992/ 



Storage (cont’d) 

Cloud providers  
may not = stable, consistent access 

• What security measures do they promise?  
• Do they back up anywhere? How will you 

know? 
• Do they offer an exit strategy if they go out of 

business? 
• If the person who set up the account dies, 

who has access? 



Served ≠ preserved 



Compressed files 



Third party contracts 



Sharing & convenience? Yes! 
Continued access? Maybe. 



Homepages only on IWU servers 

Where is 
Student 
Life? 



Some is here… 
sometimes. 



                   Can’t crawl content 

Student Life & 
Culture in the 
Cloud = 
History at Risk 



Perceptions of Permanence 

• “All that’s on the internet, it’ll always be there.” 
– Quality of what’s there? Who is responsible? 

 
 



Is it usable? 

IWU Greek 
System page 
1997 

http://web.archive.org/web/19971007185105/http://www.iwu.edu/organizations/
greeksystem/index.html 

Perceptions of Permanence 



Is it useful? 
Not without 
metadata! 

Perceptions of Permanence 



NOT 
always 
going to 
be there 

IWU Provost  
2007 

http://web.archive.org/web/*/http://www.iwu.edu/provost/feb07/* 

Perceptions of Permanence 



“…cannot guarantee that they always will be….” 
 
http://www.iwu.edu/disclaimer.html 
Accessed September 14, 2013 

Perceptions of Permanence 



Perceptions of Permanence 

• “All that’s on the internet, it’ll always be there.” 
• Digital files deteriorate. 

 
 



“The stakes are high. 
Mistakes 30 years 
ago mean that much 
of the early digital age 
is already a closed 
book (or no book at 
all) to historians.”  

The Economist 
April 28, 2012 

They call it 
Bit Rot 



“And this is why you backup your files…” By npurmort 
http://www.flickr.com/photos/npurmort/7158077037/ 

Files do 
deteriorate & 
with no sign 
until you try 
to open them 

Regarding Permanence 



Perceptions of Permanence 

• “All that’s on the internet, it’ll always be there.” 
• Digital files deteriorate. 
• Software changes make the ability to read file 

content uncertain over time. 
 
 



Software and “Permanent” 



Software and “Permanent” 
(1997) 

Presenter
Presentation Notes
Two profs gave me permission to use their works as examples. Turning In is a hypertext novel that actually still launches off the CD-ROM but no way of knowing how long that will be possible. The company still exists and offers online versions of this kind of platform but hasn’t provided a way to move old content into it. You cannot even print the pages unless you do screen shots. [I didn’t mention it, but the booklet that comes with the CD-ROM provides software and system requirements but nothing in depth about the content of the novel.  Slide 36 was shown here as an example and I said I’d come back to it later—see slide 74.]



Software and “Permanent” 
(2001) 



Perceptions of Permanence 

• “All that’s on the internet, it’ll always be there.” 
• Digital files deteriorate. 
• Software changes make the ability to read file 

content uncertain over time. 
• Some online content should not be permanent. 

– “Official” files are superseded and old content not 
removed from the Web site. 

 
 



Perceptions of Permanence 

Version 
control 



Making back up copies of digital objects   
vs.  

Making back up copies of digital objects  
and storing them in different places 

• The minimum recommendation  
 

• Geographic distance = more protection 
– IWU Web site and networked servers are backed 

up to another city. 
– Specialized software like Digital Commons 

 

Two steps towards preservation 



Searchable, stable, migrate-able 





Deciding which digital objects need to be saved, 
describing them,   
backing up in geographically distant places, and 
monitoring the digital files for deterioration.  

4 Ds and 1 M  
Decision making + Description + 

Duplication + Distance + Monitoring = 
Digital Preservation 

 

Full digital preservation 

Presenter
Presentation Notes
How I would like us to start thinking of full DP: a mathematical equation of 4Ds and 1 M.



Official definition: LoC 
“Digital preservation is the active management of 
digital content over time to ensure ongoing 
access.” 

 
 

http://www.digitalp
reservation.gov/ab
out 



Official definition: ALCTS 

“Combines policies, strategies and actions to ensure 
access to content that is born digital or converted to 
digital form regardless of the challenges of file 
corruption, media failure and technological change. 
  “The goal of digital preservation is the most accurate 

rendering possible of authenticated content over 
time.” 

– Preservation and  
Reformatting Section, 
Association for Library Collections & Technical Services, a 
division of the American Library Association; 
http://www.ala.org/alcts/resources/preserv/2009def 

 



Then & now: the BIG difference 
 

DP is widespread, cultural heritage concern. 
• Time elapsing between technological changes 

and scale of potential problems ahead. 
– Consider span of time between technological 

changes: handwriting to print to audio/visual 
media to digital media. 

– Consider the relative difficulty in creating earlier 
types of media and the proliferating paths to 
creating and storing that are available today. 

• Attention to our needs now = survival. 



A time travel survivor 



Reasons to act 
Hardware and media become obsolete 

Chamber of Horrors http://dpworkshop.org/dpm-eng/oldmedia/chamber.html 

http://dpworkshop.org/dpm-eng/oldmedia/chamber.html


Reasons to act, pt. 2 
Loss of original file fidelity 

“Migrant Mother” by Dorothea Lange. Courtesy of the Library of 
Congress. http://tinyurl.com/lmh4g6q 



Reasons to act, pt. 3 
Intentional editing  



Reasons to act, pt. 4 
Quantity being saved and loss of context  
that gives digital objects their meaning 

Channel 
the NSA 
…just a 
little! 



Taking a pause for a pulse & our students 

“Active management” job opportunities 
• Archivists, Librarians & IT: organize data, data mining, 

search/discovery processes 
• Computer scientists & Mathematicians: digital forensics 

work on old media and obsolete systems, encrypting or 
breaking encryption 

• Lawyers: intellectual property, contracts 
• Sociologists, anthropologists, psychologists: hoarding as 

a phenomenon, coping with loss 
• Archivists: decision making/selections, long-term planning 

for patron-base needs 

Presenter
Presentation Notes
At this point I hope you are feeling at least a little of the anxiety I have for our institutional history. What “active management” means for career opportunities.



In the beginning 

• Analog media is okay alone for long periods  
– Changes are usually visible to the eye or 

discernible by the nose! 

• My education in digital preservation (2007) 
– grant mandates, workshops 
– Bit Rot seemed of most concern; 

digital file degradation is not  
obvious until too late 

 



Digital preservation solved 





Digital Preservation at a Glance 



The IMLS Grant 

• No consortium (CARLI) or Big 10 help available.   
• Do what librarians do best: collaborate! 
• National Leadership Grant from federal agency 

awarded Fall 2011. 
 
 
 

“Advises the President and Congress on plans, policies, 
and activities to sustain and increase public access to 
information and ideas.”  

 
 





Objective 

Investigate, evaluate and recommend 
scalable, sustainable digital preservation 

solutions for libraries with smaller amounts 
of data and/or fewer resources. 



Projected outcomes 

Reports! This is for a government agency, after 
all. (Final due May 2014) 
• Case Studies 

– Interviews with faculty, staff, administrators. 
– Explore personal and institutional data 

management practices. 
– Compare results across institution types. 
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Where do people keep their data? 

2 2 

9 

6 

9 

1 1 

0
1
2
3
4
5
6
7
8
9

10

USB Cloud External
Hard Drive

Work Hard
Drive

University
Network

Other Tape Drive



1 

5 

6 

1 

2 

1 

4 

6 

3 

1 

0

1

2

3

4

5

6

7

USB Cloud External Hard
Drive

Work Hard Drive University
Network

Other Tape Drive

Staff Faculty

Where do people keep their data? 



20 

33 34 
38 

64 

43 

8 

16 

2 4 7 
2 2 1 

0

10

20

30

40

50

60

70

Where do people keep their data? 



Projected outcomes 

Reports! This is for a government agency, after 
all. (Final due May 2014) 
• Case Studies 
• Analysis of digital preservation products and 

services 
– Ease of use, availability of support, costs 
– Two parts: Tool Grid and in-depth testing 



Projected outcomes 
 
Evaluating tools and services available today 

http://digitalpowrr.niu.edu/tool-grid/ 



Projected outcomes 

Testing five tools/services in-depth   
      Curator’s Workbench (UNC)  

 
 
 
 

• File management costs depend on total file size (in 
TBs) 
– Remember: two copies of everything = minimum 
– Six copies of everything = optimum 

 



Reports! This is for a government agency, after all. 
(Final due May 2014) 
• Case Studies 
• Analysis of digital preservation products and 

services 
• National and local dissemination (throughout 2014) 

– Conferences and workshops 
– Web-based presentations 
– Meetings like this…thank you! 

 

Projected outcomes 



POWRR  and collaboration  
• UK-based Project SPRUCE  (Sustainable PReservation 

Using Community Engagement): creating a 
community-owned tool registry that will feed into 
the POWRR Grid. 

• MetaArchive: Piloting technology to support small-
scale models. 

• NDSA (Library of Congress): Co-planning regional 
events for NDSA membership drives and POWRR 
workshops. 

Unanticipated outcomes 



Observations 

Local decisions are the most important first steps. 
• We will not have an enduring historical record if we 

rely on http://www.iwu.edu or social media sites.  
– Lack of control/ownership, quality of file types 

and inconsistent metadata. 
– We must separate promotion from permanence. 

As of now, they must be two distinct things from a 
digital preservation perspective. 

Presenter
Presentation Notes
It seems harsh to put it this way but I believe that our practices are making this true.



• Durability of digital objects is a factor of 
preserving the context with the file. 
– Metadata: significance of a digital object cannot 

be understood without it.  

• We should not try to keep everything. 
– Some records  do not need to remain digital. 
– Cultural/personal habits are against us here! 
– Records creators must be involved but your 

archivist can help! 

 

Observations 



Observations 

Once we know what is important to keep and 
for how long, make decisions about  
• what types of storage locations the digital objects 

need, who has access, who is responsible for 
maintaining. 

• what type of long-term preservation system will 
work.  



Decision making visualized 
Good preservation decisions are based on a 

deep understanding of the possible content to 
be preserved  

 
 

Possible to preserve 

Actually preserved 

All Content 

Presenter
Presentation Notes
This image is the kind of thing I have in mind when I say we need to make decisions about what content will receive full digital preservation.



Recommendations for  
office and at home  

• If you use specialized software, make sure to 
check old files in new versions that come out 
and save them as new.  
– Save a backup copy in a “standardized” format or 

one that you can migrate.  
– “Normalizing” to a known medium may still be 

the best hope for survival. 
– Your archivist is ready to help with decisions and 

format recommendations! 



The best laid plans 

Presenter
Presentation Notes
[I told the story of a local art professor who gave me permission to use this example. She is a computer graphics design person and was using a program that actually did provide advice on “normalizing.” She still can’t open all the designs she created but she also printed a booklet so 1) we have a clue of the content of her work, and 2) we have a reason to save the disks in case digital forensics can help someday.]



Deciding which digital objects need to be saved, 
describing them,   
backing up in geographically distant places, and 
monitoring the digital files for deterioration.  

4 Ds and 1 M  
Decision making + Description + 

Duplication + Distance + Monitoring = 
Digital Preservation 

 

For long-term preservation  



What we can do in the short term: 
• Create a record? Copy your archivist! 
• Start a new group? Tell your archivist. 
• Want to preserve student activities? Me, too! 

Let’s talk.  
• Not sure how to start? Consult your archivist. 

 

Institutional Recommendations 

Presenter
Presentation Notes
Sensing a theme here? I want to help but I need your help!



Harder questions 
• What responsibilities should we take for content 

that is not on IWU servers? 
• What about faculty data? 

– Consider investment in PAT cycle. 
– Consider external pressures like NSF & NEH grant 

rules for Data Management Plans. 
• Solo system implementation not recommended. 
     Who will we partner with? 

– How can responsibilities (staffing & systems) be 
shared—both on campus and with others?  

 
 

Institutional Recommendations 



Final Quiz 

Digital Preservation is…  
A. More than scanning and cloud storage. 
B. Decision making that begins at the moment of 

creation. 
C. A series of actions that will help secure personal and 

cultural heritage. 
D. A shared responsibility for our institutional legacy. 
E. All of the above. 



Why should you care? 

Geek & Poke, posted December 12, 2007. Available at  
http://geek-and-poke.com/2007/12/how-to-save-dig.html 



 
 
Visit our project Web site 
http://digitalpowrr.niu.edu 
 

And see the Library of Congress’s suggestions about 
saving your own digital heritage…future archivists will 
thank you! 
http://digitalpreservation.gov/personalarchiving 

 
Thank You! 

 
mminer@iwu.edu 

x1538 
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