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ABSTRACT

Blockchain-enabled smart contracts create self-executing transactions
that automatically capture assets to satisfy obligations. They are a form of
asset partitioning. Some scholars compare smart contracts to self-help,
analogous to security interests. Others describe the asset-shielding function
of smart contracts, analogous to entity law.
State lawmakers have begun to address the legal status of blockchain
and smart contracts, but their approaches treat the technology as a new
platform for executing established deal types. They have not digested the
difficulty of fitting blockchain-based smart contracts into existing legal
frameworks given that these platforms conflate contract and property law
functions, and mimic both security interests and entities. Lawmakers should
address whether blockchain-based smart contracts constitute security
interests under Uniform Commercial Code ("UCC") Article 9, by virtue of
how they function. Short of deeming all smart contracts to be security
interests, lawmakers should consider whether UCC Article 9 should govern
smart contracts that do not involve assignments that secure obligations in
certain contexts.
Blockchain-based smart contracts are a device or platform for
transacting, not a deal type. But this device has a legal effect: it dedicates
assets to specific transactional counterparties. As such, it is possible to
interpret all blockchain-based smart contracts as meeting the statutory
requirements for a security interest. At the same time, market actors could
proceed as if no blockchain-based smart contract creates an Article 9
security interest given the strong form of partitioning such transactions
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effectuate, thereby side-stepping statutory rules surrounding notice,
priorities, commercially reasonable disposition of collateral, and
bankruptcy. Defining the relationship between blockchain-based smart
contracts and secured transactions law would situate emerging market
activity in relation to a major category of private-law rules that express
longstanding policy choices. If lawmakers decline to articulate how
blockchain-based transactions implicate contract, property, and entity laws,
markets could expand despite inconsistent or incoherent legal status,
undermining the capacity to enforce, in the future, rules designed to curtail
problematic risks.
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INTRODUCTION

Smart contracts on blockchains' create self-enforcing transactions that
automatically capture assets to satisfy obligations. 2 This Article explores (i)
how blockchain-based smart contracts implicate secured transactions law,

1Blockchain and smart contracts are distinct technologies that can function apart from each
other. However, parties can use blockchain platforms for the expression and execution of
smart contracts. It is the combination of these technologies that gives rise to the various
issues that concern this Article. For definitions of "blockchain" and "smart contract," see
infra Part I.A.

See Kevin Werbach & Nicolas Cornell, ContractsEx Machina, 67 DUKE L.J. 313, 331-36
(2017); Max Raskin, The Law and Legality of Smart Contracts, 1 GEO. L. TECH. REv. 305,

2

306 (2017).
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and (ii) how and why lawmakers should clarify the relationship between
blockchain-based smart contracts and the scope of Uniform Commercial

Code ("UCC") Article 9.3
Specifically, this Article focuses on three emerging-technology-driven
issues for secured transactions law. First, the use of blockchain-based smart
contracts for transactions that are subject to potential re-characterization
(such as equipment leases) raises concerns that may warrant expanding the
scope of UCC Article 9. Second, agreements that market actors do not
currently associate with UCC Article 9, when expressed as smart contracts,
behave like secured transactions. If a liquidated damages clause in a services
contract becomes self-executing, for example, then the contract partitions
assets to satisfy obligations. Code-based, self-executing mechanisms
arguably bring any agreement that utilizes them within the UCC's statutory
parameters for security interests. Third, blockchain-based smart contracts
create a functional convergence of security interests and entities. If
blockchain-based smart contracts partition assets in ways that are difficult to
classify, market actors may proceed on grounds that transactions on a
blockchain avoid secured transactions law all together. How do we ensure
that the considerations animating UCC Article 9, such as the importance of
notice and of reasonable disposition of assets upon default, remain relevant
in markets of the future?
This Article explores each of these issues in turn. The first issue is
about practical effects of blockchain-based smart contracts in certain
instances and how expanding the scope of UCC Article 9 could help to
mitigate those effects. The second and third issues are conceptual. It is
possible to take the view that all blockchain-based smart contracts meet the
statutory requirements for a security interest. Conversely, market actors
could proceed as if no blockchain-based smart contract creates an Article 9
security interest, side-stepping all together the policy considerations
expressed in secured transactions law.
With respect to the first issue, consider the implications of using smart
contracts to express transactions that are potentially subject to re-

SU.CC. § 9 (2010). This is the article of the UCC that governs secured transactions: any
transaction in which a creditor makes a loan and takes as collateral a lien on personal
property of the debtor. A lien is a type of property interest; security interests are liens created
by contract. The National Conference of Commissioners on Uniform State Laws
("NCCUSL") drafted and periodically revises the UCC in conjunction with the American
Law Institute ("ALI"). The model code created by the NCCUSL is submitted to the state
legislatures for enactment. All U.S. jurisdictions have enacted UCC Article 9. Unless
otherwise indicated, citations herein to the UCC are to the official text and comments of the
ALI and NCCUSL. UCC Article 9 codifies contract and property law principles as they
pertain to a deal type-extensions of credit secured by personal property. "Personal property"
is any assets that are not real estate. As such, this statute governs a massive swath of market
activity, including secured credit facilities, margin trading in securities markets, asset
securitizations, and purchase money transactions for the acquisition of goods.
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characterization. A true lease, for example, is not governed by UCC Article
9. In practice, many lease transactions are re-characterized as secured loans
if the lessee files for bankruptcy and asserts an interest in the leased
equipment. The bankruptcy petition triggers an automatic stay on the
debtor's assets. The bankruptcy trustee then determines which assets
comprise the estate. If the debtor is party to a true lease, then the leased
equipment is property of the lessor and not part of the estate. If the
transaction (though called a "lease") contains provisions that reflect the
economic substance of a secured loan, then the equipment remains part of
the estate and the "lessor" participates in the bankruptcy proceedings as a
secured creditor.
When a lease is executed on a blockchain platform, if the lessee
defaults the equipment may be automatically disabled and transferred from
the debtor's assets. There is no longer the intervention point at which a
bankruptcy trustee can assess whether the equipment is property of the
lessor or is property of the debtor subject to a lien in favor if the lessor, in
determining the fate of the asset. The self-executing transfer that the
blockchain-based smart lease effectuates may violate the automatic stay. But
the debtor and its other creditors are left with trying to undo the effects of
the transfer and disablement ex post, rather than having access to the
equipment pending determination of its legal status. Because true leases are
not governed by UCC Article 9, creditors of lessees may not have notice of
this possibility.
Given this risk and the practical difficulties such a "smart lease"
creates, investors in lessees should have notice of the existence of this type
of transaction, so that they can price in the risk that these deals present. For
this reason, lawmakers should consider whether true leases-along with,
perhaps, other transactions that typically involve characterization
questions-should be within the scope of UCC Article 9. Part II.A further
analyzes this contention. UCC Article 9 already contains provisions that
extend its scope beyond secured loans in certain market contexts, applying
Article 9's notice and priority, but not its remedies, provisions to
consignments of goods and sales of rights to payment.4 Part II.A makes the
case for analogous provisions for certain additional deals when they are
expressed using blockchain-based smart contracts.
With respect to the second issue, smart contracts on blockchains are
considered a method or device for transacting, not a deal type. Yet, this
emerging platform for transactions has a legal effect: it accomplishes asset
partitioning.' Blockchain-based smart contracts commit assets in a range of
transactional contexts that market actors may not associate with secured

4 See U.C.C. § 9-109(a)(3)-(4).
5 See infra Part II.B.
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lending, but that invoke UCC Article 9 and the concept of the security
interest.6 Consider a services contract that automatically captures assets if
services are not rendered on time. The parties may not associate their
transaction with secured lending, but their agreement partitions assets for
enforcement of a contractual obligation. A court could conceivably
characterize such an agreement as a security interest as defined in UCC
Article 1, that is enforceable under UCC Article 9.7 If a court found that
such a transaction falls within the scope of UCC Section 9-109(a)(1), it
could test the smart contract's asset capture and disposition functions for
commercial reasonableness under Section 9-610.8 If states enact limits on
electronic self-help (some already have), then those statutory parameters
would apply, as well.9
The drafters of UCC Article 9 should speak to the question of whether
such a transaction falls within the scope of the statute. Lawmakers could
deem smart contracts to constitute security interests on the grounds that they
capture assets to satisfy contractual obligations, meeting statutory
requirements for a security interest.O This approach would empower courts
and lawmakers to elucidate the boundaries of electronic self-help and of
commercial reasonableness" in the use of smart contracts.1 2 Part II.B more
fully presents how blockchain-based smart contracts-by virtue of how they
function-could constitute security interests.
With respect to the third issue, blockchain-based smart contracts mimic
both security interests and entities in ways that are difficult to parse out.
Market actors may treat these transactions as eluding secured transactions
law. Just as it is possible to conceive of all blockchain-based smart contracts
as security interests, it is also possible to take the position that none are.

6Blockchain

and smart contracts implicate this body of law in ways that legal scholars have
not yet fully articulated. Legal scholarship, to date, discusses blockchain platforms with
respect to giving notice of liens, classification of blockchain-based assets under UCC Articles
8 and 9, the fact that smart contracts involve self-help analogous to that of secured creditors
under Part 6 of UCC Article 9. See Teresa Rodriguez de las Heras Ballell, Digital
Technology-Based Solutionsfor EnhancedEffectiveness of Secured TransactionsLaw: The
CONTEMP. PROBS. 21, 40-41 (2018); Charles W. Mooney, Jr.,
Fintech and Secured TransactionsSystems of the Future, 81 LAw & CONTEMP. PROBS. 1, 17-

Road to Perfection?, 81 LAW &

18 (2018). Legal scholars have not examined how the asset-partitioning function of
blockchain-based smart contracts itself invokes questions of legal classification.
Werbach observes: "Even when smart contracts fully execute agreements, parties aggrieved
at the results will still resort to litigation. Judges who believe an injustice or legally
cognizable injury has occurred will not simply throw up their hands and defer to a distributed
ledger." Trust, But Verify: Why the Blockchain Needs the Law, 33 BERKELEY TECH. L.J. 489,

529 (2018).
8 See U.C.C. §§ 9-109(a)(1), 9-610.
9 See, e.g., GEN. CONN STAT. § 42a-9-609(d) (2019).
10
See U.C.C. § 9-203.
" See U.C.C. § 9-610.
12 See infra Part
I.B.
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This possibility portends a demise of the policy choices animating secured
transactions law. Part II.C discusses asset partitioning and the issue of
distinguishing security interests from entities in blockchain-based markets.
Scholars have discussed existing market contexts in which security
interests and entities seem to converge, and the continuing relevance of
security interests as distinct from entities.1 3 Some scholars compare
blockchain-based smart contracts to security interests, focusing on their selfhelp function.' 4 Others compare them to entity law, focusing on their assetshielding function." Blockchain-based smart contracts can conflate property
and contract functions, making distinctions among private law categoriesproperty, contract, entity law-potentially obsolete. State legislative
initiatives to accommodate this technology typically treat it as a new
platform for established deal types. Current approaches do not adequately
articulate or account for the ways that this technology enables departure
from established deal classifications, by conflating and disrupting the
functions of contract, property, and entity laws. 16
Part III then tells a cautionary tale. If blockchain-based smart contracts
segregate assets in ways that are difficult to classify in private-law terms,
then market actors may operate without regard for the private-law concepts
that provide the legal infrastructure of markets-that enable remedies and
facilitate valuation."1 Part III discusses how a disregard of private-law
concepts contributed to the financial crisis of 2007-08, using two examples:
the mortgage-backed securities ("MBS") market, and the securities
repurchase agreement ("repo") market. These markets illuminate risks that
lawmakers should consider as blockchain-based smart contracts proliferate.
Lawmakers should not be afraid to define new market practices and
asset classes in private-law terms. Legal concepts may need to evolve to
accommodate new practices, but leaving technologies of legal import
beyond private-law classification altogether invites a lack of clarity and a
problematic dissonance between legal infrastructure and market
expectations. Once certain financial products or practices become "too big
to fail," " they may elude proper regulatory treatment despite excessive
risks. Defining the relationship between blockchain-based smart contracts
and secured transactions law is a crucial task because it requires that

13 See Ofer Eldar & Andrew Verstein, The Enduring Distinctionbetween Business Entities
and Security Interests, 92 S. CAL. L. REV. 213, 268-69 (2019).
14 See id.; Raskin, supra note
2.
15 See infra Part I.B.

See infra Part I.B.
17 See Heather Hughes, FinancialProduct Complexity, Moral Hazard, and the Private Law,
20 STAN. J. L. Bus. & FIN. 179 (2015).
18 See Kenneth C. Kettering, Securitization and its Discontents: The Dynamics of Financial
ProductDevelopment, 29 CARDOZO L. REv. 1553 (2008).
16
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lawmakers articulate the private-law components and implications of market
practices emanating from emerging technologies.
UCC Article 9 expresses policy choices with respect to notice, asset
disposition, and priorities.1 9 Lawmakers need to critically assess the
relationship between blockchain-based smart contracts and secured
transactions law, to ensure that the policy considerations driving this body
of law have traction in markets of the future. Deeming blockchain-based
smart contracts to be security interests under the UCC, for example, would
establish a regulatory situs for (i) specifying when and how a firm needs to
give notice of its blockchain-based transactions, (ii) submitting the
automatic enforcement feature of these transactions to the UCC's
commercial reasonableness standards, and (iii) establishing priorities among
creditors of firms engaged in blockchain-based business activity.
Part I.A of this Article describes blockchain technology, smart
contracts, and assets on blockchains. Part I.B then assesses the relationship
between blockchain-based smart contracts and existing private-law
categories, explaining how these transactions depart from contract law,
conflate property and contract functions, and mimic entities. Part II explores
and analyzes the three issues outlined above that blockchain-based smart
contracts present for secured transactions law. Part III discusses the
importance of understanding emerging market practices in private-law
terms.

The UCC codifies private-law doctrines to foster uniformity and to
facilitate markets. The articles of the UCC are drafted in a lawmaking
process that has a unique relationship to industry and a unique sensitivity to
business actors' expectations. 20 Commentators are already expressing
concern that state laws pertaining to blockchain technology are creating a
non-uniform patchwork of legal treatment that can complicate development
of platforms intended for widespread use. The American Law Institute
("ALI") and the Uniform Law Commission ("ULC") recently convened a

19 Article 9 exhibits certain, central assumptions and features. First, security
interests partition
assets in a way that benefits firms and investors. Second, the statute enacts a "unitary security
interest" so that investors can take an interest in all assets with one assignment. Third, UCC
Article 9 provides clear rules for notice, for rights and duties upon default, and for creditors'
priorities. Blockchain and smart contracts implicate each of these core aspects of secured
transactions law. See infra Part II.
20 See generally Alan Schwartz & Robert E. Scott, The PoliticalEconomy ofPrivate

Legislatures, 143 U. PENN. L. REV. 595 (1995) (describing the process the ALI uses when
revising the UCC); David V. Snyder, PrivateLawmaking, 64 OHIO ST. L. J. 371 (2003)

(explaining that the UCC is written and revised by one group and consequently governs
bigger groups that prefer limited representation, "making them disproportionately
powerless"); Edward J. Janger, PredictingWhen the Uniform Law Process Will Fail:Article
9, Capture and the Race to the Bottom, 83 IOWA L. REV. 569 (1998) (discussing that one of

the goals of revisions of the UCC is in part to benefit consumers).
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joint study committee on the UCC and Emerging Technologies. 21 The
ALI/ULC joint study committee has the capacity to generate clarity and
uniformity regarding the legal status of blockchain-based smart contracts.
This topic requires more thorough legal analysis than state legislatures are
likely to undertake. 2 2
I. BLOCKCHAIN, SMART CONTRACTS, AND THE PRIVATE LAW

This Part describes blockchain and smart contracts, and establishes
how this Article uses the terms "blockchain" and "smart contract." A
defining of terms and a basic understanding of distributed ledger technology
must underscore any discussion of blockchain transactions' legal
implications. Next, this Part describes the relationship between this
emerging technology and existing contract, property, and entity laws.
Secured transactions law is an amalgam of contract and property.
Understanding how blockchain-based smart contracts implicate these realms
of the private law is a crucial prerequisite to assessing whether to treat
blockchain-based smart contracts as security interests under the UCC.
A. The Technology
People use the word "blockchain" inconsistently, making the
terminology surrounding this technology highly confusing. 23 Generally
speaking, a blockchain is a type of distributed ledger that records
21

See UNIFORM LAW COMMISSION, https://uniformlaws.org; Ed Smith, Study Committee

Chair & Steve Harris, Reporter, May 10, 2019 correspondence (announcing that the "[ALI]
and the [ULC] have formed a joint study committee to examine whether there is a need to
amend the [UCC] in light of emerging technologies, such as artificial intelligence,
distributed-ledger technology and virtual currency....") (on file with author). Note that the
Author will be participating as an observer in the proceedings of the joint study committee.
This Article urges the ALI and the ULC to consider in depth the implications of blockchainbased smart contracts for UCC Article 9. The ULC has already created model legislation for
"virtual-currency businesses," to ensure business activity surrounding services for transfer,
storage, and control of virtual currencies comports with state money transfer and services
rules. See UNIF. REGULATION OF VITUAL-CURRENCY BUss. ACT (UNIF. LAW COMM'N 2017)

("URVCBA"). The URVCBA does not regulate virtual currencies themselves, but rather the
business services (transfer platforms, account maintenance, etc.) that surroundvirtual
currencies. Along with the URVCBA, the commission has issued a supplemental act to revise
commercial law provisions to comport with the URVCBA's approach to business activity
involving virtual currency. See UNIF. SUPPLEMENTAL COMMERCIAL LAW FOR THE UNIF.
REGULATION OF VITUAL CURRENCY BUss. ACT (UNIF. LAW COMM'N 2018). This effort has

the potential to avoid a patchwork of inconsistent legislation across states, which may not
fully contemplate or facilitate blockchain-based currency developments and services.
22 See infra Part II.B.

23 See Angela Walch, The Path of the Blockchain Lexicon (andthe Law), 36 REV. OF
BANKING & FIN. L. 713, 718 (2017) (describing the inconsistent and misleading vocabulary

surrounding blockchain and how the resulting confusion can affect regulation).

2020]

BLOCKCHAIN AND SECURED TRANSACTIONS LAW

29

transactions. 24 To say that a ledger is "distributed" means that there is no
master copy: any participant may maintain a copy of the ledger and yet all
participants have confidence that theirs matches all other copies. 25 This is a
central innovation of blockchain technology. Participants can trust the
accuracy of a ledger without reference to a master copy or central authority.
Commentators may refer to "blockchain technology," "blockchains" or
"the blockchain." 26 While currently there are numerous blockchains in
operation, it is hypothetically possible that in the future there will be only
one blockchain of consequence.27 Or, they may refer to "distributed ledger
technology" ("DLT"), or "shared ledgers" or "consensus ledgers." 28 Some
contend that the term "blockchain" should refer only to public or
permissionless ledgers, while others use "blockchain" to mean any
distributed ledger regardless of whether it is open access or permissioned.2 9

24 While all blockchains are distributed ledgers, not all distributed ledgers fit neatly into the

category "blockchain." The Corda system for transactions among regulated financial
institutions, for example, is a distributed ledger that uses a data structure that is distinct from
a blockchain. See Richard Gendal Brown, IntroducingR3 CordaM: A DistributedLedger

Designed for Financial Services, GENDAL.ME (Apr. 5, 2016),
https ://gendal.me/2016/04/05/introducing-r3 -corda-a-distributed-ledger-de signed-forfinancial-services. Despite its distinct data structure, commentators call the R3 financial
services consortium a "blockchain firm" and include it in the discussions of blockchain
technology. Walch notes that some have called expansive uses of the term blockchain
"chainwashing"-using the word "blockchain" because of its market hype in contexts where
"distributed ledger" would be more accurate. See Walch, supra note 23, at 727. A member of
the R3 consortium has called out this "chainwashing" in contexts where companies either do
not actually use blockchain technology, or do not need to use it to best serve their customers.
See id.; Tim Swanson, Chainwashing, GREAT WALL NUMBERS (Feb. 13, 2017),
https://www.ofnumbers.com/2017/02/13/chainwashing.
25 See Werbach, supra note 7, at 502.

26 See Walch, supra note 23, at 719.
27 See Werbach, supra note 7, at 501. When commentators use "the blockchain," in some

contexts it seems they are assuming such an outcome and referring to "the blockchain" as we
refer to "the Internet." In other contexts, "the blockchain" means the Bitcoin blockchain
specifically, since Bitcoin is the dominant platform. Werbach notes: "Bitcoin today remains
the biggest platform in terms of market capitalization of tokens, but its dominance appears to
be waning. In twenty years, it could be worth several trillion dollars, or zero." Werbach,
supra note 7, at 501.

&

28 See Walch, supra note 23, at 719-20. These terms are not necessarily interchangeable.
Commentators refer to a "consensus ledger" as a ledger that does not keep track of a history
of transactions but rather operates according to a consensus generated on a ledger of accounts
that is updated with new transactions at each validation round. See id.; Andrea Pinna
Wiebe Ruttenberg, DistributedLedger Technology in Securitiespost-Trading, EUROPEAN

CENT. BANK 9 (Apr. 2017), https://www.ecb.europa.edu/pub/pdf/scpops/ecbop172.en.pdf;
Sebastien Meunier, Blockchain Technology a Very Special Kind of DistributedDatabase

(Dec. 29, 2016), https://medium.com/@sbmeunier/blockchain-technology-a-very-specialkind-of-distributed-database-e63d00781118 (describing the iterations of distributed ledger
technology, including blockchain).
29

See Walch, supra note 23, at 725.
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The first blockchain was created for Bitcoin, a cryptocurrency
implemented with open source software, in operation since 2009.30 Since the
advent of Bitcoin, other blockchains have developed, some that create a
native cryptocurrency31 and some that do not.3 2 Among systems that issue a
cryptocurrency, some intend the cryptocurrency to be an investment vehicle
(an end in itself),33 while others intend the cryptocurrency as a means to an
end: a platform for expression of transactions apart from the value of the
cryptocurrency. 34 Systems that do not have a cryptocurrency generally are
"permissioned ledgers."35 They are designed for private groups to share and

The first description of a blockchain appeared in 2008 in a paper distributed online by a
person or persons using the pseudonym "Satoshi Nakamoto." See Satoshi Nakamoto, Bitcoin:
30

A Peer-To-PeerElectronic Cash System (Oct. 2008), https://bitcoin.org/bitcoin.pdf. The

conclusive identity of Satoshi Nakamoto remains elusive. The paper describes how to
implement cryptography concepts in a novel way, to create a private, decentralized form of
digital cash. See Werbach, supra note 7, at 500.
31 See ETHEREUM, https://www.ethereum.org (last visited July 6, 2019); see also Julianne
Harm et al., Ethereum vs. Bitcoin, THE ECONOMIST,

https://www.economist.con/sites/default/files/creightonuniversitykrakencase_study.pdf
(explaining the differences in characteristics between Bitcoin and Ethereum, specifically
noting that the "Ethereum protocol is built to allow flexibility and increase functionality to
provide the ability to program many different types of smart contracts.").
32 Melissa Richardson, Ethereum vs Hyperledger, BLOCKCHAIN TRAINING ALLIANCE (Nov.
25, 2017), https://blockchaintrainingalliance.com/blogs/news/ethereum-vs-hyperledger
(containing a series of frameworks created to support both blockchain and other DLT
technologies, specifically to assist the development of blockchain-based distributed ledgers).
33 See Nakamoto, supra note 30, at 2 (defining Bitcoin as an electronic coin on a chain of
digital signatures that each owner transfers by digitally signing and using the public key of
the next owner, who then has to verify the signature to accept the transaction); see, e.g.,
LITECOIN, https://litecoin.org (last visited July 6, 2019) (noting that Litecoin is another peer-

to-peer virtual currency that is an "open source, global payment network"); ZCASH,
https://z.cash (last visited July 6, 2019) (listing another of many types of "altcoins" with
which a transaction is posted to a public blockchain, but Zcash allows for the transaction data
to remain completely confidential).
34 ETHEREUM, supra note 31. Note that even cryptocurrencies issued primarily for the

intrinsic value of the coin can be platforms for expressing transactions apart from the coin's
value. In fact, many see the value of the Bitcoin blockchain not in the value of bitcoins
themselves, but in applications that use Bitcoin to record other transactions.
35 Some contend that permissioned ledgers should not be called blockchains at all, because
the permissions mean that there is a governing body or set of rules established by some
administration, in contrast to how permissionless blockchains operate apart from any
sovereign. See Shaan Ray, The Difference Between Blockchains & DistributedLedger
Technology, TOWARDS DATA SCI. (Feb. 19, 2018), https://towardsdatascience.com/thedifference-between-blockchains-distributed-ledger-technology-427 15a0fa92; Nolan Bauerle,
What is the Difference Between Public and PermissionedBlockchains?, COINDESK,
https ://www.coindesk.com/information/what-is-the-difference-between-open-andpermissioned-blockchains (last visited July 9, 2019); David Floyd, Banks Claim They're
Building Blockchains. They're Not, INVESTOPEDIA,

https://www.investopedia.com/news/banks-building-blockchains-distributed-ledgerpermission (last updated June 25, 2019). See generally, Mike Hearn, Corda: A Distributed
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track information and transactions. They are governed by a set of
permissions. These permissions can be open (making the ledger function
much like a non-permissioned blockchain), or can be quite strict (making
the ledger a recording system that functions like any other recording system,
but with enhanced capacities for accuracy and security).3 6
Regardless of what permutation a blockchain takes, all blockchains are
constituted by the same primary components: (i) a ledger, (ii) a network, and
(iii) consensus, that is (iv) unalterable by feasible means. The ledger is the
database that expands as it incorporates approved transactions. Transactions
are added to the ledger using cryptographic signatures and keys, 37 and they
are grouped into blocks.38 Each block contains a cryptographic hash to the
previous block, keeping the blocks in order. 39 No one can alter a transaction
once it is approved, because the blocks are linked in a sequence that cannot
be feasibly altered. 40 Many describe the blockchain as "immutable," though
this term can be misleading. 4
Ledger, CORDA (Nov. 29, 2016), https://www.corda.net/content/corda-technical-

whitepaper.pdf.
36 See Anant Kadiyala, Nuances Between Permissionless
and Permissioned Blockchains,
Medium (Feb. 17, 2018), https://medium.com/@akadiyala/nuances-between-permissionlessand-permissioned-blockchains-f5b566f5d483; Jake Frankfield, Permissioned Blockchains,
INVESTOPEDIA, https://www.investopedia.com/terms/p/permissioned-blockchains.asp (last
updated Apr 10, 2018); Bauerle, supra note 35.
37 A cryptographic key is a string of bits used by an algorithm to translate plain text into
encrypted or encoded text. See TECHOPEDIA, CryptographicKey,

https://www.techopedia.com/definition/24749/cryptographic-key (last visited July 9, 2019).
A cryptographic key or signature establishes that a transaction was authorized by the holder
of a private key. The private, cryptographic key comports with a public key infrastructure.
The private key need never be broadcast over the network; the public key is visible in an
open access directory. By using public/private key pairs, participants verify their identities
and the validity of their blockchain transactions with their cryptographic signatures without
reference to other forms of identification. Id.
38
39

See Werbach & Cornell, supra note 2.
Id.

40 See CHRIS JAIKARAN, CONG. RESEARCH SERV., R45116, BLOCKCHAIN: BACKGROUND AND

POLICY ISSUES 1-2 (Feb. 28, 2018) (explaining blockchain's unalterable characteristic); Kage
Spatz, Eight Ways Blockchain Will Impact the World Beyond Cryptocurrency, FORBES (Mar.
9, 2018), https://www.forbes.com/sites/theyec/20 18/03/09/eight-waysblockchain-willimpact-the-world-beyondcryptocurrency/#268897891883 (describing blockchain's
immutable technology).
41 See Walch, supra note 23, at 736-39 (describing how misunderstanding of the extent to

which blockchains are "immutable" complicates and undermines comprehension of the
technology among lawmakers). Rather than call a blockchain "immutable," it is more
accurate to say that a blockchain is (i) not mutable by known feasible means, and (ii) not
mutable unless collective action among network participants results in an alternation of the
blockchain. The Ethereum blockchain was altered, with a hard fork, after a participant stole
$60 million using cryptographic keys that the system recognized as valid. E.J. Spode, The
Great CryptocurrencyHeist, AEON (Feb. 14, 2017), https://aeon.co/essays/trust-the-inside-

story-of-the-rise-and-fall-of-ethereum (reporting that it was difficult to determine intent of
participants in self-executing contracts); Klint Finley, A $50 Million Hack Just Showed that
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The network is the computer nodes running the software for the
application-for example, the nodes running the Bitcoin software,
connected in a peer-to-peer network-where each node maintains a
complete copy of the blockchain. 42 Each new transaction is broadcast to all
nodes in the network. 43 The nodes add new blocks to the blockchain as
transactions are validated. 44
Consensus is how blockchains establish trust among trustless
participants in the absence of a centralized authority or enforcement
mechanism. On the Bitcoin network, for example, consensus is generated
with a process called mining. 45 The nodes of the Bitcoin blockchain dedicate
computing power to solve cryptographic hashing puzzles. 46 These puzzles
are derived from transactions in a new, proposed block. Some node engaged
in the mining process will find a solution to the puzzles every ten minutes or
so, creating a new block that is broadcast to the network. 47 The other nodes
check the solution for the proposed new block for validity. 48 Once a node
verifies a solution's validity, the proposed block appends the chain
maintained by that node. 49 When miners broadcast competing solutions, the
solution with the longest chain-the most nodes verifying it-becomes by
consensus the new block and is rewarded with Bitcoin.50 Participants trust
the resulting blockchain because bad actors would have to exceed the
computing power of the network to establish a contrary record of
transactions-a possibility that is remote given the computing power
required for solving cryptographic hashing puzzles and the incentive of
financial reward for generating the consensus-validated solution."
This consensus mechanism first executed by the Bitcoin blockchain is
commonly called "proof-of-work," or creating consensus with a "proof-of-

the DAO Was All Too Human, WIRED (June 18, 2016, 4:30 AM),
https://www.wired.com/2016/06/50-million-hack-just-showed-dao-human;
note 23, at 744; Werbach, supra note 7, at 495-96.

see Walch, supra

Werbach & Cornell, supra note 2.
Id.
44 Individuals need not operate a full computer node (though they can if they have the means
and desire for independence from any intermediary). For Bitcoin, third-party "wallet"
services host consumers' bitcoins and connect to a service provider on the Bitcoin network.
42
43

Werbach & Cornell, supra note 2, at 328-29.
45 See Werbach & Cornell, supra note 2, at 328.

See id. A cryptographic hash puzzle is an algorithm to be run on data to produce a value.
See Tim Fisher, CryptographicHash Function, LIFEWIRE,
46

https://www.lifewire.com/cryptographic-hash-function-2625832
47 See Werbach & Cornell, supra note 2, at 328.
48
Id.

49 Id.
5 Id.
51 Td.

(last updated May 27, 2019).
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work algorithm."5 2 Many permissionless and some permissioned
blockchains rely on proof-of-work algorithms. These require considerable
computing power (and energy) for their administration. 53 Permissioned
blockchains may use a consensus mechanism other than proof-of-work.
Hyperledger Fabric, for example, provides a number of consensus
algorithms available to participants who use a Hyperledger platform.54 The
difficulty of these algorithms, and the computational power they demand,
varies.
This Article uses the term "blockchain" to refer to any system
comprised of a distributed ledger, a network, and consensus, regardless of
whether it is permissioned. In the Parts that follow, discussion of particular
blockchain applications and their implications for secured transactions may
require specification as to what type of distributed ledger is relevant in the
context at issue. Given the variety among blockchains, a decision by
lawmakers or market actors to use a distributed ledger platform also
involves a decision as to which platform is most appropriate. The only way
to discuss legal implications of blockchain technology is with specificity.55
This Article will reference particular blockchains or types of platform as
context requires.
A "smart contract" is an agreement that is self-executing and selfenforcing, expressed in digital form. 56 There are different forms of
52 See Nakamoto, supra note 30, at 3 (defining the proof-of-work consensus used by
the

Bitcoin blockchain).
53 See id.; Palash Sarkar, Multi-Stage Proof-of-Work Blockchain, INT'L Ass'N FOR
CRYPTOLOGIC REs. 3 (June 3, 2019), https://eprint.iacr.org/20 19/162.pdf (distinguishing

proof-of-work algorithms used by blockchains requiring intensive energy from proof-ofstake-based algorithms that avoid the substantial use of energy for block mining).
5 See Kadiyala, supra note 36.

5 For example, if a county in a domestic state wishes to create a blockchain-based real estate
title registry, the choice of blockchain platform affects the legal issues that will arise.
Recording real estate using "colored coins" on the Bitcoin blockchain presents the issue that
deeds to real estate become bearer assets. Also, recording real estate titles using a
permissions-based blockchain raises the issue that conveyancing is no longer entirely private
and apart from recording. This would be a departure from the common-law convention in
U.S. jurisdictions of maintaining a privately-administered market of conveyances,
supplemented by a publicly-administered recording system for notice and establishing
priorities. There are a few states that permit a Torrens title system, but even in these states
Torrens title transfers are rare. A permissions-based blockchain platform for recording
interests in real estate would function like civil-law systems in which central administrators,
or bureaucrats, ratify conveyances. There are pros and cons to these various approaches to
real estate title, both among legal systems and among blockchain applications.
56 See generally Werbach & Cornell, supra note 2. Other definitions of smart contract exist,
but this Article finds Werbach and Cornell's to be the most useful. For example, Max Raskin
defines them as "agreements wherein execution is automated, usually by computers." Raskin,
supra note 2, at 306. Raskin's broader definition functions well in a context concerned with
the full range and history of transactions that we might call smart contracts, including
vending machines, starter devices and enforcement via the Internet of Things, computerized
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blockchain-based smart contract that accomplish different ends. The smart
contracts that this Article contemplates are single smart contracts for trade
transactions, executed on a decentralized ledger. Such a smart contract is a
"decentralized bond between two or more parties on blockchain," that
operates in response to financial incentives. 7 This Article does not reach the
question of whether other kinds of smart contracts, such as decentralized
applications (or "DApps") constitute security interests. 58 The exercise here
is to consider how common forms of commercial transaction operate, from a
legal standpoint, when transformed into smart contracts on blockchains.
Self-executing agreements have existed for a long time-the vending
machine is a classic example. 59 Digital agreements have existed for
automatic payments, and the like. This Article, however, is concerned with the implications
of blockchain-based smart contracts for secured transactions law; a definition that emphasizes
the self-executing and self-enforcing qualities of smart contracts is best here. Jeremy Sklaroff
states that "[s]mart contracts are decentralized agreements built in computer code and stored
on a blockchain." Jeremy M. Sklaroff, Comment, Smart Contractsand The Cost of

Inflexibility, 166 U. PENN. L. REv. 263, 263 (2017). Sklaroff's definition concerns smart
contracts on blockchains, specifically, but does not reference the core features of selfexecution and enforcement. See also Ai Deng, Smart Contracts and Blockchains: Steroidfor
Collusion?, BATES WHITE ECONOMIC CONSULTING AND JOHN HOPKINS U.

1

(Sept.

11,

2018),

https://ssrn.com/abstract=3 187010; Christopher D. Clack et al., Smart Contract Templates:
Foundations,Design Landscape andResearch Directions 2 (Aug. 4, 2016) (unpublished
manuscript), https://arxiv.org/pdf/1608.00771.pdf [https://perma.cc/8Z5P-QRM9] ("A smart

contract is an agreement whose execution is both automatable and enforceable. Automatable
by computer, although some parts may require human input and control. Enforceable by
either legal enforcement of rights and obligations or tamper-proof execution."); Alexander
Savelyev, ContractLaw 2.0: "Smart" Contracts as the Beginning of the End of Classic
ContractLaw 7 (Nat'l Res. U. Higher Sch. of Econ., Paper No. WP BRP 71/LAW/2016,
2016), https://ssrn.com/abstract=2885241 ("... Smart contract is an agreement whose

execution is automated.").
5 See JP Buntinx, What is a DApp?, THE MERKLE, https://themerkle.com/what-is-a-dapp (last
updated Jan. 19, 2017).

Id. These are networks of smart contracts that effectuate market activity, or connect a
website or interface to the blockchain.
59 Smart contracts have inspired new interest in vending machines since Nick Szabo
referenced them in his early conceptualization of smart contracts. See Nick Szabo,
Formalizingand Securing Relationships on Public Networks, FIRST MONDAY (Sept. 1, 1997),
58

https://firstmonday.org/ojs/index.php/fm/article/view/548/469.DOI:http:/dx.doi.org/10.5210/f
m.v2i9.548 [hereinafter FIRST MONDAY] (citing the "humble vending machine" as inspiration

for his ideas). Max Raskin summarizes "the radical history of the vending machine" in his
recent article on the legality of smart contracts. Raskin, supra note 2, at 315. Early references
to the vending machine include: (i) discussion in a 215 B.C. book by the Greek
mathematician Hero, who describes a machine that dispenses holy water for use in Egyptian
temples upon proffering of a coin that triggers a lever that opens a valve to dispense water;
and (ii) coin-activated machines for dispensing censored literature in 17th-century England
(which did not stop the Crown from prosecuting booksellers who sold blasphemous material
using the device, despite their contention that the contract was between the buyer and the
machine, making it impossible to implicate any individual bookseller). Id. at 315-16; KERRY
SEGRAVE, VENDING MACHINES: AN AMERICAN SOCIAL HISTORY (2002); G. R. SCHREIBER, A
CONCISE HISTORY OF VENDING IN THE U.S.A. (1961).
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decades-ordinary consumers routinely enter into digital contracts in online
transactions.6 0 However, it is only recently that emerging technologies have
made possible the expression of agreements in digital form that self-execute
and self-enforce, meaning: enforcement is unavoidable and happens without
reference to a court or external authority. 61 It is the combination of smart
contracts with blockchain technology-expressing contracts in digital form
on a distributed ledger-that enables this innovation.
We can divide the assets at issue in blockchain transactions into two
general categories: original blockchain-based assets and tokenized assets. 62
Cryptocurrencies, native to blockchain, are original blockchain-based
assets. 63 Tokenized assets are assets that exist apart from a blockchain,
rights to which are embedded into the blockchain. 64
A "digital contract" is a written agreement in electronic form. Sellers and service providers
state contract terms; users agree to these terms in the course of consummating their
agreement. In terms of contract law, doctrinal questions about enforceability in this context
center on acceptance. Consumers have argued that they did not read or understand, and
therefore did not accept, the various terms of an agreement when they clicked through to
complete their transaction. In fact, scholars have found that people read fine print at very low
60

rates. See Yannis Bakos, Florencia Marotta-Wurgler & David R. Trossen, Does Anyone Read

the FinePrint? Consumer Attention to StandardForm Contracts,43 J. LEGAL STUD. 1, 2
(2014). Nevertheless, objections to enforceability based on failure to read have not had much
traction. Werbach & Cornell, supranote 2, at 314, 330.

The cryptographer Nick Szabo coined the term "smart contract" in the 1990s, describing
promises and protocols in digital form. See Szabo, supra note 59; Nick Szabo, Smart
Contracts:Building Blocks for DigitalMarkets (1996),
61

http://www.fon.hum.uva.nI/rob/Courses/InformationInSpeech/CDROM/Literature/LOTwinte

rschool2006/szabo.best.vwh.net/smart_contracts_2.htm. The advent of blockchain
technology has brought outsized potential to his concept. See Werbach & Cornell, supra note
2, at 319-20. Werbach and Cornell summarize the evolution of digital agreements, drawing
on a typology provided by Harry Surden. Beyond typical digital, e-commerce contracts, there
are "data-oriented contracts" (in which the parties have expressed terms in a manner meant
for a computer to process), and "computable contracts" (for which computers make
automated, face-value assessments regarding compliance and performance). Id. (citing Harry
Surden, Computable Contracts,46 U.C. DAVIS. L. REV. 629 (2012)). Computable contracts
make primafacie determinations about performance, but if parties are unsatisfied with the
system's outcome, they may seek recourse in traditional legal actions. Smart contracts
transcend computable contracts in that computers and code alone can undertake the full span
of contractual activity, from formation to enforcement. Id. at 322.
62 See Jenny Cieplak Chapter 3: U. C. C. and State Law Issues in Smart Contracts:Is the Law
Ready?, CHAMBER OF DIGITAL COMMERCE 50-62 (Sept. 2018),

https://www.dlapiper.com/-/media/files/people/tank-margo/smart-contracts-is-the-law-readyweb.pdf?la=en&hash=003897A104F6A74DD9FC 1 C2E0FE2A4F 16ADE500F.
63 Cryptocurrency is a novel asset class that does not have a settled legal designation.
Different regulatory bodies have different classifications for cryptocurrencies. The Financial
Crimes Enforcement Network has stated that cryptocurrencies are "currencies" for purposes
of anti-money laundering laws. This treatment, however, does not establish cryptocurrency as
a government-authorized medium of exchange, such that it could be "money" as defined in
the UCC. See id. at 51; U.C.C. § 1-102(b) (24). Cryptocurrencies are also not deposit
accounts-currency held by a depository institution. The UCC defines the deposit account as
a "demand, time, savings, passbook or similar account maintained with a bank," and wallet
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For the analysis in this Article, it is crucial to differentiate among (i) a
security interest in a cryptocurrency or in a tokenized asset, (ii) a security
interest in a smart contract, and (iii) treating a blockchain-based smart
contract as a security interest. Other commentators have detailed the
mechanics of attachment and perfection for security interests in original
blockchain-based or in tokenized assets. 65 This Article will not repeat that
exercise. The focus in this Article is on smart contracts as security interests
or as security interest substitutes.

services that manage virtual currency accounts are not banks or in the business of banking.
See U.C.C. § 9-102(a)(8), (29). The Internal Revenue Service and the Commodities Future
Trading Commission treat cryptocurrencies as property or as a commodity. See Cieplak,
supra note 62, at 51-52. In UCC Article 9 terms, cryptocurrencies are most likely either

investment property or general intangibles. See U.C.C. § 9-102(a)(42), (49). Unlike securities
issuances, cryptocurrencies do not create contractual claims on a firm's assets in the form of
debt or equity. See Cohney et al., Coin-OperatedCapitalism, 119 COLUM. L. REv. 591, 600

(2019). Rather, they are coins issued to entitle investors to services and goods that the issuer
is developing. They are more like merchant-issued cash substitutes such as points or miles
than they are like securities. Unlike traditional modes of corporate finance, an offering of
cryptocurrency can leave economic ownership and legal control of the issuer unencumbered,
creating a new method of separating economic ownership from control of a firm.
Commentators have discussed that we can think of cryptoasset sales as a new method of
separating economic ownership from control of business ventures. See Henry T.C. Hu,
FinancialInnovation and GovernanceMechanisms: The Evolution of Decouplingand
Transparency, 70 Bus. LAW. 347, 351, 354-63 (2015). In an initial coin offering ("ICO") and

its later variations, issuers side-step the kinds of trade-offs presented by traditional corporate
financing. Per Cohney et al., where traditional capital markets involve issuing contractual
claims on a corporation's assets in the form of debt or equity, the ICO can leave economic
ownership and legal control unencumbered.
64 Intangible or tangible property that exists apart from blockchain can be "tokenized"represented by a token on blockchain. See Cieplak, supra note 62, at n. 169; Patrick Laurent,
Thibault Chollet, Michael Burke & Tobias Seers, The Tokenization ofAssets is Disrupting
the FinancialIndustry. Are You Ready?, 19 INSIDE MAGAZINE DELOITTE 2 (Nov. 2018),
https://www2.deloitte.com/content/dam/Deloitte/lu/Documents/financial-services/lu-

tokenization-of-assets-disrupting-financial-industry.pdf (noting that this could create an
increase in trade as a result of a cheaper and more accessible financial industry). For
example, real property transfers and recordings can transpire on the blockchain. See Mark J.
Stockman, Digital Deeds: Blockchain Real Estate Records Come to Ohio, FRANTZ WARD
(May 14, 2019), https://www.frantzward.com/news-blog/may-2019/digital-deeds-blockchainreal-estate-records-come; Daniel Kuhn, TechCrunch FounderSells $1.6 Million House on
Crypto Real Estate Platform, COINDESK (June 24, 2019, 2:04 PM),

https://www.coindesk.contechcrunch-founder-sells-1 -6-million-house-on-blockchain-realestate-platform (reporting the sale of a property in San Francisco using Propy, a blockchainbased real estate platform); Stuart Kaplow, Blockchain has come to U.S. Real Estate, Green

Building Law Update (Dec. 16, 2018),
https://www.greenbuildinglawupdate.com/2018/12/articles/codes-andregulations/blockchain-has-come-to-u-s-real-estate (discussing recent developments and
attempts to incorporate blockchain in property transactions, which has the potential to
"address high transaction costs, long time delays, and heterogeneity of real estate transaction
types, accelerating the investment in real estate across sectors").
65

See, e.g., Cieplak, supra note 62, at 51.
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B. Blockchain and the Private Law
This section discusses how smart contracts implicate contract, property,
and entity laws, providing context to assess the question of whether smart
contracts should be considered security interests. Legal scholars are
exploring how smart contracts relate to contract law and conventional
notions of contracts as legally enforceable agreements. Scholars have
described how smart contracts function like escrow agreements, and how
they involve self-help of the type secured creditors enjoy under Part 6 of
UCC Article 9. Some state that smart contracts and security interests are
substitutes and are "roughly analogous." Others emphasize that smart
contracts are novel and cannot neatly fit into the realm of the escrow
agreement or the security interest enforced with self-help.
In addition, scholars have observed that smart contracts conflate
contract and property actions. UCC Article 9 contemplates both a
conceptual and a practical distinction between contract law and property
law. The security interest is a consensual lien-a property interest created
by contract. Parties to a secured transaction may contract as to the scope and
terms of their loan and security agreement, 66 but may not alter property
features of the security interest they create, such as the law governing
perfection 67 of the interest or the requirement that secured parties dispose of
collateral in a commercially reasonable manner.68 The fact that blockchainbased smart contracts conflate contract and property functions makes the
relationship between smart contracts and secured transactions law complex
to digest.
Contractlaw. Commentators have seized on smart contracts to
speculate that contract law may become obsolete. Nick Szabo has written
that law and computer security will merge, making the protections of law
superfluous. 69 Others have declared that smart contracts offer a
"technological alternative to the whole legal system," 70 that they may make
obsolete some contract causes of action, that they operate "beyond the
boundaries of law,"7 and that they do not even need a legal system for their
existence.72 Legal scholars have begun to step in and test these speculations,
analyzing how smart contracts relate to contract law.
66

U.C.C. § 9-201.
U.C.C. § 9-301.
U.C.C. § 9-610.
Cohney et al., supra note 63, at 594 (citing FIRST MONDAY 1997, supra note 59).
70 Savelyev, supra note 56, at 21.
71 Id. at 15 (citing Vystupleniye Dmitriya Medvedeva na plenarnom zasedanii [Speech of
Dmitry Medvedev on Plenary Session], Saint Petersburg International Legal Forum, May 18,
See
See
68
See
69 See
67

2016).
72 See Werbach & Cornell, supra note 2, at 322.
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Kevin Werbach and Nicolas Cornell explore the notion that smart
contracts "offer a digital bypass around traditional contract law." 73 While
they acknowledge that smart contracts present novel possibilities and will
require new legal responses, they maintain that smart contracts will not
displace contract law. 74 In fact, they argue, smart contracts "illuminate the
role of contract law more than they obviate it," 75 when we consider that
contract law is, in essence, a remedial institution. 76 Contract law adjudicates
ex post any grievances that arise. While smart contracts obviate remediation
by eliminating the possibility of breach, they do not obviate the needs that
underscore contract law.77 The results of a smart contract may be
inconsistent with the parties' mutual intent, or may create a criminal or
legally unconscionable outcome.78 One way or another, the mechanisms of
contractual adjudication will arise to address these scenarios.79 Given the
remedial purpose of contract law, smart contracts will not serve to eliminate
or substitute for this body of law. 80 In contrast, Werbach and Cornell assert,
smart contracts accentuate the role of contract law, and may inspire an
expansion of regulation into contract's private law domain."i
At the outset of their analysis, Werbach and Cornell take up the
question of whether smart contracts are really "contracts" in the first place .82
They illustrate the complexity of answering this question, given that the
term "contract" is susceptible to different and shifting definitions.83 They
discuss varying ways to define contract, and compare definitions of contract
to the concept of the smart contract. Ultimately, they determine that
contracts are agreements "meant to have practical consequences on the
rights and duties of the parties-that is, not merely aspirational." 4 This
characterization of contracts presents some difficulty for smart contracts
because smart contracts do not impose duties or obligations; they do not
commit a party to do anything.85 They implement a mechanism, rather than
an exchange of promises. Werbach and Cornell conclude that smart
contracts are "contracts" despite the fact that they do not involve promises,
because smart contracts "are voluntary mechanisms that purport to alter the

73 See
74
75

id. at 313.

Id.

Id.

Id.
Id. at 317.
78
Id. at 318.
76

77
79

Id.

80

Id.
8MId. at 319.
82 See id. at 338-43.
83 See id. at 338-39.
84
Id. at 340.
85 See id.
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rights and duties of the parties."86 Smart contracts commit to a future
outcome, but not by making a promise. They find that "this hybrid between
ex ante commitment and ex post enforcement is novel."87 Nothing prevents
expression of a mutual agreement that is formulated in code, they observe.
They also discuss the nuance that smart contracts are unilateral in the sense
that only one party actually places them onto the blockchain.8 8
Max Raskin distinguishes between "strong" and "weak" smart
contracts.8 9 Strong smart contracts are those with prohibitive costs of
revocation and modification; weak smart contracts are those that a court
could alter with relative ease. 90 Weak smart contracts are subject to
traditional methods of enforcement: consider for example a revocable
money transfer between financial institutions (executed with a smart
contract) that a court could order reversed or modified. 91 Strong smart
contracts, in contrast, obviate the possibility of non-performance or wrongperformance, creating a non-traditional method of enforcement.92 They are
not subject to interpretation, modification or enforcement by a court. 93
Weak smart contracts, Raskin observes, fit squarely within existing
contract law. "If a court has the power to interpret and then enforce a
contract," he notes, "then it is the smart actor and will abide by previous
precedential rules and statutory frameworks." 94 Strong smart contracts,
however, present novel legal questions. Raskin uses the example of a car
loan and starter interrupter, where a car's "contractware" is programmed so
that inputs and outputs are assessed by a blockchain.95 If the debtor pays the
creditor the right amount at the right time, the contractware searches the
blockchain for such a transaction, finds it, and the car can start. 96 If the
contractware does not find such a transaction on the blockchain, the car
cannot start. 97 The disinterested blockchain enforces the contract's terms.
This type of smart contract departs from traditional contracts because it does

86

Id. at 341.
87 Id. at 341-42.
See id. at 343. Werbach and Cornell find that parties could fashion interdependent
conditions using smart contracts, to try to emulate a bilateral contract. They do not focus on
this issue, however, stating that the same basic analysis applies to unilateral and bilateral
contracts formulated as smart contracts. Id.
88

89 See Raskin, supra note 2.
9

See
See
92
See
93 See
94
See

id. at 310.
id. at n.15.
id. at 310.
id.
id. at 311.

95

See

id.

96

Id.

91

97

td.

at 319.
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more than what traditional contracts can do: it independently enforces an ex
ante agreement, with a third-party enforcer (a decentralized ledger).98
Usha Rodrigues argues that smart contracting on a blockchain departs
in a fundamental way from contract law because it provides no place for the
law to step in to supply default rules. 99 A crucial function of law is to
provide gap fillers, given that contracts are incomplete. Agreements
expressed as smart contracts will also be incomplete, yet they will function
apart from the gap-filling capacity of contract law because they lack a "legal
intervention point" given that they are self-executing and self-enforcing.1iO
"The lack of a legal intervention point means that law on the blockchain
works in a fundamentally different way from law in the corporeal world,"
Rodrigues observes.i0i
Escrow. Werbach and Cornell, among others, compare smart contracts
to escrow agreements.i02 Smart contracts function like escrow agreements
because they suspend assets on the blockchain until performance of an
agreement is complete.103 Unlike conventional escrow, however, smart
contracts on blockchain do not require a trusted third party or escrow
agent. 0 4 They hold assets temporarily according to automated terms verified
by the distributed network. 105
Self-help. Raskin, and Werbach and Cornell, describe smart contracts
as a form of self-help. In his discussion of starter interrupters, Raskin states
that such devices comport with the provisions of Part 6 of UCC Article 9,
which provide for self-help upon default for secured creditors. Werbach and
Cornell write that "viewing smart contracts as self-help mechanisms
accurately places the emphasis on the ex post enforcement function."106
They also contrast smart contracts and self-help, pointing out that self-help
is a mechanism to enforce a contract whereas distributed ledger software
both instantiates and enforces contract terms. 17
Property. In the realm of private law theory, the existence and function
of a viable contract/property distinction has been a subject of debate.10
Generally speaking, however, contract rights are enforceable by and against
parties in privity of contract with one another, whereas property rights are

See id. at 320.
99 See Usha Rodrigues, Law and the Blockchain, 104 IOWA L. REV. 679 (2019).
100 See id. at
685.
98

101 Id.
102 See Werbach & Cornell, supranote 2,
at 344-46.

Id. at 344-45.
Id.
105
Id.
103

1 04

106

Id. at 346.

107

See id.

108 See, e.g., Thomas C. Grey, The Disintegration ofProperty, in 22 NOMOS XXII: PROPERTY

69, 80 (J. Roland Pennock & John W. Chapman eds., 1980).
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enforceable against third parties.1 09 Because contracts are private-known to
and enforceable by the parties to the contract-they may be as complex or
customized as the parties desire, limited only by the boundaries of
criminality or other unconscionability."O Property interests, in contrast, must
be legally recognizable to be enforceable against third parties. Property
systems express the concept of numerus clausus, or "the number is closed,"
to limit market actors to forms of property interest that the law recognizes."'
The property concept of unreasonable restraints on alienation limits market
actors' capacity to customize property interests in ways that make them
excessively illiquid."1 2 Property law links enforceability against competing
claimants to notice. While notice takes different forms in different
contexts,'"3 the concept that notice of property interests justifies
enforceability against competing claimants pervades property systems.
These basic differences between contract and property rights inform
much of the infrastructure of the private law. Blockchain technology
challenges this distinction. Ofer Eldar and Andrew Verstein observe:
Blockchain makes privately created contracts publicly
available to those with access to the blockchain. In this
way, the contract becomes binding on third parties who are
members of the blockchain. In doing that, blockchain
technology essentially blurs the distinction between
contract law and property law, because it facilitates
instruments that can be highly customized, yet are resilient
against third-party claims." 4
If the architecture of UCC Article 9 incorporates a contract/property
distinction that determines mandatory versus default rules for secured
transactions, how will the emergence of a transacting platform that collapses
this distinction affect collateralized obligations?
The concept that blockchain technology facilitates the enforcement of
highly customized claims against third parties raises two separate issues.
First, if the technology conflates contract and property actions, how do
blockchain-based claims compare to the security interest as a form of asset
partitioning? Second, secured transactions law (along with private law

109 See Hughes, supra note
110

17, at 182.

Id. at 210-17.

1 Id.
112

Id.

at 192.
Notice in the context of UCC Article 9 is accomplished by different methods for different
assets. Notice of an interest in real property is accomplished by means distinct from notice
for interests in personalty.
114 Eldar & Verstein, supra note 13, at 268.
113
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generally) does not permit the enforcement of highly customized claims
against third parties when this customization is for the purpose of
contracting around otherwise applicable statutory requirements. Secured
transactions law encompasses transactions involving assignments intended
to secure obligations, regardless of their form, subjecting them to notice and
remedies requirements, and commercial reasonableness standards. How will
market actors' execution of agreements on a blockchain that have
unambiguous terms-but that create property interests of ambiguous
scope-affect notice and statutory protections for assets upon default? This
question lies at the heart of this Article's analysis.
Entity law. Rodrigues describes how smart contracts can effectuate
more than is possible under traditional contract law, focusing on their assetshielding function."' She discusses the example of asset partitioning with
limited liability, versus with smart contracts operating in a decentralized
autonomous organization ("DAO").116 Rodrigues compares smart contracts
to entity law as a form of asset partitioning, finding that entity law, the
device that shields assets from owners' creditors, is superfluous in the DAO
context." 7 Traditionally, contract alone is insufficient to accomplish the
asset partitioning function of limited liability entities. The corporate form
has the unique capacity to insulate a firm's assets from claims of investors'
creditors.11" In the world of smart contracts, however, an agreement can
effectuate entity shielding because a smart contract can disallow
liquidation."1 9 She explains that "[e]ven if a court rendered judgment in
favor of a particular creditor, if the code did not permit a liquidation, then
any attempt by a creditor or a coder in the creditor's employ to update the
blockchain to liquidate the entity would be rejected by the consensus of
miners.

» 120

To illustrate, consider Rodrigues's description of how assets assigned
with a smart contract are unreachable by an investor's creditors because
code may be structured to not recognize creditors' judgments.121 She writes
that in the virtual world, contract can play the role that secured transactions
or entity laws play in traditional contexts. But there is a distinction between
assets that are beyond the reach of creditors because creditors' interests
cannot legally attach, versus assets that are beyond creditors' reach because
of enforcement logistics. Contractual prohibitions on assignment do not

See Rodrigues, supra note 99.
116 See id. at 684-85.
"7 See id. at 694-95.
115

11s Id.; Henry Hansmann, Reinier Kraakman & Richard Squire, Law and the Rise of the Firm,
119 HARv. L. REv. 1335, 1370 (2006).
119
12 0

121

See Rodrigues, supra note 99, at 714.
Id.
td.
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prevent the attachment of a security interest in assets, under UCC Article
9.122 So, do smart contracts partition assets in a way that makes them
unreachable by counterparties' creditors because they elude attachment (like
entity law), or because code can be a barrier to enforcement (of a security
interest)?1 23

How we answer this question has consequences. As a theoretical
matter, it affects how we conceive of the relationship between smart
contracts and secured transactions law. As a practical matter, if security
interests attach to assets assigned in blockchain transactions, then they also
attach to any proceeds of those assets.1 24 Given, there is not the capacity to
trace cryptocurrency in the way creditors trace other kinds of assets, because
cryptocurrencies are fungible. But for assets other than cryptocurrencies, or
in contexts where tracing is not required, to the extent blockchain-based
assets are converted into or traded for traditional assets, those assets would
be reachable by creditors. If, on the other hand, smart contracts partition
assets in a way that defies attachment of creditors' interests, then the assets
and any proceeds are unreachable in any event. This framing question
underscores this Article's consideration of whether and why drafters of
UCC Article 9 might deem smart contracts to be within the statute's scope.

II.

THREE ISSUES FOR THE FUTURE OF SECURED TRANSACTIONS LAW

The logic of contemporary secured transactions law rests on certain,
central pillars. These include the concepts that (i) collateral security rules
provide for notice of interests and for priorities among investors conditioned
on compliance with notice requirements, and (ii) the unitary security interest
lowers transaction costs and minimizes secret liens. Whether a given
transaction falls within the scope of Article 9 depends upon the economic
substance of the transaction and the intent of the parties, not just the
language the parties use to characterize an assignment. 125 Legal scholars and
policy makers should digest the implications of blockchain for secured
transactions law now, so that lawmakers can make affirmative choices about
how secured transactions law should operate in markets of the future.
Before the enactment of UCC Article 9, different asset classes and
industries followed different laws for collateral security.1 26 The drafters of
§ 9-406 et al.
Rodrigues implies the latter-a judgment creditor has an enforceable interest but
blockchain obviates its enforcement. She offers this scenario, however, with the qualification
"if' creditors could obtain judgments extending to a debtor's DAO investment. See
122 See U.C.C.
123

Rodrigues, supranote 99, at 714.
124
See U.C.C. § 9-315.
125 See U.C.C. § 9-109(a)(1).
126 See Allen R. Kamp, Downtown Code: A History of the Uniform Commercial Code
19491954,49 BUFFALO L. REV. 359, 378 (2001).
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Article 9 debated the wisdom of attempting to condense these various
regimes into one comprehensive set of collateral security rules.1 2 7 The result
is Article 9's "unitary security interest,, 128: the statute permits a creditor to
take an interest in diverse asset types with one assignment.1 29 This feature of
Article 9 minimizes secret liens and lowers transactions costs.1 30 It is
considered one of the central innovations of the statute. If transfers on
blockchains proliferate, will significant assets elude attachment of security
interests held by investors with blanket liens? Why bother with a secured
lender if a smart contract achieves monitoring and accomplishes
automatically what a secured transaction requires additional formalities to

do?
In some regard, these questions strike a familiar chord. The rise in
prominence of entity partitioning and securitization years ago generated
discussion of "the death of secured lending.",13 1 In other regards, these
questions are novel. The analysis in this Article enables scholars and
lawmakers to consider the implications of a new realm of asset partitioning
that could operate either apart from UCC Article 9 or within it, depending
upon policy choices.
If lawmakers undertake to effectuate any of the ideas provided in this
Article, numerous, detailed drafting questions would arise. Agreeing upon a
precise statement of the class of agreements to which Article 9 would extend
would require industry input and be a critical part of the drafting process.132
A. Implications of Smart Contracts in Contexts Involving Characterization
Risk

Id. at 443, 447-48.
128 This term refers to the fact that Article 9 enables, with one assignment, a security interest
that covers all asset types. Note, however, that this term in UCC literature also can reference
the concept that multiple advances are secured by one interest. The Coogan-Gilmore debate,
during the Article 9 drafting process, concerned disagreement over whether multiple
advances by a creditor create multiple security interests, versus whether the statute could
engineer a "unitary security interest" meaning one interest that secured multiple advances.
127

See F. Stephen Knippenberg, Future Nonadvance Obligations: Preferences Lost in
Metaphor, 72 WASH. U.L.Q. 1537, 1542-44 (1994).
129 See Kamp, supra note 126, at
443.
130

See MEETING OF OAS-CIDIP-VI DRAFTING COMMITTEE ON SECURED

TRANSACTIONS: Conference Transcript: Day One: II Discussion of Key Principlesand
Provisions of the Model Law, 18 ARIZ. J. INT'L & COMP. L. 334, 344 (2001).
131 See Edward J. Janger, The Death ofSecured Lending, 25 CARDOZO L. REv. 1759, 17751776 (2004).

For example, one possible formulation could be: "An agreement executed on a distributed
ledger that does not require [third-party enforcement] OR [enforcement by a court or other
dispute resolution body extraneous to the distributed ledger]." If we regard distributed ledger
participants as "third-party enforcers," then we need a definition that references courts,
arbitrators or other dispute resolution bodies as enforcement mechanisms.
132
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A transaction involves characterization risk if it takes the form of a
certain deal, like a lease, but contains terms that reflect intention to create
another kind of deal, like a secured loan. Leases and loans involve different
kinds of property interest, subject to different legal rules and regulations.
Some
markets-equipment
leasing,
sale-leaseback
transactions,
consignments, for example-are prone to characterization risk. Common
law doctrines govern the characterization of a transaction, providing factors
for courts to consider in determining the economic substance and intent of
the parties. Depending on how a transaction is characterized as a matter of
law, it may or may not be governed by UCC Article 9, and the assets
involved may or may not be subject to bankruptcy proceedings.
Deal characterization turns on the concept that a contract can take a
form that is inconsistent with the scope of property interest the transaction
creates. Given that smart contracts can render non-performance and nonenforcement impossible, any characterization analysis of a smart contract
would happen ex post, if an aggrieved party demands an interest in assets
captured under the smart contract. If other creditors of a party to a smart
contract have notice of the existence of the smart contract transaction, they
can be aware that value belonging to their debtor may be captured
automatically upon the occurrence of certain events.1 33
The definition of "security interest" in UCC Article 1 includes any
transaction that falls within the scope of UCC Article 9.134 Under Section 9"Notice" under Article 9 could mean filing a UCC-1 form in the state registry, could be
deemed automatic upon creation of the security interest, could be achieved with recording on
a distributed ledger (if the statute recognized such a method), or could be defined some other
way. See U.C.C. §§ 9-500 et al.; cf U.C.C. § 9-309. Policymakers must weigh the transaction
costs and effectiveness of notice requirements when they consider what notice means-what
the method of perfection of a security interest should be-with respect to various asset types.
Numerous commentators are discussing the prospect of using distributed ledgers for giving
notice of UCC liens. See supra note 6. Similarly, many have discussed how blockchain is a
133

notice platform. See Cieplak, supra note 62, at 54; Luke Fortney, Blockchain Explained,
INVESTOPEDIA, https://www.investopedia.com/terms/b/blockchain.asp (last updated June 25,
2019); Juan Delacruz & Udit Sharma, Collateral Damage Over Credits or Security Assets?

Try Blockchain, IBM (Dec. 11, 2018),
https://www.ibm.com/blogs/blockchain/2018/12/collateral-damage-over-credits-or-securityassets-try-blockchain (explaining that blockchain could benefit the "transparency and
streamlines the process of ensuring the ongoing integrity of a lender's loan registry"). UCC
Article 9 could authorize recording on blockchains as a form of filing, or it could adopt a
state-sponsored distributed ledger to replace existing electronic registries. See Cieplak, supra
note 62, at 51. If the code recognizes the notice function of recording transactions on
blockchains, scholars have pointed out that this may lead to an increase in private registries,
eroding the breadth of public notice filing. See Rodriguez de las Heras Ballell, supra note 6,
at 30-31.
134 See U.C.C. §1-201(b)(35) ("'Security interest' means an interest in personal property or
fixtures which secures payment or performance of an obligation. 'Security interest' includes
any interest of a consignor and a buyer of accounts, chattel paper, a payment intangible, or a
promissory note in a transaction that is subject to Article 9. 'Security interest' does not
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109(a)(1), any obligation secured by an interest in personal property is a
secured transaction, regardless of form.1 35 In addition, Section 9-109(a)
deems certain other transactions-consignments and sales of certain rights
to payment-to be within its scope despite the fact that these transactions do
not involve assignments that secure obligations.1 36 As such, in secured
transactions law we reference "SISOs," or "security interests that secure
obligations," and non-SISOs, or interests that are governed by Article 9
despite that fact that they do not involve an extension of credit secured by
personalty.
While non-SISOs are governed by UCC Article 9, they are not subject
to Part 6 of the statute because they do not implicate creditors' remedies.1 37
Security interests that are not SISOs must comply with the perfection
provisions of Article 9 in order to retain priority vis-i-vis other creditors'
claims. So, Article 9 governs perfection and priority of non-SISO security
interests, but not asset disposition after default.
The capacity to distinguish between SISO and non-SISO assignments
on blockchain depends upon the persistence of a viable distinction between
asset partitioning by security interest versus by entity law. Eldar and
Verstein's theory 31 offers one framework for thinking about how we might
distinguish SISOs from other assignments in blockchain-based markets.1 39
For purposes of deal characterization, courts could examine agreements
expressed in code to determine if they create fixed, versus floating, priority

schemes. 140
Consider the UCC Article 9 provisions that currently govern non-SISO
security interests: Section 9-109(a)(4) (consignments of goods) and Section
9-109(a)(3) (sales of rights to payment). Analogous provisions for leases on
blockchain could be enacted in a new subsection of Section 9-109(a).
Consignments. UCC Section 9-109(a)(4) extends the scope of Article 9
to commercial consignment transactions. A "consignment" under the code is
a bailment for purposes of sale that is not of consumer goods, involves
include the special property interest of a buyer of goods on identification of those goods to a
contract for sale under Section 2-401, but a buyer may also acquire a 'security interest' by
complying with Article 9. Except as otherwise provided in Section 2-505, the right of a seller
or lessor of goods under Article 2 or 2A to retain or acquire possession of the goods is not a
'security interest,' but a seller or lessor may also acquire a 'security interest' by complying
with Article 9. The retention or reservation of title by a seller of goods notwithstanding
shipment or delivery to the buyer under Section 2-401 is limited in effect to a reservation of a
'security interest.' Whether a transaction in the form of a lease creates a 'security interest' is
determined pursuant to Section 1-203.").
135

See U.C.C. §9-109(a)(1).
U.C.C. §9-109(a)(3)-(4).
U.C.C. §9-601(g).

136 See
137 See
138 See
139 See
140 See

infra Part II.C.
supra Part I.B.
I.A.
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deliveries in excess of $1,000 each, in which the consignee is not an
auctioneer or otherwise generally known to deal in the goods of others.141
When a consignor places goods for sale with a consignee, the consignor
must file a UCC-1 financing statement or risk subordination to the
consignee's creditors. In other words, the consignor must file a notice of its
interest even though it is the owner of the assets. The consignee should have
no rights in consigned goods to which its creditors' interest could attach,1 4 2
and yet UCC Article 9 subordinates an unperfected consignor to a perfected
secured creditor of a consignee.
There are specific policy objectives behind this counter-intuitive result.
First, it can be difficult to distinguish true consignments from inventory
financings.143 Because the parties may be using the form of a consignment to
disguise an inventory financing-or if they do not know how a court would
characterize their transaction-the statute puts other creditors of the
consignee on notice of the consignor's interest.
In addition, consignments create ostensible ownership issues. Inventory
in the possession of a consignee, within the meaning of the code, appear to
other investors to be assets in which the consignee has rights. By requiring
consignors to file to retain their priority, the statute allocates transaction
costs in a specific way. Due diligence costs for secured creditors in the face
of ostensible ownership can be high.1 44 The costs of filing a UCC-1, and
giving additional notice to existing creditors to retain purchase-money
security interest ("PMSI") priority,1 45 are relatively low.
Again, if the consignee defaults or enters bankruptcy, the consignor, if
it has perfected its interest, takes the goods and does not have to comply
with any statutory requirements for exercising remedies. It has a "security
interest," but not a SISO. Section 9-109(a)(4) makes characterization
questions irrelevant unless and until there is a default and a consignee, or its
creditors demand an interest in the consigned assets. It makes the
characterization challenge upon default the legal intervention point for
characterization analyses.
Sales of accounts, chattel paper, payment intangibles, or promissory
notes. UCC Section 9-109(a)(3) extends the scope of Article 9 to sales of
certain classes of rights to payment. For payment intangibles and promissory
notes, perfection is automatic upon attachment, so purchasers need not take

141
142

See U.C.C. §9-102(a)(20).
See U.C.C. §9-203.

Factors to distinguish these include: If the goods do not sell, does the consignee simply
return them to the consignor, or must the consignee pay for the goods in one way or another
143

regardless of whether they sell? See JAMES J. WHITE & G. ERIC BRUNSTAD JR., SECURED
TRANSACTIONS: TEACHING MATERIALS (4th ed. 2013).
144 See American Bank & Trust v. Shaull, 678 N.W.2d 779, 783-84 (S.D.
2004).
145

See U.C.C. §9-324(b).
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additional action to retain their interests against creditors of the seller.146
Purchasers of accounts must file a UCC-1 to retain priority.1 47 Purchasers of
chattel paper must either file, or perfect by control (electronic paper) or
possession (tangible paper).14
The purpose of these rules is similar to those for consignment, though
these assets do not necessarily present the same ostensible ownership issues.
As the drafters state: "This approach generally has been successful in
avoiding difficult problems of distinguishing between transactions in which
a receivable secures an obligation and those in which the receivable has
been sold outright. In many commercial financing transactions the
distinction is blurred."1 49 UCC Article 9 explicitly contemplates that
commercial actors will create transactions designed to achieve competing
objectives, the ultimate character of which may require fact-intensive
analysis. Deeming true sales of the certain rights to payment to be statutory
"security interests" eliminates the need for characterization in the absence of
default and a challenge by the seller/debtor.
A new subsection of 9-109(a) for blockchain-basedleases. UCC Article
9 could treat smart contract leases much like the statute treats consignments.
Such leases would be security interests (but not SISOs), requiring the lessor
to perfect its interest in order to maintain priority vis-i-vis creditors of the
lessee. The blockchain-based lease would create a PMSI in equipment. With
respect to PMSIs in equipment created by smart contract leases, the drafters
could impose an additional notice requirement to existing, perfected
creditors of the lessee, as a condition for later-in-time priority for the lessor.
Section 9-324(b) requires such notice for PMSI-holders with interests in
inventory to assert PMSI super-priority. Similar provisions in Section 9324(a) concerning equipment, when the equipment is subject to a smart
contract lease, would maximize the notice benefits of subjecting these leases
to UCC Article 9. Existing and future investors would have notice, enabling
them to request information, investigate, and "price in" the risk that the
blockchain-based lease presents. 5 0
There may be other, common commercial transactions that warrant
security interest designation when expressed on blockchains, such as
assignments of goods in certain contexts. This section presents just the lease
example to illustrate the potential utility, when a debtor transacts on a
blockchain platform, of expanding the scope of UCC Article 9 to include, as
non-SISOs, transactions prone to characterization challenges.

146 See U.C.C. §9-309.

See U.C.C. §9-310.
See U.C.C. §§ 9-312-314.
149 Official Comiment 4, U.C.C. § 9-109.
150 Not all creditors can adjust to the risk that such a lease presents,
but that issue is not the
subject here.
147
148
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for a

Blockchain and smart contracts comprise a device for transacting that,
in theory, parties can use to effectuate any type of deal. But this device has a
legal effect, by virtue of how it functions. It partitions assets to satisfy
obligations. It makes liquidated damages clauses the functional equivalent
of security interests. To the extent that it shields assets from creditors'
claims that the code does not recognize, it mimics entity law as an asset
partitioning device as well.
Under UCC Section 1-201(b)(35), "'security interest' means an interest
in personal property or fixtures which secures payment or performance of an
obligation."' 5 ' UCC Section 9-109(a)(1) applies to "a transaction, regardless
of its form, that creates a security interest in personal property or fixtures by
contract.", 5 2 While parties to smart contracts, in many instances, may not
associate their transactions with secured lending, the self-executing feature
of smart contracts captures assets to satisfy obligations.
As described above, smart contracts do not impose duties-they do not
involve an exchange of promises.153 Rather, they implement a mechanism. 5 4
They commit to a future outcome by submitting the parties to self-executing
terms expressed in code. As such, they do alter, by consent, the rights and
duties of the parties to the smart contract. 1 Given that they do not involve
duties or obligations-to be performed or not at the discretion of contracting
parties-they are different in nature from the traditional contracts to which
Section 9-109 refers. Despite this difference, parties agree to a smart
contract mechanism that commits them to a future outcome in which assets
are segregated in satisfaction of the contract's terms. As such, lawmakers
could view them as security interests within the current scope of the statute.
Section 9-203 establishes when a security interest is enforceable.1 56 It
requires that value be given, that the debtor have rights in the collateral, and
that there be evidence of intent to create a security interest in specified
assets (in the form of an authenticated security agreement describing the
collateral, or as demonstrated by a secured party's possession or control of
collateral)."7 In the context of smart contracts, provisions for asset capture

U.C.C. §1-201(b)(35). Note that the definition of "security interest" also includes
consignors and buyers party to transactions subject to Article 9. Id.
152 U.C.C. §9-109(a)(1).
151

153

See Werbach & Cornell, supranote 2, at 340-41.

154

See id.
id.

155 See

156 See U.C.C. §9-203.
157 See U.C.C. §9-203(b).
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upon default segregate personal property for satisfaction of contractual
obligations, either transferring or releasing them, depending upon a
transaction's terms and the parties' performance.
The "value given" requirement of Section 9-203 mirrors the
consideration requirement in contract law.1 58 A smart contract enforceable
as a contract at law contains consideration. It is possible that some smart
contracts would not be enforceable as contracts if challenged, for want of
consideration, if the parties believed that the self-enforcing nature of smart
contracts obviated the need for establishing consideration. Property
conveyances do not require consideration to be valid. Hypothetically, we
can imagine a blockchain-based transaction involving a transfer of assets at
a specified time; consideration may or may not exist. But as stated above,
the smart contracts that this Article contemplates are single smart contracts
for trade transactions: decentralized relations among parties on blockchains
that operate in response to financial incentives.1 59 The financial incentives
driving a trade transaction likely involve "value given" in conjunction with
the transaction.
The requirement that the debtor have rights in the collateral16 0
expresses the basic property concept that the party assigning an interest in
assets must have an interest to assign. If a smart contract partitions assets
pending satisfaction of an obligation, the capacity to subject the assets at
issue to execution by smart contract indicates that the party partitioning the
assets has rights to do so.
With respect to evidencing a security agreement,1 6 1 Section 9-203(b)(3)
creates two possibilities. The smart contract that describes assets to be
segregated could be deemed authenticated by the debtor (by electronic
means, by reference to the debtor's cryptographic key), satisfying Section 9203(b)(3)(A). Or, the fact of segregation of assets pursuant to contract terms
that cause their disposition when specified could be sufficient evidence of
intent to create a security interest. Section 9-203(b)(3)(D) recognizes that
control of assets by a secured party satisfies the 9-203(b)(3) requirement. If
the code enacts definitions of blockchain-based assets, and enacts the
definition of control with respect to those assets, then control could evidence
the existence of an enforceable security interest.
Though the functionality of smart contracts could enable a court to
apply the statute as outlined above, a litigant opposed to security interest
treatment could argue against it. Such a litigant could argue that their
agreement is not a "contract" within the meaning of the UCC, and therefore
not a security interest. Or, a litigant could argue that a blockchain-based
158
159

See U.C.C. §9-203(b)(1).
See supra note 57.

160 See U.C.C. §9-203(b)(2).
161 See U.C.C. §9-203(b)(3)(A)-(D).
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asset transfer puts assets beyond the reach of the assignor's creditors. This
second possible argument is the subject of Section C below. The ULC
should clarify the status of these transactions, given the possibilities that
litigants could present.
The effects of finding that self-executing agreements fall within the
scope of Section 9-109, by virtue of how smart contracts work (regardless of
the type of deal they express), are several. First, with respect to deals not
otherwise governed by UCC Article 9, the legal consequences of using a
blockchain-based smart contract to accomplish transactions would include
compliance with statutory provisions that are not applicable when the same
deal type is executed by traditional means. This may not comport with
market expectations. It is for the UCC drafters to consider the effects of
smart contracts on the contracting parties, and on affected third parties, in
determining whether this approach is appropriate.
Second, subjecting all transactions executed via smart contract to UCC
Article 9 would bring the remedies provisions of Part 6 of the statute to bear
upon these transactions. Such a development would give courts and state
legislators a specific, statutory framework in which to articulate the
boundaries of commercial reasonableness, and of self-help, taking into
account third-party effects that parties to smart contracts are unlikely to
contemplate.
Third, this approach would raise a host of drafting and of practical
implications. Lawmakers would need to carefully consider how new
requirements will affect market participants, how to formulate provisions for
perfection and priorities, and how to define the class of smart contracts to be
subject to the statute. This Article does not undertake to resolve practical,
statutory drafting questions.
C. The Convergence of Security Interests and Entities
If lawmakers decline to simply treat all blockchain-based smart
contracts as security interests, they must contend with (i) the difficulty of
determining what is, and what it not, a secured transaction in blockchainbased markets, and (ii) the possibility of a "death of secured lending" and
diminished relevance of secured transactions law. These challenges follow
from how blockchain-based transactions collapse the functions of security
interests with those of entities. It is essential that scholars and lawmakers
recognize that this emerging mode of creating commercial transactions sits
at the juncture of various private-law devices. To the extent that blockchainbased smart contracts present a convergence of contract and property,
security interests and entity law, lawmakers will have to choose whether to
recognize a new type of legal device or whether to categorize blockchain-
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based smart contracts within existing private-law categories as context
allows.
This section discusses asset partitioning. If blockchain-based smart
contracts accomplish asset partitioning in a new way, lawmakers should
determine how to classify this form of asset partitioning. Otherwise, they
leave it to the market and courts to either parse out security interests from
entities in blockchain-based markets, or tolerate a disregard of their
convergence.
When commentators state that smart contracts enable parties to do
more than what traditional contract alone can achieve, they are referring to
the fact that smart contracts achieve asset partitioning. As discussed above,
Raskin focuses on the self-help aspects of smart contracts-finding them
analogous to the security interest. 6 2 Rodrigues focuses on the assetshielding function of smart contracts in the context of DAOs-finding them
analogous to entity law.1 63
Asset partitioning, generally speaking, is the practice of dividing assets
into pools that can be assigned to different creditors.1 64 Henry Hansmann
and Reinier Kraakman elucidated the concept of asset partitioning in their
article, The EssentialRole of OrganizationalLaw, in 2000, contending that
entity law enables legal actors to do things that they cannot accomplish with
contract law alone.1 65 Specifically, in an organized business entity business
assets are shielded from claims of creditors of the business's owners.1 66 This
"entity shielding" or "asset partitioning" function of entity law enables
business creditors to concern themselves only with the creditworthiness of
the business itself (and not that of the business owners).1 67 Hansmann and
Kraakman find that "the partitioning off of a separate set of assets in which
creditors of the firm itself have a prior security interest", 6 8 is the essential
contribution of entity law, the feature that distinguishes it from contract,
property, and agency laws. While scholars may debate whether asset
partitioning is the only or most essential function of entity law,16 9 Hansmann
and Kraakman's description of asset partitioning as a central function of
entity law continues to inform scholarly understandings of business entities.
162

See supra text accompanying notes 106-07.

163 See supra text accompanying notes 115-123.
164 Henry Hansmann and Reinier Kraakman provide a taxonomy of asset partitioning,

distinguishing "defensive" and "affirmative" asset partitioning and describing stronger and
weaker forms of each of these. See Henry Hansmann & Reinier Kraakman, The Essential
Role
of OrganizationalLaw, 110 YALE L. J. 387, 393-97 (2000).
16 5

Id

166 Id. at 393-94.
167
168

Id.

Id. at 393.
169 See Morgan Ricks, OrganizationalLaw and Commitment Device, 70 VAND. L. REv. 1303
(2017) (challenging the contention that asset partitioning is the sine qua non of the legal
entity).
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Some legal scholars discuss asset partitioning as unique to entity law,
treating security interests as a separate form of assigning prior interests to
creditors. Other scholars treat security interests as a form of asset
partitioning. Hansmann and Kraakman identify a likeness between security
interests and asset partitioning in that both devices reduce information costs
by giving designated creditors prior claims to certain assets. 70 Security
interests are akin to what they call "weak-form" asset partitioning: the
subordination of a set of creditors without consent.1 7 ' But this weak-form
asset partitioning is achievable with contract and property laws-with the
law of secured transactions.1 72 In contrast, "strong-form" asset partitioning
(shielding assets entirely from a firm's owners' creditors) is achievable only
with entity law.173
Legal scholarship references "asset partitioning" in contexts beyond
entity law. 7 4 Secured transactions law scholarship refers to security interests
as a form of asset partitioning, 17 building on Hansmann and Kraakman's
articulation of the concept and elaborating on the functions of security
interests. For example, Richard Squire contends that asset partitioning
should be understood as falling into two basic categories: symmetrical and
asymmetrical. 176 He describes asset partitioning as "the nonconsensual
subordination of creditor claims to particular assets.,,77 Security interests
are a form of asymmetrical asset partitioning: they give prior claims to some
creditors but not others, "advantaging select creditors by according them
both a prior claim to one asset pool and a pro rata claim to remaining debtor
assets.",17" The relevance of Squire's work, here, is just to show how one
scholar treats security interests and entities as two different forms of asset
partitioning.
Blockchain-based smart contracts, because they are self-executing and
automatically capture assets to satisfy stipulated obligations, present a novel

See Hansmann & Kraakman, supra note 164; Ricks, supra note 169, at 1303-10.
" See Hansmann & Kraakman, supra note 164; Ricks, supra note 169, at 1303-10.
172 See Hansmann & Kraakman, supra note 164; Ricks, supra note
169, at 1317.
173 See Hansmann & Kraakman, supra note 164.
174 Randal C. Picker, for example, states that "[w]e have many ways of partitioning assets but
170

the excitement is in spotting an unusual species." Randal C. Picker, Pullinga Rabbi out of
His Hat: The BankruptcyMagic of Dick Posner, 74 U. CHI. L. REv. 1845, 1847 (2007).
175 See, e.g., William H. Widen, Lord of the Liens: Towards GreaterEfficiency
in Secured
SyndicatedLending, 25 CARDOZO L. REv. 1577, 1578, 1581, 1612.
176 Richard Squire, The Casefor Symmetry in Creditors'Rights,118 YALE L. J. 806 (2009).
"7 Id. at 808; Henry Hansmann, Reinier Kraakman & Richard Squire, Law and the Rise of

the Firm, 119 HARv. L. REv. 1333, 1343-48 (2006).
178 Squire, supra note 176, at 808-09. Symmetrical asset partitioning, in contrast, "divide
creditors into groups and give prior claims to a distinct asset pool in the debtor's estate." Id.
at 808. Symmetrical asset partitioning devices include the corporation, the common law
partnership, and the limited liability company. Id. at 809. Asymmetrical devices include the
secured loan and the partnership as enacted under The Uniform Partnership Act. Id.
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form of asset partitioning. Given this reality, will the distinction between
security interests and entities remain relevant? The functions of security
interests and entities already converge in some contexts.1 7 9 Blockchainbased smart contracts appear to augment this convergence.
If the distinction between entities and security interests is to remain
relevant in blockchain-based markets, there must be a method of
distinguishing among blockchain-based smart contracts in terms of the type
of asset partitioning they effectuate. Eldar and Verstein offer a theory of the
distinction between business entities and security interests, given their
convergence in certain contexts.1 80 Towards the end of their article, they
observe that "blockchain technology might substitute for security interests
because it can create fixed priorities to specific assets that bind third
parties."
They ask "how might blockchain and the collapse of the
contract/property divide affect the distinction between entities and security
interests?"1 2 They then contend that their theory of the distinction between
entities and security interests will persist through the proliferation of
blockchain-based market activity.
Eldar and Verstein posit that "[s]ecurity interests and entities coexist in
the world and in particular structures because they offer different and
irreplaceable priority schemes for creditors." 8 3 Security interests create
fixed priority in assets, in the sense that it is not possible for an
administrator to pledge the assets to change the existing priorities.114
Business entities create floating priority, in the sense that an administrator of
the assets may pledge the same assets to other creditors.1 85 Business entities
are advantageous, to accomplish asset partitioning, when creditors want
managers to have discretion. 186 Security interests are advantageous when
creditors prefer a fixed scheme that lessens the need for monitoring. M7
These two forms of asset partitioning are irreplaceable: only security
interests can create fixed priority, and only entities can effectively allow
floating priority over an asset pool. 88

179

See infra note 189.

180 See Eldar & Verstein, supra note

13, at 220-24.
Id. at 268 (citing Holden and Malani).
182 Id. (citing Holden and Malani).
183 Id. at 224-25. Eldar and Verstein review other possible bases
for the entity/security
interest distinction-fixed asset pools, creditor filings, in rem rights, governance provisions,
limited liability, and bankruptcy protection-finding these devices insufficient to explain the
181

distinction. Id. at 235-41.
184 See id. at 224.
185 See id.
186
18 7

Id. at 232.

Id.

188 Id. at 218, 225-32.
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While business entities and security interests seem to converge in
certain markets, they remain distinct.' 89 For example, in an asset
securitization, a special purpose entity issues a security interest to investors
in the pool of securitized assets. If the investors took a security interest from
the originator, the assets would not be bankruptcy remote. If the investors
took an interest in the special purpose entity without taking a security
interest in the pool of assets, they could be subject to dilution if the entity
takes on other creditors. Securitization requires both entities and security
interests to achieve the degree of asset partitioning that creditors and
originators desire.190
Eldar and Verstein assert that the distinction they articulate is enduring,
that it will withstand legal and technological innovations:
The property-like function in blockchain will still come in
floating and fixed priority variants. Parties will stipulate
whether they want a given creditor's claim on a pool to be
utterly certain or to be subject to demotion in order to
accommodate later creditors. This choice is the essential
choice between security interests and entity, and parties will
tailor their blockchain commitments in ways that reflect
that fundamental choice. ... [W] e speculate that the species
of entity and security interest will survive long after the
genus of property has dissolved.191
They contend that the distinction between security interests and entities
will remain salient in blockchain-based markets, but what will be the
relevance of these traditional forms of asset partitioning in the context of a
completely new one?
If we accept Eldar and Verstein's prediction, it suggests an approach
for analyzing the relationship among asset partitioning, blockchain-based
smart contracts, and secured transactions. Their statement implies two
different things. On the one hand, based on their contention we could posit
that when a smart contract creates a fixed priority scheme, it is a security

"9 Id. at 224-32.
190 Eldar and Verstein discuss other markets in which entities and security interests seem
to

converge: covered bonds, captive insurance, and mutual funds. Covered bonds depend upon
legislative directives to issue bankruptcy-remote security interests. See id. at 224-45. Captive
insurance utilizes cell partitioning, a new legal form with which businesses can segregate
assets into "cells" or "series," with the assets designated to one cell unreachable by creditors
with interests backed by assets of another cell. See id. at 244. These entities, however, are of
uncertain legal status, as at least one prominent case as resulted in a finding of creditor
recourse to assets of other cells. See id. at 263 (discussing Pac re 5-AT v. Amtrust N. Am.,
Inc. No. CV-14-131-BLG-CSO, 2015 WL 2383406 (D. Mont. 2015)).
191 Id. at 269.
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interest and the concepts and policy objectives of secured transactions law
should apply.1 92 If nothing prevents the expression of contract terms in code,
nothing prevents parties who intend to enter into an Article 9 secured
transaction from expressing their agreement as a smart contract. A creditor
may prefer this given the automatic execution and enforcement smart
contracts provide. In this context, we are talking about security interests
within the scope of Section 9-109(a)(1) that take the form of smart contracts.
On the other hand, however, the way that smart contracts conflate property
and contract functions renders them an extreme form of asset partitioning,
not the "weak form" that Hansmann and Kraakman associated with security
interests.193 A litigant opposed to security interest treatment could invoke
this difference to assert a more expansive interest.
Eldar and Verstein's prediction assumes that third parties will be able
to distinguish between smart contracts that express fixed (security interest),
versus floating (entity), priority variants. But this type of distinction can be
difficult to make. This difficulty, combined with the observation above that
transactions can transpire on blockchains coded to reject creditors' claims,
could result in a demise of secured transactions law. Despite the intent or
economic substance of a deal, the transaction platform itself can obviate
security interest treatment and application of the policy choices expressed in

UCC Article 9.
III. A CAUTIONARY TALE

Disregard of private-law rules invites systemic risk. This Part provides
examples of two markets that illustrate how this is so: the MBS market and
the repo market. These examples underscore the importance of articulating
the status of blockchain-based smart contracts in private-law terms. During
and after the 2007-08 financial crisis, investors in MBS suffered from lack
of clarity regarding the legal status of assets collateralizing issuances.1 94 For
another example, the market prominence and utility of securities repurchase
agreements led lawmakers to define these agreements as sales despite the
fact that they function as extensions of credit.1 95 This sale treatment, based
on form (regardless of economic substance), helped to facilitate a repo run
on banks that scholars identify as central to the causes of the financial
crisis.i96

As a practical matter, determining when a smart contract is a digitized security interestusing the litmus test of the priority scheme it confers-may not be difficult given emerging
approaches to contract engineering. See Werbach, supra note 7, at 534-35.
193 See supra text accompanying
note 170.
194 See infra text accompanying notes
197-98.
195 See infra text accompanying notes
199-205.
196 See infra text accompanying notes
206-08.
192
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Defining the relationship between blockchain-based smart contracts
and secured transactions law will situate this market activity in relation to a
major category of private-law rules that express longstanding policy
choices. If lawmakers decline to articulate how blockchain-based
transactions implicate contract, property, and entity laws, markets could
expand despite inconsistent or incoherent legal status, defying regulators'
capacity to enforce rules that would curtail problematic levels of risk.
A. Private-Law Rules and Systemic Risk
In the wake of the financial crisis, numerous scholars invoked the
regulatory potential of private-law concepts.1 97 This section presents a
relationship between private-law rules and systemic risk in two market
contexts that were integral to the crisis of 2007-08 and its aftermath.
The MBS market. The role of subprime mortgage products and
securitization in the financial crisis has been widely discussed.1 98 The
relevance of the MBS market, here, is to consider the legal difficulty that
many purchasers of MBS faced when they tried to foreclose on real estate,
and the decline in value of MBS associated with legal uncertainty. When
homebuyers defaulted on mortgages, some holders of MBS found that they
could not establish that they were holders of mortgage notes for purposes of
state foreclosure laws.1 99 In some instances, this was due to a lack of clarity
in the law, and in other instances it was the result of poor due diligence and
documentation in the course of assignments for MBS issuances. Either way,
a lack of regard for underlying, state property laws resulted in a loss of value
for purchasers of MBS, contributing to the systemic crisis.
The repo market. The repo market demonstrates how disregard of wellestablished private-law rules can contribute to systemic risk. A repo, or
securities repurchase agreement, is a financial transaction in which one party
(a repo seller) transfers specified securities to a counterparty (a repo buyer),
and at the same time enters into an agreement to re-acquire the securities at
a future date at a designated price (the original price plus an additional
amount). If the securities depreciate before the repurchase date, the repo
seller must provide additional securities to adequately protect the repo
buyer. If the repo seller fails to repurchase the securities as specified, or
defaults on any other provision of the agreement, the repo buyer may sell
the securities. Repo agreements function much like margin trading

See Heather Hughes, FinancialProduct Complexity, Moral Hazard, and the
Private Law,
20 STAN. J. L. Bus. & FIN. 179 (2015).
197

See, e.g., Kathleen C. Engel and Patricia A. McCoy, Turning a BlindEye: Wall Street
Finance of PredatoryLending, 75 FORDHAM L. REV. 2039 (2007).
198

199

See, e.g., U.S. Bank National Association v. Ibanez, 941 N.E.2d 40 (Mass. 2011).
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agreements, except using sale and re-purchase terms instead of secured loan
terms.

Typically, distinguishing between a margin trading agreement (in
which brokers have a security interest in securities and must dispose of them
in a commercially reasonable manner on default) and a repo (in which
brokers own securities outright and can assign them at any time and in any
manner) was traditionally determined by looking at the economic content of
the transaction. 200 Repos are hybrid transactions that can present complex
characterization questions. 2 0 ' And yet, in response to the sheer size and
utility of the repo market in the late 2000s, lawmakers disregarded the
private-law concept that property interests are determined by their economic
substance and not the form that the parties use in any given transaction.
When faced with a challenge to the status of repos, the court in In re
American Home Mortgage Holdings, Inc.20 2 held that the form of a
securities repurchase agreement determines its characterization, not its
economic substance.
The case involved a repo transaction between Lehman Brothers Inc. (as
repo buyer) and American Home Mortgage Investment Corp. (as repo
seller). The In re American Home Mortgage court reasoned that repos
provide liquidity that financial institutions had come to depend upon. 20 3 The
court refused to do an economic substance analysis to potentially recharacterize a repo on the grounds that such an exercise would have
deleterious market effects. 20 4
Repos, like derivatives, enjoy special status under the U.S. Bankruptcy
Code. 2 05 They are exempt from the automatic stay, enabling the repo buyer
to unilaterally terminate the repo and to sell the repo securities without
regard for a repo seller's bankruptcy petition. This bankruptcy safe harbor
was an important factor driving the growth of the repo market. 2 06 Gary
Gorton and Andrew Metrick have argued that the financial crisis of 2007-08
was, in essence, a repo "run" on financial institutions.207 A traditional run on
banks involves widespread withdrawals of deposits, making banks
insolvent. A repo run on banks involves widespread, increasingly high

200 See, e.g., Granite Partners, L.P. v. Bear, Stearns & Co. Inc., 17 F.Supp.2d
(S.D.N.Y.

1998).
See Jeanne Schroeder, A Repo Opera:How Criimi Mae Got Repos Backwards, 76 AM.
BANKR. L.J. 565 (2002); WHITE & BRUNSTAD, supra note 143.
201

202 388 B.R. 69 (D. Delaware, 2008).
203 See In re American Home Mortgage Holdings, Inc., 388 B.R. 69 (D.
Delaware, 2008).
204

Id.

20s Id.
206 Id.
207 Gary Gorton & Andrew Metrick, SecuritizedBanking and the Run on Repo, 104 J. FIN.
ECON. 425 (2012).
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"haircuts" or discounts that drove banks into insolvency. 2 08 Investment
banks became dependent on securitized banking-the practice of packaging
and reselling loans. Repo transactions were a primary source of funds for
banks' securitizations of their portfolios. 2 09 If repo buyers have the capacity
to dispose of the repo securities without regard for the solvency of the repo
seller, and without any requirements to demonstrate commercial
reasonableness, the repo buyers can impose higher and higher haircuts, and
fire-sale securities if the repo seller cannot perform. Gorton and Metrick
demonstrate how this phenomenon became a major driver of the financial

crisis. 210
Congress made a policy decision to exempt repos from the automatic
stay in bankruptcy. But then, because of the sheer size of the market, the
court deemed all transactions that parties call a securities repurchase to be
sales and repurchases (and not secured loans governed by UCC Article 9)
regardless of their economic substance. If the court had abided by longestablished private-law principles for characterizing transactions, then when
the haircuts on repos increased, the higher haircuts may have in many
instances indicated a secured loan. If the repo were a secured loan, the repo
securities would be subject to the automatic stay if the repo seller filed for
bankruptcy. Repo buyers would have to have had some concern for the size
of the haircut and for repo seller solvency. It would not have been so easy to
create a repo run on banks (causing the banking sector to become insolvent)
if repo buyers could not have continued to increase haircuts without regard
for the transaction's status and for repo seller solvency.
The relevance to this Article of the repo market, and how its
exponential growth and subsequent legal treatment contributed to systemic
risk, is to illustrate that private-law rules matter in prudent administration of
markets. Blockchain-based smart contracts may or may not be implicated in
any possible future financial crisis. That said, this technology presents the
possibility for remarkable growth as market actors participate on blockchain
platforms, utilizing self-executing transactions expressed in code that can
defy appropriate private-law characterization if left undefined.
B. Blockchain-Based Markets and the Potential for Disregard of the Private
Law
The relationship of blockchain-based smart contracts to contract,
property, and entity laws is complex and unresolved, as Part I discusses.
Market actors have discretion to assume the most favorable legal status (for

208 Id.

209 Id.

Td.
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themselves, from a pricing standpoint) of the transactions they design, even
if that legal status is potentially inaccurate and is undesirable from a policy
standpoint.
Consider what could happen if lawmakers decline to define whether or
not, and when, blockchain-based smart contracts are security interests
governed by UCC Article 9, and self-executing contracts that partition assets
on blockchain become common. Without a legislative directive, market
actors could choose to treat and price these transactions as agreements that
are not subject to UCC Article 9's requirements for commercially
reasonable disposition of collateral, even though they arguably meet the
statutory requirements for a security interest. They could deem assets
transferred on blockchain platforms to be beyond the reach of creditors,
regardless of whether the economic substance of the transaction warrants
treating the relevant party as having no continuing interest in the assets.
Portfolios of these agreements could be securitized. If markets for securities
backed by such agreements expand, the costs of subjecting the agreements
to UCC Article 9 ex post may become prohibitive, even though permitting
the contracts to operate as designed causes undesirable externalities.
CONCLUSION

Several states in recent years have moved to facilitate the use of
blockchain technology in their jurisdictions. 2 1 1 Wyoming's legislature, for
example, has been pro-active in expressly authorizing and defining
blockchain-based assets and business practices. 2 12 Wyoming's enactments

211

See Mohammad Tashakor, The New Kid on the Blockchain: LegislativeAcceptance of

Smart Contracts, GEO. L. TECH. REV. (Apr. 2018), https://georgetownlawtechreview.org/the-

new-kid-on-the-blockchain-legislative-acceptance-of-smart-contracts/GLTR-04-2018
(describing recent legislation in Tennessee, Arizona, Wyoming, New York, Nebraska,
Illinois, and Florida).
212 Wyoming has enacted numerous blockchain statutes, accomplishing various things. See
WYO. STAT. ANN. §§ 17-4-102, 17-16-140 to 142, -626, -720, -724, -730, -1601, 17-29-21,
39-11-105, 40-22-102, -104, -126, 44-22-104 (2018). These laws (1) create an exception
from state securities laws for blockchain tokens, (2) make virtual currency exempt from
money transmitter rules, (3) recognize distributed-ledger-based corporate recordkeeping, (4)
exempt virtual currency from property taxes, and (5) recognize a form of limited liability
company (the "series" LLC) conducive to blockchain businesses. See Margaret I. Lyle et al.,
State Laws Addressing Blockchain Technology, in BLOCKCHAIN FOR BUSINESS LAWYERS 185
(James A. Cox & Mark W Rasmussen eds., 2018). Wyoming clarifies the treatment of digital
assets under its UCC. Wyoming's rules subject virtual currency to super-negotiability rules.
A transferee of a digital asset takes the asset free of any security interest two years after the
transferee takes the asset for value without actual notice of an adverse claim. See Wyo. STAT.
ANN. § 34-29-103. Wyoming defines "control" of digital assets in a way that reflects how
participants control blockchain-based assets in practice, and enables smart contracts to
effectuate control of digital assets. See Wyo. STAT. ANN. § 34-29-103. Methods of
establishing "control" of digital assets in Wyoming are: (i) having the exclusive legal
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are practical responses to industry issues. Enacting definitions of "digital
assets," "smart contracts," "control," and the like is essential work. 213 But
this work should accompany a consideration, rooted in private-law theory
and practice, of the legal nature of blockchain-based smart contracts. The
work that lawmakers have done as of yet to understand these forms of
agreement in private-law terms is only preliminary.
The ways in which blockchain-based smart contracts merge contract
and property functions, and security interests and entities, make
understanding their legal contours challenging. Scholars and lawmakers
should nonetheless take up this challenge and elucidate the relationship
between blockchain-based smart contracts and UCC Article 9. We should do
so before market practices expand to a point at which applying wellconsidered policies animating secured transactions law to blockchain-based
market activity may disrupt expectations and impose excessive costs.

authority to execute a transaction concerning the digital assets, (ii) using a smart contract to
establish control, or (iii) entrusting the digital assets to a Wyoming custodian.
213 Note that the ULC has expressed reservations about some of Wyoming's
UCC reforms.
The ULC has questioned whether Wyoming's provisions for perfection of an interest in
digital assets by control comport with UCC Article 9's perfection provisions, and whether
Wyoming's protections for good faith transferees of bitcoin conflict with Article 9's
protections for transferees of money. See Letter from the Uniform Law Commission to
Wyoming Representative Tyler Lindholm, Feb. 6, 2019. Commentators observe that the ULC
and Wyoming disagree over whether commercial laws should offer the best protections to
digital assets owned directly by individuals, or to those held indirectly by intermediaries. See
id.; Andrea Tinianow, A Split Emerges in Blockchain Law: Wyoming's Approach Versus the
SupplementalAct, FORBES, Mar. 7, 2019. The ULC appears to favor an indirect holding

approach, based on the ULC's "Supplemental Act" issued to states in 2018 but not enacted.
The Wyoming legislation facilitates direct digital asset ownership.

