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Implementing Geographic Information Technologies Ethically 
 
Harlan J. Onsrud, Professor 
Department of Spatial Information Science and Engineering 
University of Maine 
 
Spatial technologies are changing relations among citizens, between citizens and businesses, and between 
citizens and their governments. Profound implications regarding our relationships with each other are 
being raised by the expanding use of mobile, spatial, and context-aware technologies, the building of 
interoperable coordinated spatial data infrastructures and pervasive sensor-networks, the use of location 
as the foundation for many current and future business and scientific information systems, and the 
widespread enablement of individuals to gather their own spatial data, report it to others and generate 
their own spatial resources. Information is flowing across networks at the speed of light and data about 
our local environments, actions and selves are increasingly accessible to and of interest to those both 
down the street and across the globe. The global intermeshing of government and business-supported 
components of a distributed web-based spatial data infrastructure is already well-advanced and 
accelerating. As this globalization of geospatial information resources and services accelerates, it 
becomes far more challenging to protect personal information privacy, pursue traditional business or 
agency revenue generation models, protect property rights in spatial data products and services, ensure 
access to government data, records and services, and provide security for our information systems. 
Assumptions keep changing. The traditional means of exerting control are often ill suited to dealing with 
the rapidly morphing technological and social conditions. How can we within the geospatial community 
better weave our way through this increasing global complexity and thereby better control our own 
destiny, benefit the marketplace, support government priorities, and better serve the needs of users 
generally?  
 
In this article I explore some of the alternatives for envisioning relations among  parties. In selecting 
among possible control mechanisms, I argue that morally defensible geospatial technology designs and 
information system implementations are far more likely to survive and thrive in the long-term both within 
the marketplace and within and across democratic societies than those designs and implementations that 
use only other controls as their touchstones in guiding relations. Several examples are cited. I argue 
further that the social and economic ramifications of technology developments and implementations need 
to be reflected upon up front in order to drive designs and implementations towards results that support 
laudable moral values; not reflected upon as an afterthought by business managers, agency personnel, or 
code writers. After millions of lines of code have been written or substantial money has been spent on a 
system build, it is often too late or extremely burdensome to adjust. Consumers and citizens don’t need to 
be sold on morally defensible designs and implementations. We all want them. Striving hard to 
understand and serve what consumers and citizens actually want will result in the highest payoff for 
businesses, government agencies and society in general. 
 
Societal Controls 
 
When problems arise in our rapidly changing technological world, we tend to look to the law for solutions 
because traditional functions of the law have included the settling of disputes, maintaining order, 
provision of a framework within which the common expectations of daily life can be met (buying 
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groceries, driving, or using banking services), securing efficiency and balance in the functioning of 
government, protecting each of us from excessive or unfair government power, protecting us from 
excessive or unfair private power, and ensuring all members of society an opportunity to enjoy the 
minimum decencies of life. The roles of the law are myriad and we naturally look to the legal system for 
guidance. Yet resort to the law is not the first or best mechanism for defining our relationships with 
others. 
 
The preferred priority of societal controls has often been listed in the legal literature as: the marketplace, 
private arrangements and then the law. In this priority listing, price is viewed as a much better regulator of 
quality than laws; and support of the free will of parties, such as through agreements, is far more 
beneficial than the law defining what should be their relationships. In the context of the marketplace and 
private arrangements, the law serves primarily a supporting role in ensuring open competition and the 
enforcement of valid contracts. That is, the law provides a basic infrastructure within which markets can 
operate and a means for dealing with market failure situations. Looking to the law to define personal 
relationships or resolve disputed relationships should be reserved as a last resort. 
 
Other reasons for not rushing to pass new laws when other mechanisms may be adequate are that new 
laws may have the unintended consequence of being overly restrictive of other important rights, 
activating court and police enforcement mechanisms for minor bad behavior may be overly burdensome 
on society’s resources, and passing laws that are unenforceable promotes flaunting and general disrespect 
of the law. 
 
For resources such as geospatial products that can be conveyed through cyberspace, the inherent 
characteristics of data and information make enforcement of controls particularly problematic. The theory 
is that the “invisible hand” of everybody pursuing   individual economic interests drives greater efficiency 
and lower prices throughout the market. However, for this “invisible hand” to function effectively, goods 
in the market should have the characteristics of being rivalrous (i.e. my consumption of an apple 
adversely affects your consumption of the same good) and excludable (i.e. I need to be able to bar your 
use of the good for free), and the market must be transparent.  
 
There are at least three major reasons provided in the literature as to why markets fail: “public goods,” 
externalities, and economies of scale. 
 
The first of these failure concepts is perhaps the most critical for participants in geospatial product 
exchanges to understand. “Public goods” are not something defined as being supplied by the public but 
are goods with the characteristics of being non-rival and non-excludable. Information products and 
services are strongly non-rival in that they may be consumed yet not depleted. After you give away or sell 
digital geographic data, information or products, you still possess them. It is also very difficult to exclude  
“free riders” from gaining access to digital products once they have been distributed.  As such, many of 
our geographic information products contain the opposite characteristics of those suited to an ideal Adam 
Smith market.  
 
There is not much we in the geospatial industry can do about the non-rivalrous nature of our information 
goods. To date, the information industry in general has used two major mechanisms in attempts to convert 
inherently non-excludable information goods to excludable goods.  
 
The first is by action of law. In most nations, copyright and other intellectual property laws have been 
legislated that provide sanctions if you copy copyrighted works without permission. As we know from the 
widespread “free rider” sharing of music and movie files across the web, enforcement through the laws of 
the world’s nations has not been very effective to date in converting such non-excludable goods to 
excludable goods across the globe.  
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The second approach is to use technology to prevent non-authorized persons from using your information 
products such as through ”digital rights management” tools. To date however, those using such systems 
have often lost in global market competition when competing with products that have taken an open 
approach to intellectual property protection and have allowed users to play and experiment with 
information products before buying them; when competing with products that are given away for free in 
order to build a market for related services; or when competitors are using an alternative economic model 
than one relying on intellectual property rights to create excludability.  
 
A more useful framework for exploring controls that are and may be imposed among parties in both real 
space and cyberspace is the framework of law, norms, market and architecture. (Lessig – Code and Other 
Laws of Cyberspace) As we all know, laws are rules imposed by government and sanctions are typically 
imposed after a breach occurs. Norms are standards of behavior, often within a specific community, and 
enforcement comes not from force of law but by violators being branded as anti-social or abnormal and 
stigmatized by the community. The market regulates through price and does so up front rather than after 
the fact. Finally, architecture constrains our behavior physically (i.e. I can’t take your apples if they are 
locked in a room). Enforcement through architecture is immediate and does not require an intermediary 
such as arrest of a lawbreaker or chastisement of a community member. The architecture of cyberspace is 
embedded in software code (e.g. I can’t gain access unless I provide a username and password).  
 
Lessig argues that all four categories of constraints are in continuous operation whether in physical space 
or cyberspace. They influence each other and all should be explored in the context of their combined 
effects when looking for solutions in promoting good behavior and constraining bad behavior in 
cyberspace. When considering specific behaviors, one or more constraints may have far greater utility 
than the others. By example, architecture (the code of spam filters) has been far more effective to date 
than law in dealing with spam. 
 
While the above frameworks for exploring controls over activities in digital space are all useful, the 
critique has been made, with which I agree, that the ultimate regulator in setting the boundaries for 
activities and policies in cyberspace should be morality. (Spinello – Cyberethics: Morality and Law in 
Cyberspace)  
 
Spinello supports this position with the primary arguments that ethical values are more objective and 
universal, have greater enduring value, and therefore should be the basis for guiding and directing the 
ways in which computer code, laws, the market, social norms and any other controls are used to shape 
behavior.  
 
I suggest further pragmatic reasons for supporting moral values as the primary guide on which we should 
focus: ethical analysis processes are far more useful for geospatial specialists and organizations in guiding 
design and implementation actions. The guidance that ethical analysis provides is far more likely to result 
in higher economic and social benefits in the long run than that provided by merely staying on the right 
side of current law.  
 
Globalization 
 
Many of our geospatial products and services are now offered or accessible globally. The actions or 
approaches we take in one local community or nation to protect personal information privacy; pursue 
business or agency revenue generation models; protect property rights in spatial data products and 
services; ensure access to government data, records and services; and provide security for our information 
systems can be significantly weakened or strengthened by the laws, information infrastructure, market 
products and social norms supported elsewhere. A new geographic data product using a completely 
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different model for generating revenues (e.g. Google Earth) may destroy many assumptions a company or 
agency had about selling data products or services to users in its own community or jurisdiction. A digital 
product such as software or a database a company may have spent millions to produce may be stolen and 
distributed at the speed of light to people in other jurisdictions with little practical hope of recovering 
actual damages. This globalization phenomenon is true of course in many other areas as well. It is now 
more evident than ever that the choices those in other nations and we make in using up natural resources 
(e.g. deforestation, species elimination) or despoiling the environment (e.g. pollution, global warming) 
effect each of us and all of us, although to varying degrees depending on local abilities to adapt until 
global tipping points are reached. It is readily evident that unethical banking and loan practices in one or a 
few nations can affect the economy globally.  
 
Law versus Ethics 
 
One problem with using the law in guiding our geospatial tool design and information system 
implementation decisions is this complexity caused by globalization. By example, the legal ownership 
status of scientific and technical information, including geographic data, is highly uncertain across the 
globe. In the vast majority of national jurisdictions, copyright now exists upon creation of a digital 
geographic work with no further formalities required and many of the data sets created meet the creativity 
conditions that qualify those data sets for copyright protection. Yet how does one know whether a specific 
data set meets this condition? In the U.S., the test for creativity is originality; in Canada, it is with skill 
and judgment; in Australia, it is sweat of the brow or industriousness. Variations of these tests exist 
throughout the rest of the world and the applications of the tests are complex. Exemptions, such as fair 
use in the U.S., may be used as defenses when one uses openly posted geographic data from a web source 
without permission but the clarity of such exemptions whether in the U.S. or elsewhere is tenuous and 
must be argued on a case-by-case basis. Further, myriad additional concepts such as unfair competition, 
catalogue rules, moral rights, sui generis database protection legislation and indigenous knowledge 
rights may apply depending on the jurisdiction of the originator of the data. The typical geographic data 
user cannot know whether data found posted openly on the web, data extracted from a table in a print 
article, or data automatically extracted from a networked database and included as a portion of the visual 
results from an online web map service is protected by copyright or some other legal right. Even in 
science, the science tradition of reproducing the data of others in your work and then citing the source is 
no longer sufficient. Although many in society tend to ignore legal rules when they fail to meet our day-
to-day expectations or they appear patently unjust as applied to our circumstances, in many jurisdictions 
the law now assumes that if you use the compiled digital data of others without their permission you do so 
at your own legal peril. Just as you may not assume that any music file you find openly available on the 
web is free for you to copy legally without permission, the same holds true for most of our geographic 
digital products.   
 
The exchange of geospatial products and services across global networks has made understanding the 
rules exceedingly complex. No one can give you a straight answer. Lawyers can only give you opinions. 
This is true not only in the area of copyright and intellectual property but also in regard to many of the 
other legal areas with which the geospatial design and implementation community is concerned, such as 
issues surrounding the protection of location privacy, the pursuit of particular revenue generation models, 
ensuring access to government digital records, and providing security for our information systems. 
 
In addition to its complexity, another problem with using law as a primary guide for our geospatial design 
and implementation decisions is that laws are passed on a majority rules basis (or representative majority 
rules basis), at least in democratic societies. Even in democratic societies the concerns of minorities or 
disenfranchised parties may not be adequately protected if we seek to meet only the letter of the law in 
our designs and implementations.   
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A third problem with using the law as a primary guide for our geospatial design and implementation 
decisions is that legal rules tend to establish minimum standards of conduct and are applied on a one rule 
applies to all basis. Minimally legal conduct often falls far short of morally defensible conduct. Examples 
abound of database implementations and software designs meeting the minimum legal standards for 
protecting the intellectual property or privacy rights of users but where the use of such data was found by 
most of the data subjects to be highly objectionable, even though legal technically.  
 
In contrast, core ethical values are much more universal. The core values themselves tend not to change 
over time or with location. They are grounded in our common human nature across societies. Ethical 
values also supply us with laudable as opposed to minimum goals for the societal effects of our software 
designs and system implementations. Further, morally defensible designs and implementations tend to 
embed adaptability to individual human conditions and preferences. Thus, one-size-fits-all is not forced 
on users on a take-it or leave-it basis. 
 
Simply following the law also typically provides little to no guidance in resolving a true ethical dilemma. 
Resolving a right versus wrong conflict does not create an ethical dilemma. We know what to do. Our 
duty is to choose the right action. An ethical dilemma occurs when one contemplated action is arguably 
right but will cause harm to others and the competing one or more alternative contemplated actions, 
including the alternative of doing nothing, are similarly right and proper but will also cause harm to 
others. Thus we truly are conflicted about the right action to take. 
 
Core Ethical Values  
 
The science of ethics helps us sort out which moral arguments have greater validity. The two primary 
traditions in philosophy are deontological (concerning duty and obligations) and teleological (concerning 
ends) theories. As a gross simplification, under deontological theories, intent is everything. As long as 
you intended to do good or at least not do bad, your action is morally defensible. Under teleological 
theories, intent or motive doesn’t really matter as long as the final result is good. Thus, although the 
marketplace might be vile, greedy and focused on maximizing self interest, if everyone in society benefits 
by having a free and open marketplace, perhaps the open marketplace has greater moral strength than 
alternative economic systems. Over time we have seen thousands of scholarly articles subcategorizing and 
attempting to reconcile these ethics traditions.  Thus far, no single universal theory has emerged to 
provide us with a single clear-cut guide for our actions yet the primary lines of ethical thought have many 
areas of agreement. 
 
In assessing the moral validity of a contemplated action such as a system design or implementation 
approach, we could indeed assess the action in the light of the traditional lines of philosophical reasoning. 
However, a more straightforward and contemporary solution is to focus on intermediary principles 
comporting with the primary ethical theories. While several theoretical frameworks might be used, I’ll 
choose to illustrate some later examples using the concept of principilism as advocated by Beauchamp 
and Childress. (Beauchamp and Childress - Principles of Biomedical Ethics)  
 
Under this approach, certain prima facie duties are always in effect. They include autonomy of the 
person, nonmaleficence, beneficence, and justice. When assessing a planned action all of these duties 
always apply.  
 
Briefly, autonomy is the duty to support self-determination in defining, planning and pursuing a good life; 
nonmaleficence is the duty to avoid harm to others; beneficence is the duty to advance the welfare of 
others when able to do so; and justice is the duty to treat all fairly and impartially. When the duties are in 
conflict or one cannot be achieved, one needs to ask whether there are other alternative actions that might 
satisfy them all. If not, one needs to analyze the alternative design or implementation actions to determine 
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which alternative might best achieve the duty you view as being most critical to honor in the specific 
instance, and that minimizes the harmful effects of not fully supporting one or more other duties.  
 
For the long-term efficacy of software designs and system implementations involving the general public 
or consumers, moral issue consciousness and knowledge of ethical analysis processes for assessing 
contemplated actions by business managers, agency personnel, and code writers are extremely important.  
 
There are several guidelines offered by practical ethicists. Most of the good guidelines automatically 
incorporate consideration of controlling laws and relevant disciplinary codes of conduct. In a 
straightforward case, resort to law or codes of conduct may provide an answer that the designer or 
implementer can live with and perhaps one need go no further. In the tough cases, however, a systematic 
and rational procedure for thoroughly evaluating the situation is recommended. One that I use with both 
practicing professionals and students is the process and list of checkpoints advocated by Rushworth 
Kidder (Rushworth Kidder - How Good People Make Tough Choices: Resolving the Dilemmas of Ethical 
Living). The length of this article precludes stepping through a thorough assessment of a typical 
geospatial ethical dilemma. Rather, we jump to some examples to illustrate how moral values may have 
greater efficacy than law and other controls in guiding us towards rational solutions. 
 
The Example of Intellectual Property 
 
The music industry initially used the law as its primary guide and control mechanism in regulating the 
behavior of music file sharers.  It pursued a closed approach to intellectual property protection in that only 
those purchasing full albums as defined and packaged by the traditional record companies or those 
subscribing to specific music services would have a legal right to possess or listen at will to the offerings 
of their artists.   
 
Digital Rights Management systems were invoked to impose up-front control by locking out those who 
had not first paid an entry fee.  These models would be strictly enforced through the application of law. 
However, this industry-wide model was viewed as unjust and illogical by large numbers of both 
consumers and artists in the light of current and emerging technologies. Was this position of the recording 
industry morally defensible? What alternatives might better support autonomy of the person, 
nonmaleficence, beneficence, and justice?  
 
The current model of iTunes and similar download services is one that appears to be far more morally 
defensible in meeting societal needs (Weitzner, et. al. – Information Accountability). Focusing on the 
moral values of justice and fairness, the current implementation of iTunes Plus comports much closer 
with the long established legal bargain made between copyright holders and society in that once a copy of 
a work has been purchased, “fair use” of the work without further payment is supported uninhibited by 
digital rights management constraints. This includes the right of the purchaser of a copy to transfer that 
copy to a reasonable number of other mediums for personal use.  
 
The copyright holder (e.g. artist, recording company) is protected by using technology not to lock out 
access but by using technology to make purchasers accountable. It does so by attaching personally 
identifiable information to purchased files so that those who blatantly abuse the law by distributing their 
purchased copy to millions of others can be identified. iTunes and similar music sites support autonomy 
of the individual and beneficence by allowing artists to publicly publish their works in the manner in 
which they desire without controls imposed and fees extracted by intermediaries. Further, consumers have 
the ability to purchase individual tracks as opposed to collections packaged as albums. In terms of 
nonmaleficence, the harms of the economic, technological and legal model pursued appear to be imposed 
primarily on competitors and such harms, assuming a competitive marketplace, are typically viewed as a 
societal benefit by bringing down costs to make goods available to larger segments of society.  
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While Steve Jobs and other executives at Apple probably were not thinking explicitly of moral values in 
developing a workable solution for delivering music to consumers, their results remain an example where 
following a morally defensible path as opposed to a legal rights advocacy path has achieved far greater 
positive relations with consumers and profits for businesses. How might suppliers of geographic data and 
services similarly supply location-based data and services using approaches that are morally defensible 
while better achieving business and government objectives? 
 
Ethics Driven Implementations of Geographic Information Systems and Spatial Data 
Infrastructure: An Illustrative Intellectual Property Challenge 
 
For at least the past quarter century the debate has continued as to whether, under what circumstances and 
to what extent property restrictions should be imposed on citizens and businesses in the use of geographic 
data that was gathered by domestic government agencies to meet government mandates and funded 
through general tax revenues. Similar debates surround the issue of whether data gathered for science 
through taxpayer funded research grants should be made available to other scientists, businesses and 
government agencies with no intellectual property restrictions imposed on the data. Much experience in 
pursuing various approaches exists.   
 
I encourage students to explore the various approaches that have been  used for the distribution of 
scientific and technical data, and then have them articulate the moral values supported or not supported by 
these various approaches. We then search for market, legal, architecture (computer code) and social norm 
solutions that might better meet each and all of the moral values while still meeting pragmatic business 
and government objectives.  
 
Development of one such solution was initiated (but not completed) in a research project entitled the 
Commons of Geographic Data (http://geodatacommons.umaine.edu). This particular system was 
envisioned as supporting volunteer contributions from any sector. The moral value and pragmatic 
assessment process concluded that the contribution of geographic data by geospatial specialists and non-
specialists throughout the scientific, government and commercial sectors as well as by the general public 
often highly benefits all other contributors and users. Not all actors in all sectors will contribute but many 
will. We believe that more of the community would be willing to share their geographic data files if an 
architecture provided a simple mechanism for doing so, creators could reliably retain credit and 
recognition for their contributions, liability exposure would be minimized, and contributors would obtain 
substantial benefits, e.g., increased recognition, long-term archiving of their data, peer  evaluation, and 
credibility. 
 
To meet these operational requirements the architecture proposed would provide: 

• Open Access License Generation: with a few clicks, in less than a minute, the user could create 
iron clad open access license conditions for any of their contributed data sets and bind that 
licensing information to the data; 

• Automated Metadata Generation: with a few clicks and typed responses, in less than ten minutes, 
users who are not GIScience professionals would use a simple mechanism for creating standards-
based metadata; 

• File Provenance Tracking: the system would automatically convert any contributed file to several 
standard interchange formats and track re-use of each of these files through generations of digital 
copying, aggregation, and partial extraction ensuring that the parent lineage is always traceable 
(McCurry- Provenance Tracking in a Commons of Geographic Data); 

• Peer Review Recommender Systems: the system would enable users to not only access data 
through standard search mechanisms but also evaluate data for its suitability to meet their needs 
as well as provide feedback to contributors; 
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• Long Term Archiving: files would be archived and backed up at interconnected long-term 
institutionally supported facilities (e.g. libraries and research centers) that would not depend upon 
the contributor’s continual maintenance. 

 
Notice that the architecture proposed for the geospatial community has several parallels with the iTunes 
architecture discussed above and is morally defensible using some of the same arguments. It uses an open 
approach to intellectual property management by allowing the tracing of major abusers of license 
conditions but not hiding the geographic data. Because of the public goods aspects of the proposed 
architecture, unlike iTunes, the architecture is unlikely to be provided through the competitive 
marketplace. Public or philanthropic funding would likely be required to resolve the research challenges 
and then develop and support such an architecture. 
 
Several economic studies have confirmed that less restrictive intellectual property regimes often have far 
greater benefits for democratic societies and the world generally than more restrictive systems (e.g. 
Maurer – Across Two Worlds: Database protection in the US and Europe) or approaches in which 
government competes with private companies (e.g. Weiss - Borders in Cyberspace: Conflicting 
Government Information Policies and Their Economic Impacts). Hence the architecture suggested above 
incorporates open access licensing. However, a similar architecture supporting a morally defensible 
commercial license environment for geographic data and services is also certainly possible. (National 
Research Council - Licensing Geographic Data and Services). Notice that it is possible to develop these 
morally defensible solutions entirely through architecture without the need to change any national laws or 
impose any other new controls.  
 
Ethics Driven Design of Geospatial Technology Development: An Illustrative Location Privacy 
Challenge 
 
The mobile technology industry as well as the location privacy literature assumes a future in which 
government and corporate interests will have access and control over detailed information on the location 
and movement of objects and physical assets identified with individuals.  Individuals will be granted 
through legislation a one-size-fits-all level of personal information privacy protection regardless of 
individual preferences and regardless of the changing nature of individual preferences as technology and 
society change.  While recognizing the importance of baseline personal information privacy that should 
be provided to all individuals through operation of the legal system, what if instead the global mobile 
tracking industry was built on the assumption that universal core moral values would be supported to the 
greatest extent possible? How instead would the technology evolve and what explicit capabilities might 
the technology provide? 
 
In assessing pervasive tracking systems that would support core moral values, imagine development of a 
handheld universal personal communicator.  This device serves as a voice phone, receives and sends text 
messages, still images and video, responds to voice commands and can respond back by voice, allows one 
to make purchases on the fly, tracks your location and provides you with directions or business 
information when asked, notifies you when you are near something you desire to buy or someone you 
wish to meet, tracks and warns of traffic problems and congestion, allows you to locate and track multiple 
friends on the fly and similar location and communication functions.  This device is no longer difficult to 
imagine in economically developed nations. The corporate sector currently assumes ownership of the 
records of the time, location, transactions and use of such systems constrained only by one-size fits all 
legislative provisions and cumbersome opt-out possibilities.  
 
A challenge I have frequently presented to engineering students is to conceptually design a prototype user 
interface that demonstrates how individuals might be allowed greater autonomy in deciding how, when 
and at what detail their locations and movements may be tracked and retained by others. The design 
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should increase beneficial uses of this type of technology, promote growth of the industry and promote 
public security while granting individuals much greater flexibility and ease in protecting their personal 
information privacy. 
 
One suggested approach resulted in recommending an integrated technological and legal solution that 
focused on an efficient interface for changing user privacy preferences on-the-fly with selections enforced 
through a dynamic contract (Bhaduri - User Controlled Privacy Protection in Location-Based Services). 
The interface suggested allowed users to be notified of the location and personal information exposure 
needed to take advantage of wireless services and allowed the user to set preferences such as controlling 
who might contact the device user and by what methods (e.g. voice, text, video), the precision of the 
position and the time of the location of the user that might be exposed to businesses and to various user-
defined categories of acquaintances, and the detail of data and time limits for storage of data by the 
service provider. All of these decisions would be under the control of each user at their option rather than 
under the control of the service provider. This work demonstrated that a practical design alternative does 
exist that would support autonomy of the individual by giving consumers the power to readily control 
their own information exposure. This particular research did not pursue in depth the issue of providing 
incentives or benefits for industry if companies redirected their approaches in this direction. 
 
Another approach addressed the protection of personal information privacy in pervasive radio frequency 
tag (RFID) environments (Hedefine - Personal Privacy Protection within Ubiquitous RFID 
Environments). The assumption in this work is that we are rapidly entering a world where RFID readers 
will be as pervasive as security cameras and each of us is likely to be carrying numerous publicly readable 
passive tags on our clothes and in our wallets as we travel in order to gain the numerous business and 
social advantages that these tags will provide. Once again the recommended solution involved an 
integrated technological and legal solution as the best means of imposing controls to ensure a morally 
defensible publicly deployed system. In this instance however, the recommendation is that legislation 
should be passed to drive technology to achieve the desired results of protecting personal information 
privacy while simultaneously allowing appropriate surveillance for security purposes. The legislation 
recommended takes the constitutionally defensible approach of a “do-not-link-to-identity” centralized list 
with wireless technologies developed to allow users to override their identity protection on-the-fly in 
instances where they want to gain a service that requires identity verification. The code controls would be 
imposed primarily within the RFID networked communication architecture rather than in the hand-held 
devices or active sensors carried by consumers. One conclusion of this research was that the public goods 
aspects of generally deployed privacy protection for the public would prevent an appropriate market 
solution. To achieve a morally defensible solution would require an appropriate legislative mandate from 
the government to drive the development of infrastructure technologies in the appropriate direction. 
 
The point of the preceding examples is to illustrate that the technological solutions advocated are 
ethically, legally and marketplace situated. Information system solutions that address pressing societal 
problems need to incorporate knowledge from multiple appropriate diverse domains to have the greatest 
likelihood of providing long-term solutions. 
  
Conclusion 
 
All of our individual information resources are or ultimately will be part of a globally connected 
communication and interchange network. In makes sense in this evolving technological reality to think of 
ourselves as global citizens in addition to citizens of our local communities, nations and professions and 
members of our business or government organizations. Implementers of geographic information systems, 
geospatial technology code writers, and builders of geographic databases and spatial data infrastructure 
need to be responsible, prudent and comprehensive in incorporating basic moral values into the geospatial 
infrastructure we help create. Not only is this the right thing to do but geospatial technology designs and 
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information system implementations that are morally defensible are far more likely to be mutually 
supported internationally by governments and survive and thrive in the long-term within the global 
marketplace. 
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