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Can Lawyers Be Luddites?*

Adjusting to the Modification of the ABA Model
Rules of Professional Conduct Regarding Technology

By Darla Jackson

echnology affects almost every aspect of the practice of law.' In
I August 2012, the American Bar Association House of Dele-
gates, recognizing the influence of technology, voted to amend
the ABA Model Rules of Professional Conduct.> While only Dela-
ware and the Virgin Islands have incorporated these changes into
their rules,” other states such as Massachusetts have begun the pro-
cess of amending their rules or have established committees to
study and make recommendations regarding the changes.* As a
result, legal professionals have begun to comment on how the rules
changes may affect lawyers in every area and size of practice.’ Even
those attorneys who have expressed the sentiment that they did not
go to law school to learn about technology will “need to know
enough [about technology] to be sure they’re not overlooking
important issues.”® One solo practitioner and technology consultant
has commented that once attorneys have developed enough knowl-
edge to identity important issues, they may “need a colleague or
expert they can rely on” to provide additional assistance.” This arti-
cle focuses on some specific areas in which technological knowledge
is necessary, including computer assisted legal research (CALR),
e-discovery, courtroom technology and measures to ensure the
maintenance of confidentiality. It also offers some suggestions re-
garding the availability of assistance in gaining these new skills.
MODEL RULE 1.1 AND THE MODIFIED cation of Comment 8 to the rule makes it clear
COMMENT that lawyers authorized to practice in a state

adopting the new language have an affirma-

While Model Rule 1.1 regarding attorney tive obligation to acquire and maintain an

competence remains unchanged, the modifi-

* Use of “Luddites” in the title phrase was suggested by review of Debra Cassens Weiss, “Lawyers Have Duty to Stay Current on Technology’s
Risks and Benefits, New Model Ethics Comment Says,” ABA Journal Law News Now (Aug. 6, 2012 2:46 p.m. CDT), http://goo.gl/uTkstf.

Vol. 84 — No. 33 — 12/14/2013 The Oklahoma Bar Journal 2637



awareness and understanding of develop-
ments in technology. Comment 8, as modified
provides:

To maintain the requisite knowledge and
skill, a lawyer should keep abreast of
changes in the law and its practice, includ-
ing the benefits and risks associated with
relevant technology, engage in continuing
study and education and comply with all
continuing legal education requirements to
which the lawyer is subject.®

Christopher Popper, a Delaware attorney,
suggests that, based on Delaware’s adoption of
the new language in Comment 8:

[A] Delaware lawyer is now compelled to
at least consider implementing certain
types of technology, and whether the ben-
efits of such technology outweigh the risks.
One form of technology in that category
would be legal research resources
Research done exclusively through hard
copies.. .. is a[n] extinct exercise in the legal
profession. The benefits of cutting edge
legal research resources clearly outweigh
the apparent lack of any risks associated
with this type of technology.’

LEGAL RESEARCH

As pointed out by one legal malpractice insur-
er, “Conduct and competence is the best risk
management for avoiding malpractice claims.
As the Internet has blossomed as a tool for
research and conducting investigations, a law-
yer not competent at CALR [computer-assisted
legal research] is increasingly at risk for being
found negligent when failing to find relevant
authority and information on the Internet.”"

The use of keyword searches by inexperi-
enced legal researchers to locate an isolated
statutory provision is insufficient. Competent
CALR results only when the researcher com-
prehends the need to understand the context
and applicability of a statutory provision."
CALR researchers need to be aware of section
browsing and table of contents functions, which
have traditionally been available in print and
make it easier for users to develop contextual
understanding. Similarly, text searching of case
law is not an “adequate” means of identifying
legal authority because important decisions
may be overlooked by a researcher using this
as a sole method of research.? Further, because
print citation tools are now out of date before
they are ever received, there is a growing
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demand for access to electronic citator tools.
Competent researchers must develop an aware-
ness of the shortcomings of even these elec-
tronic citator tools"” and how using a table of
authorities may help ensure current legal
authority is being cited."

Where should practitioners go for help with
CALR? Law librarians are the experts in legal
research and firm or academic law librarians
may be able to provide assistance.”” Premium
legal research service providers, such as
Bloomberg Law, Lexis and Westlaw provide
subscription-based access to treatises and other
secondary sources, which provide in-depth
legal research and analysis by respected
authorities,® as well as instruction on how to
use their products. Finally, the Oklahoma Bar
Association routinely coordinates training for
conducting legal research using Fastcase or the
Oklahoma Supreme Court Network at the bar
association’s Annual Meeting.

E-DISCOVERY

Electronic data discovery (EDD), a term often
used synonymously with the term e-discovery,"”
is another area often mentioned in recent dis-
cussions of technological changes affecting
both the practice of law and the evolving ethi-
cal rules. Because evidentiary materials are
increasingly born digital, e-discovery contin-
ues to be an area of growth. Predictive coding
is a quickly developing subject in the e-discov-
ery discussions.” Predictive coding “is the use
of computer algorithms and machine learning
to conduct the review of electronically stored
information (ESI).”"

The use of predictive coding has itself been
the topic of ethical debate. Howard Sklar,
senior corporate counsel at Recommind Inc., a
leader in predictive coding services, anticipates
that the use of predictive coding will become
an ethical obligation.” Jim Calloway, director
of the OBA’s Management Assistance Program,
suggests that while some anticipate that pre-
dictive coding will become an ethical obliga-
tion, others predict “ethical and malpractice
horrors ahead for any lawyer who dared ‘out-
source’ their duties to machines or non-
lawyers.”” Yet Mr. Calloway doesn’t “really
see predictive coding becoming an ethical
requirement” because predictive coding will
“gain ... more acceptance as a business require-
ment long before ethics rule-making bodies
have a chance to consider it.”»
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The debate regarding predictive coding cen-
ters on the benefits and risks of the process.
The benefits and goals of predictive coding are
“accurate, cost-effective and expedited docu-
ment review.”? The cost-effective nature of
predictive coding is one of the factors that
must also be considered. In determining wheth-
er the use of predictive coding is consistent
with the requirement of Rule 1.5 that an attor-
ney charge a reasonable fee and not collect an
unreasonable amount for expenses, its cost-ef-
fective nature would certainly
weigh in favor of its use.
However, while it may be cost-
effective, even advocates
acknowledge that predictive
coding may not always be
inexpensive or result in sub-
stantial cost savings.” In fact,
while there had been support
for use of predictive coding,
even in smaller cases,” at least
one court has recognized the
limited value predictive cod-
ing may have in some cases.
The court modified a previous
ruling that predictive coding
would be used by both par-
ties, acknowledging that be-
cause of the small volume of
documents the plaintiff would
need to review, the “cost of
predictive coding (to the plain-
tiffs) would likely be outweighed by any prac-
tical benefit of its use.”” Notwithstanding,
lawyers must understand enough about tech-
nology or computer-assisted review and pre-
dictive coding to appreciate the benefits and
risks.?

Predictive coding is not without risks. It re-
tains significant potential for human error
because the “process is only as good as the
input criteria, and a missed keyword or key
concept could lead to entire categories of rele-
vant or privileged documents being inadver-
tently missed.”” Although the potential for
human error is also present in a manual review,
there is the perception that a manual review per-
mits a greater degree of understanding and con-
trol by the reviewing attorneys,” thereby reduc-
ing the risk that complete categories of relevant
documents will not be properly identified. Under
the Federal Rules of Civil Procedure, there is
also the risk of sanctions for failing to produce
electronic information.*
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Because each
courtroom may have
different systems, there is
no guarantee that new
lawyers who have
received such training
will end up practicing in
a courtroom with familiar

systems.

Also of note is the assertion that manual
review may be less likely to result in the disclo-
sure of privileged information. Thus, there is
room to question whether the use of predictive
coding meets the requirement that reasonable
steps be taken to protect against the disclosure
of privileged material, as well as rectify errors
in compliance with Federal Rule of Evidence
502* and the newly modified Rule 1.6, which is
discussed in more detail below.

How can attorneys gain adequate under-
standing of technology-as-
sisted review and predictive
coding? One way to start is
by reading some basic text
regarding the subject. For
example, Reccomind’s Predic-
tive Coding for Dummies, may
be a starting place.” E-dis-
covery treatises, including
Arkfeld on Electronic Evidence
and Discovery,* also provide
an introduction. Additional-
ly, condensed information
sources, such as law review
articles, on the topic are be-
ginning to become available.”
E-discovery updates, such as
that provided by Brett Bur-
ney at the 2013 Annual Meet-
ing, and vendor training
webinars are also useful
sources of information.*

COURTROOM TECHNOLOGY

Even absent the new language in the rules of
professional conduct about risks and benefits,
some have reasoned that the requirement in
Model Rule 1.1 that a lawyer maintain an
awareness of changes in the law and its prac-
tice establishes a competency obligation for the
use of courtroom technology, since use of this
technology has become the standard.” The
comments to Rule 1.1 regarding thoroughness
and preparation can also be used as support
for this position.* Notwithstanding, there are
some unresolved questions and risks associat-
ed with the use of courtroom technology that
must be considered. It is certainly not unusual
for users of technology to experience technical
problems. In such cases, should attorneys have
the ability to undertake repair or be adequately
prepared with a backup to meet their ethical
obligations?® Even if using expensive court-
room technology increases the likelihood of the
successful presentation of evidence, is the
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acquisition, maintenance and use of such
equipment consistent with the duty to keep
fees reasonable under Rule 1.5?

Because each courtroom may have different
systems, there is no guarantee that new law-
yers who have received such training will end
up practicing in a courtroom with familiar sys-
tems. Therefore it may be advisable to instead
adapt already familiar technology to court-
room uses.

The OBA Management Assistance Program
provides advice on office and courtroom tech-
nology use.” The OBA Law Office Manage-
ment & Technology (LOMT) Section is another
resource addressing mobile system courtroom
technology. The 2012 OBA Technology Fair,
which was held at the OBA Annual Meeting
and sponsored by the LOMT Section, high-
lighted tools for the “High Tech Trial,” featur-
ing applications and Apple products for use in
trial presentations. In May 2013, a LOMT list-
serv was also established to provide a forum
for members of the section to request and pro-
vide assistance and advice on legal technology
and other related matters.” Finally, blogs may
also explain how mobile devices, including the
iPad, can be used with Apple TV, a projector
and several applications to create an inexpen-
sive, adaptable and highly-functional mobile
system for courtroom presentations.*

MODEL RULES 1.6 AND 4.4

Model Rule 1.6, which deals with the confi-
dentiality of information, has undergone some
change as well. The modified Rule 1.6 now
includes subsection (c), which states: “A law-
yer shall make reasonable efforts to prevent the
inadvertent or unauthorized disclosure of, or
unauthorized access to, information relating to
the representation of a client.”* Comment 18 to
Rule 1.6 has also been modified and sets forth
the factors to consider in determining if a lawyer
has made reasonable efforts to prevent unau-
thorized access to or disclosure of confidential
information.* The ABA Commission on Ethics
20/20 report accompanying the technology-re-
lated changes to the Model Rules suggests that
the change to Rule 1.6(c) was intended to clarify
that lawyers have an ethical obligation not only
to not reveal confidential information but to
make reasonable efforts to prevent disclosure,
such as might occur if the lawyer’s network was
“hacked” by a third party.*

The risk of third-party attempts to access
electronically stored confidential information
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is increasing. One white paper indicated that
law firms are increasingly targeted by cyber
criminals and that firms are even more at risk
for breach than financial institutions.* Despite
reluctance of law firms to confirm the growing
number of attacks, reports of security breaches
of law firm networks are becoming more fre-
quent.” Under the new rules, lawyers must
develop competent knowledge of the risk and
of the measures to prevent intrusions.*

Similarly, Rule 4.4 and Comment 2 to the rule
have been amended to provide for further pro-
tections for confidential information maintained
as ESI. As modified, Rule 4.4(b) provides: “A
lawyer who receives a document or electroni-
cally stored information relating to the repre-
sentation of the lawyer’s client and knows or
reasonably should know that the document or
electronically stored information was inadver-
tently sent shall promptly notify the sender.”*
Comment 2 then emphasizes the inclusion of
metadata as confidential information.*

The OBA Management Assistance Program
as well as the Law Office Management and
Technology Section listserv are excellent sourc-
es for recommendations for software that can
be used to protect confidential client informa-
tion by removing or “scrubbing” metadata
from electronic documents. MAP and LOMT
members may also be able to recommend
materials or refer lawyers to experts specifi-
cally qualified to address security concerns.
The ABA has established the Cybersecurity
Legal Task Force, initiated programming to
help lawyers and firms understand cyber
threats;” and ABA publications, including the
ABA Cybersecurity Handbook: A Resource for
Attorneys, Law Firms, and Business Professionals
and Locked Down: Information Security for Law
Firms, are also offering information about pro-
cedures to help firms prevent unauthorized
access to confidential client information.*

CONCLUSION

While few jurisdictions have adopted the
changes to the Model Rules of Professional
Conduct, lawyers must act in anticipation of
the changes. In the tightening profession and
business of law, it is essential that attorneys
“act now, if not to anticipate technological
rules, then to match the experience and expec-
tations of . . . technologically competent clients,
associates, or staff.”®® The recent tech audits
instituted by KIA Motors counsel, D. Cassey,
are evidence that clients are going to insist on
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counsel who can competently work with tech-
nology.* Similarly, Bank of America is requir-
ing the outside law firms with which it does
business to establish cybersecurity procedures
and auditing firm compliance with these pro-
cedures.” The modified ethical rules and the
expectations of clients seem to go hand in
hand. Lawyers can no longer ignore technolo-
gy and must develop competence with chang-
ing technology to meet the both client expecta-
tions and adapting ethical standards.

Author’s note: Portions of this article were
originally published in the Summer 2013 issue
of Law Library Journal.
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electronically stored information, is a matter of law beyond the scope
of these Rules, as is the question of whether the privileged status of a
document or electronically stored information has been waived. Simi-
larly, this Rule does not address the legal duties of a lawyer who
receives a document or electronically stored information that the law-
yer knows or reasonably should know may have been inappropriately
obtained by the sending person. For purposes of this Rule, “document
or electronically stored information” includes, in addition to paper
documents, email and other forms of electronically stored information,
including embedded data (commonly referred to as “metadata”), that
is subject to being read or put into readable form. Metadata in elec-
tronic documents creates an obligation under this Rule only if the
receiving lawyer knows or reasonably should know that the metadata
was inadvertently sent to the receiving lawyer. Id. comment 2.
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