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Making Sure BYOD
Does Not Stand

- for “Breach Your

 Organization’s Data”

By Allyson Haynes Stuart

It is the modern employer’s dilem-
ma: do you allow employees to
bring their personal smartphones,
laptops and tablets to work for
business purposes? Do you pur-
chase work devices for them,
duplicating what they have? Or do
you simply ban use of any personal
device for work purposes?
Approximately 80 percent of
full-time U.S. workers have a
smartphone with Internet access,
87 percent have a laptop or desktop
computer and 49 percent have a
tablet computer.! In all, 96 percent
of full-time American employees
say they use at least one of these
types of devices.? In addition, more
and more employees are working
from outside the office, which often
increases productivity.? Outright
bans on use of personal devices for
work may be impractical or, worse,

not followed. And it is economically
beneficial for employers not to
have to duplicate these devices. For
these reasons, many employers are
incorporating employee-owned
devices into their policies.

- Reportedly, more than half of North

American and European companies
are developing a bring-your-own-
device (BYOD) policy.* But with the
benefits of BYOD come many chal-
lenges. This article explores the
risks associated with BYOD and
offers practical solutions for
employers seeking to maintain a
secure corporate network.

The risks of BYOD

First, what are the risks of
allowing employees to use their
own devices for work? Obviously,
risks vary greatly depending on the
type of employer. There will be




more risk for employees who deal
with confidential information, such
as in the health care or legal sec-
tors. One recent survey found that
72 percent of consumers text for
work purposes, and that 25 percent
of those messages contain confi-
dential information.’ But some
risks apply even to non-confiden-
tial communications.

Loss of control over employer data
Many employers are required
as part of compliance obligations
to retain certain data or communi-
cations. If that data resides on a
device over which the employer
has no control, the employer may
face regulatory or other problems.

Compliance and confidentiality

In the financial services indus-
try, a variety of federal regulations
require broker-dealers, investment
advisers and investment compa-
nies to retain copies of all commu-
nications relating to their business
and to produce such records upon
request.® E-mails, text messages

and instant messages are “commu-
nications” and brokerage firms,
therefore, have to retain such
records related to their business
and be able to produce them
promptly at the request of the
Securities and Exchange ‘
Commission (SEC). In-2013, the top
source of fines by the Financial
Industry Regulatory Authority
(FINRA) was noncompliance with
electronic messaging laws.’
Barclays Capital Inc. was fined
$3.75 million for systemic failures
to properly preserve electronic
records and certain e-mails and
instant messages.® Audio commu-
nications, a key component of
smartphones, are also increasingly
critical, as the volume of audio
data recorded and analyzed by
banks multiplies.’

In the health care sector, the
Health Insurance Portability and
Accountability Act (HIPAA), as
amended by the Health Information
Technology for Economic and
Clinical Health (HITECH) Act,
requires health care providers and
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other covered entities to safeguard
the privacy of patient information
and protect its security.’® The
Freedom of Information Act and
similar state open records laws
require government agencies to
maintain and disclose information
requested by the public.?

Finally, law firms are a prime
repository of confidential informa-
tion—and unfortunately a frequent
target for cybercriminals.’? Lawyers
are the stewards of their clients’
files and are required to do a rea-
sonable job of securing data. Rule
1.1 of the Model Rules of
Professional Conduct requires a
lawyer to provide competent repre-
sentation, which includes keeping
track of “the benefits and risks
associated with relevant technolo-
gy."* Model Rule 1.6 requires attor-
neys to maintain the confidentiali-
ty of information relating to the
representation of a client, includ-
ing “reasonable efforts to prevent
the inadvertent or unauthorized
disclosure of, or unauthorized
access to, information relating to
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the representation of a client"
Ethics opinions in Arizona, New
Jersey, Nevada and Virginia empha-
size that law firms must take com-
petent and reasonable steps to pro-
tect client data from hackers and
viruses, and to assure that the
client’s electronic information is
not lost or destroyed.

In addition to ethical require-
ments, attorneys also face com-
mon law duties of confidentiality,
breach of which can resultin a
malpractice action, as well as vari-
ous state and federal statutes and
regulations that require protection
of defined categories of personal
information.’

Litigation hold
There are instances in which

an employer may need access to
communications or data on an
employee’s device whether or not
those communications can be
labeled “confidential” When an
entity reasonably anticipates litiga-
tion, it must identify and preserve
electronically stored information
(ESI) in addition to other evidence
likely to be relevant to the litiga-
tion.V Courts have imposed sanc-
tions from the minor to the severe
for spoliation, or failure to preserve
ESIL. For example, in Qualcomm Inc.
U. Broadcom Corp., a district court in
California awarded Broadcom
attorneys fees and costs in the
amount of $8.5 million, and
referred six outside counsel to the
state bar, after finding Qualcomm
had hidden over 46 thousand e-
mails.®® More recently, courts have
fined parties and their counsel for
deletion of social media postings.*
Importantly, the law does not dif-
ferentiate among types of media—
a litigation hold should include
potentially relevant information in
the form of instant messages,
Skype chats, social media and text
messages in addition to the now-
familiar e-mail.

These relevant communica-
tions may exist on an employee-
owned device. Employers need to
know ahead of time what kinds of
ESI are created and retained on the
device, and ensure that business-

related information is subject to a
document retention policy. They
should have mechanisms in place
to ensure that, if a litigation hold is
entered, employees understand
their obligations to maintain and
not delete such data. In addition,
employers can use software solu-
tions discussed later to control
that information themselves,

The risk of data breach

Data breaches are seemingly
ubiquitous these days. According to
PwC, there were 42.8 million cyber
incidents in 2014.% One-third of in-
house counsel report having expe-
rienced a corporate data breach.”
There are many sources of legal
obligations that require employers
to use reasonable security meas-
ures to try to prevent data breach,
including state law,? federal law
with Federal Trade Comrmission

(FTC) enforcement,? public disclo-

sures and contractual obligations.
How does BYOD affect the security
of the employer network?

One issue is simply the mobili-
ty of the device itself. Paul Thme,
Senior Security Consultant for
Soteria, a cybersecurity firm in
Charleston, says one of the great-
est vulnerabilities comes from
employees’ use of an outside net-
work, where they may pick up mal-
ware or other intrusive software
that may not be able to penetrate
the security controls protecting a
company’s infrastructure. That
malware can then be transferred to
the company’s network when the
employee comes back to work. The
vulnerable network could be any-
thing from a public WiFi hotspot to
a home network, neither of which
typically has the security infra-
structure in place to prevent any-
thing but the most basic attacks.

Another risk is in the intermin-
gling of data on the device, some-
times leaving sensitive business
information at risk of loss. Despite
headline-grabbing hacker-related
incidents, the most common reason
for a data breach is “employee
error'?*—where the breach
occurred as the result of a mistake
the employee made, such as acci-

dentally sending an e-mail with
sensitive information to someone
outside the company. Information
leaks committed using mobile
devices—intentionally or acciden-
tally—constitute one of the main
internal threats that companies are
concerned about for the future?

In addition to unintended dis-
closure and hacking, other com-
mon sources of data breach are
spam, phishing, malware, and a
lost, discarded or stolen device.?
Again, employee-owned mobile
devices increase the possibility of
these risks.

How can companies control
these risks?

Technological risk control

One solution that Soteria rec-
ommends is the use of mobile
device management (MDM). MDM
is a type of security software used
by an organization to monitor,
manage and secure employees’
mobile devices.” Brad Warneck, co-
founder of Soteria and President of
Consulting Services, says that
MDM allows the employer a certain
amount of control over the
employee’s device, including basic
administration and policy enforce-
ment, such as control over the
downloading of applications. MDM
can also be very helpful where the
company handles sensitive infor-
mation, because some MDM solu-
tions act as an encrypted sandbox
where that information is unable
to be read by other processes resi-
dent on the device. Finally, MDM
can allow the employer to remotely
wipe a device should it get in the
wrong hands.

Use of such software on
employee-owned devices is chal-
lenging because those devices usu-
ally include personal photos, mes-
sages and other data. For reasons
like the privacy concerns discussed
in a later section, employees may
not want their personal text mes-
sages, calls, e-mails and photos
accessed, archived or remotely
wiped along with corporate infor-
mation. To address these chal-




lenges, organizations are increas-
ingly selecting secure mobile apps
that are integrated with MDM plat-
forms that use a “persona” archi-
tecture, which separates business
and personal calls and data.® K
Royal, Vice President and Assistant
General Counsel of CellTrust
Corporation, notes: “This design
enables organizations to apply
policies—such as data erasure and
archiving—that impact the busi-
ness persona only. This greatly
increases the likelihood that more
employees will feel comfortable
using their personal device at
work, which means the business
will benefit more from BYOD as a
result of increased participation."®
In addition to MDM, these are
general recommendations for
ensuring security of corporate data
on BYOD devices:
« Require strong passwords. A
recent survey® found that 2015’s
most commonly used password
was “123456"—that is not
acceptable! Also problematic is
the use of pet or children’s
names that are readily available
on social media.
Use multiple factors of identifica-
tion, like a text-message pass-
code in addition to a password.
Encrypt data or individual folders
in the device, or encrypt the
device itself.3
e Limit access to confidential
information, including screening
individuals who can access cer-
‘tain data, or segregation of sen-
sitive data.??
Screen outside vendors and
ensure they undergo periodic
security audits.
¢ Remote control: Enable remote
wiping of a device should it get in
the wrong hands, find-my-device
features that track its location,
. and remote backup of informa-
tion on the device.

Data breach response plan

The second primary way for an
organization to protect itself
against BYOD challenges is to
establish, maintain and practice a
data breach response plan. Despite
the obvious risks, many U.S. com-

panies do not have a written cyber
breach response plan, and fewer
still actually practice them. In fact,
according to data recently reported
by the Ponemon Institute, nearly
half of the companies with a
breach response plan have either
never practiced the plan, or regu-
larly wait more than two years to
practice the plan. * Having such a
plan can help not only in limiting
data loss but also in limiting liabili-
ty: the number one question asked
by regulators after a data breach is
whether the target company has
an established breach response
plan, and, if so, whether the plan
was ever practiced in advance of
the breach.*

A data breach response plan
should address immediate
responses—who should be notified
internally if any suspicious activity
1s discovered, who should be on the
response team, and what initial
steps they should take. It should
cover notification of others, includ-
ing the board, inside or outside
counsel, insurance carriers, law
enforcement or regulators, and
customers (keeping in mind any
applicable breach notification
laws). Finally, the plan should
address documentation of actions
and how to maintain confidentiali-
ty and privilege, and it should
address the implementation of a
litigation hold if litigation is rea-
sonably anticipated.

Once the plan is in place, the
organization should test it—by a
full simulation, or simple table top
exercise. Testing the plan is critical
to ensuring the appropriate people
take ownership and are well
trained; to identifying and correct-
ing any errors or deficiencies in the
plan; and to updating the plan to
ensure it stays effective as threats
and vulnerabilities evolve.®

Communication with employees and
respect for their privacy

A final aspect of BYOD that an
employer should keep in mind is
the employee’s right to privacy. A
recent survey found that a majori-
ty of mobile workers trust their
employer to keep personal infor-

mation private on their mobile

devices.* Whether or not that

expectation is reasonable, employ-
ers need to be careful with their
monitoring of employee communi-
cations and with their tracking of
the location of employee devices to
ensure employers do not infringe
on employee privacy. The Supreme

Court has assumed, without decid-

ing, that a government employee

can have a reasonable expectation
of privacy in personal communica-
tions exchanged on an employer-pro-
vided device (and privacy would
arguably be higher on the employ-
ee’s own device).¥” And some state
laws require that employers give
prior notice to employees of any
electronic monitoring.*® ‘

Because the question of rea-
sonable expectation of privacy will
turn on the specific facts, employ-
ers need to make very clear in their
policies and communications to
employees what information is not
private, and what is acceptable use
of business data and networks.

What data may employees access

on their devices, and are there spe-

cific applications they should or
should not use? Can the employer
access e-mail, Word files, social
media, personal photos or applica-
tions on the employee-owned
device? Does the employer intend
to track the device? Clarity and
consistency in the employer’s poli-
cy are key to maintaining appropri-
ate parameters.

Best practices include the fol-
lowing:

e Establish transparent, easily-
understood policies on BYOD, pri-
vacy, document retention and
acceptable use, and follow them;

* Delineate the personal from the
business uses of the device, and
set parameters on monitoring,
tracking, archiving and remote
wiping;

» Share those policies with employ-
ees as early as possible, having
each employee sign a statement
stating that they have received
and understand the policy; and

e Train employees on how to main-
tain privacy on the device, on
security best practices and on
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data breach response.

Conclusion

BYOD does not have to be a
death knell to an organization’s
data maintenance and security.
With the right policies, precautions
and communications with employ-
ees, organizations can control the
risks associated with outside net-
works. Implementation of a data
breach response plan, as well as
testing and training for the plan,
will both lessen likely data loss as
well as protect against regulatory
fines and litigation. The organiza-
tion and its employees can all ben-
efit from BYOD’s upside: increased
tlexibility and productivity, better
client services and cost efficiencies.

Allyson Haynes Stuart practices
with Crystal & Giannoni-Crystal LLC
in Charleston,
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