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Abstract—Location based social networking (LBSN)
applications are part of a new suite of social networking tools.
LBSN is the convergence between location based services
(LBS) and online social networking (OSN). LBSN applications
offer users the ability to look up the location of another
“friend” remotely using a smart phone, desktop or other
device, anytime and anywhere. Users invite their friends to
participate in LBSN and there is a process of consent that
follows. This paper explores the potential impact of LBSN
upon trust in society. It looks at the willingness of individuals
to share their location data with family, friends, co-workers,
the government, commercial entities and even strangers. The
study used focus groups to collect data, and a qualitative
approach towards analysis. The findings of the paper indicate
that while most people are willing to share their real-time
physical location with persons that they trust (e.g. family and
close friends), they are generally reluctant to share such data
with co-workers, government agencies and commercial entities.
Even within the family context, people set limits to
transparency depending on their personal circumstances (e.g.
the parent-child relationship is quite different to the sibling
relationship).

Keywords-location based social networking; location based
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1. INTRODUCTION

Location Based Social Networking (LBSN) applications
such as Google Latitude, Loopt and BrightKite enhance our
ability to perform overt or covert social surveillance. These
applications enable users to view and share real time location
information with their family and friends. With the
emergence of this technology it is crucial to consider that
“technology alone, even good technology alone is not
sufficient to create social or economic value” [1]. Further to
not contributing “sufficient” economic or social value, Kling
and other scholars have identified that technologies can have
negative impacts on society [2].

As location based social networking technologies are
used between people they have the potential to impact
relationships, which are integral not only to the operation of
society but also to the individual’s well being [3]. By
enabling real-time location tracking, LBSN puts location-

based technologies in the hands of “friends” while also
enhancing the experience of online social networking (OSN).
In essence it meshes together the positives and negatives of
online social networking and location-based services,
creating a unique domain of enquiry, forcing researchers to
ask new questions. The purpose of this paper is to explore
the possible implications of location based social networking
upon relationships, with a particular emphasis on trust.

A.  Studies in Trust and Technology

The domain of trust has been studied from a variety of
disciplines. Some of the landmark works in the field of
computer science and related areas of study have been
contributed by Marsh [4] in general computer science,
Jgsang [5] in computer security, Braynov and Sandholm [6]
in electronic commerce, Resnick [7] in reputation systems,
Castelfranchi and Falcone [8], [9] in multi-agent systems,
Snijders and Keren [10] in game theory, and Slovic [11] in
risk management. Outside areas of computing, economists
such as Dasgupta [12], psychologists such as Erikson [13],
and sociologists such as Coleman [14] and McKnight [15]
have studied trust. The majority of studies to do with trust
and social networks examine trust using formal methods
which are mathematically-based techniques for the
specification, development and verification of online
systems. The studies are mainly focused on algorithms [16]
or frameworks [17] that provide users of online social
networks with trust ratings.

This study does not seek to replicate any of the previous
research approaches on online social networks but rather
hopes to break new ground in the exploration of the potential
social implications of location-based social networking. No
formal methods are applied in this study; but this does not in
any way diminish the validity of the research outcomes. The
focus group method was applied meticulously in process.
This study is not a positivist work but it did gather primary
qualitative data in response to a research question- what is
the impact of LBSN usage upon trust. In this research project
definitions of “trust” have been sourced from sociologists
and management/organizational theorists, and presented in
an unashamedly informal manner in contrast to the
understandably rigid approach that has been taken in typical
studies using formal methods.



Until 2009, there were very few qualitative studies that
explored the concept of trust in online social networking.
Despite being written prior to the birth of Web 2.0 Helen
Nissenbaum’s [18] seminal work on online trust is still
relevant. She summates that trust is “key to the promise the
online world holds for great and diverse benefits to
humanity” and that generally “[pleople shy away from
territories they distrust” (p. 102). If location-based social
networking applications are to stand the test of time, trust
will be a key issue in their success and beneficial flow-on
effects to society. Other works have considered how to build
trust in an organizational context, and these studies have
specifically looked at trust with respect to relationships and
life which are also relevant aspects of this research [19].

With respect to trust in online social networks, Gross and
Acquisti [20] have said that: “trust in and within online
social networks may be assigned differently and have a
different meaning than in their offline counterparts... [and
that] trust may decrease within an online social network”.
However they did not investigate this aspect of OSN further.
There are three studies which have investigated the impact of
OSN upon trust. The first by Dwyer, Hiltz and Passerini
[21], compares perceptions of trust and privacy between
different OSN applications. The second study, conducted at
Ryerson University identifies the potential for OSN to
impact upon trust, and the third study by Gambi and Reader
[22] aimed to determine whether trust was important in
online friendships. For a comprehensive literature review on
the topic of location based social networking see Fusco,
Michael and Michael [23] [24].

B. Defining Trust

A basic definition of trust is the “[w]illingness to be
vulnerable under conditions of risk and interdependence”
[25]. Furthermore, Mayer et al. [26] describe that trust exists
between persons “irrespective of the ability to monitor or
control that other party.” This is particularly pertinent when
one considers the function of looking up the location of a
friend or family member to check whether they are doing the
right thing. The literature generally describes three forms of
trust- cognitive, emotional and behavioral. Cognitive trust is
considered to be based on “good reason” or “evidence of
trustworthiness”. According to [27], “trust on the cognitive
level of experience is reached when social actors no longer
need or want any further evidence or rational reasons for
their confidence in the objects of trust”. Emotional trust is
often linked to the idea of blind faith. Emotional trust is
when two people trust one another because of the bond they
share. The emotional component is present in all types of
trust but it is normally most intense in close interpersonal
trust, e.g. husband and wife. Behavioral trust has to do with
behavioral enactment. It is important to highlight that trust is
not static but dynamic in relationships. It also evolves as
parties interact over time. The main stages of trust include (i)
creation, (ii) development, and (iii) maintenance. In general
“[w]hen a trustor takes a risk in a trustee that leads to a
positive outcome, the trustor’s perceptions of the trustee are
enhanced. Likewise, perceptions of the trustee will decline
when trust leads to unfavorable conclusions” [26]. Location-
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based social networking (Figure 1) has the potential to
strengthen trust between two or more persons (e.g. in
business), but it also has the potential to erode trust and to
lead to unfavorable conclusions (e.g. between husband and
wife). Trust is not the same as co-operation, confidence or
predictability.
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Figure 1. How location-based social networking applications work

II.  SOCIAL INFORMATICS

Social informatics aims to “explore, explain and theorize
about the social technical contexts of information
communication technologies” [28] with a view to developing
“reliable knowledge about information technology and social
change based on systematic empirical research, in order to
inform both public policy issues and professional practice”
[29]. In this way social informatics looks at the broader
picture of the implementation of information communication
technologies (ICT), to understand their operation, use and
implications. By undertaking research on location based
services from a social informatics perspective, the credible
threats of the technology, and the circumstances they arise
within and their severity can be identified. One of the key
concepts underlying the approach of social informatics is that
“information technology are not designed or used in social or
technological isolation. From this standpoint, the social
context of IT influences their development, uses and
consequences” [30]. Social informatics takes a nuanced
approach to investigating technologies and explores the
bidirectional shaping between context and ICT design,
implementation and use [28] as is depicted in Figure 2.

The problem addressed by this research is: who would
you willingly share your real-time physical location with,
using an online social networking application? This research
is concerned with the formulation of the socio-technical
landscape that location based social networking applications
exist within. The purpose of this paper is to understand the
bidirectional relationship between members of society (who
are or might become online social networking users) and the
LBSN technology itself (device, application, platform), in
order to discover the potential circumstances within which
trust will be negatively affected. The nature of social
informatics warns against a simplistic cause and effect
approach to technology [31]. As such this research topic does
not contain simple propositions that A causes B, rather it is
developed upon a set of questions that reflect the interrelated
social and technical aspects of the research.

e  What relationships will LBSN be utilized within?




e How is trust understood in these relationships?
e  What are the limits of LBSN usage between people?
e  What are the likely impacts of LBSN?
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Figure 2. Bidirectional shaping between context and ICT design

III. Focus GROUP RESEARCH DESIGN

A focus group is a “research technique that collects data
through group interaction on a topic determined by the
researcher” [32]. A key characteristic of focus groups is the
insight and data produced by the interaction of the
participants [33]. Focus groups are primarily used within
preliminary or exploratory stages of a study [34]. Focus
groups enable individuals to express their “attitudes, beliefs
and feelings” and the interaction between participants
enables these views to be explored on a group level.

Five focus groups were conducted for this study. The
focus groups were conducted with students enrolled in a third
year core subject covering professional practice and ethics, in
the information technology and computer science curriculum
at the University of Wollongong in the first week of May
2009. Prior to the commencement of the focus groups,
Human Research Ethics approval was obtained for this study
which clearly outlined that participation was voluntarily.
Given the background of the students who participated in the
study, all were technology literate and able to grasp and
understand (if not already using) Web 2.0-based applications.
The focus groups were run in the tenth week of session,
when it could be assumed that students were equipped with
refined analytical skills to identify ethical and social aspects
of technology usage.

Large focus groups can consist of between 15 to 20
participants and are appropriate for topics that are not
emotionally charged. Larger groups are renowned for
containing “a wide range of potential responses on topics
where each participant has a low level of involvement” [32].
It should be noted that each focus group in this study had on
average 15 active participants. The majority of participants
were aged between 18 to 22 years old with several mature
age students aged between 30 to 45 years old in each class.
There was an approximate 60/40 mix of domestic and
international students in each of the focus groups. The
majority of international students came from China and

Singapore. The authors acknowledge from the outset that
trust is affected by age, race, and gender [35]. The focus
groups however, are the first exploratory stage in a number
of stages in the larger research project on location-based
services. By no means is this project meant to generalize
findings across ages, race and gender, or other geo-
demographic units of analysis.

Two moderators were used to conduct the focus groups.
In order to maintain consistency between moderators and
encourage a neutral approach to the focus group discussion a
Question and Stimulus Pack was created. The questions and
stimulus material enabled the focus group to be structured
into three sections of enquiry as shown in figure 3. It should
be noted that outcomes from sections 1 have been published
in [24] but this is the first time in which outcomes from
sections 2 and 3 are presented.

The first stage of the data analysis is the transcription of
the focus groups. The data was then analyzed by drawing
“together and comparing discussions of similar themes...
[to] examine how these relate[d] to the variables within the
sample population” [36]. The method of analysis was manual
qualitative content analysis. While semantic network content
analysis using a tool like Leximancer was not applied to the
data collected, qualitative analysis was conducted manually
so that nuance would not be lost. The analysis was therefore
best presented within the defined contexts (e.g. parent-child
within the family context). The analysis is a free-flowing
narrative which is characterized by a mixture of large and
small quotations that help to shed light on the variety of
perceived positive and negative impacts of LBSN on trust,
and other general issues.

« STIMULUS:
Definition of LBSN and video clip demonstrating
the use of the LBSN application Google Latitude

+ QUESTIONS:
Discussion questions surrounding the use and
implications of LBSN
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« STIMULUS:
Definition and description of the construct “trust”

+ QUESTIONS:
General discussion surrounding the level
of trust within different contexts
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« STIMULUS:
Presentation of scenarios which demonstrated
the use of LBSN in different contexts

* QUESTIONS:
Discussion of participants response to the
scenarios generally, and in relation to trust
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Figure 3. Focus group sections

Qualitative methods are constructivist in approach [37].
They take an “interpretive, naturalistic approach to [their]
subject matter” and explore things in “their natural setting
attempting to make sense of, or interpret phenomena in terms
of meaning people bring to them” [38]. In most cases,




qualitative research results in the discovery of themes and
relationships. Qualitative content analysis is concerned with
capturing the richness and describing the unique
complexities of data and as such provides understanding.
This method allows the researcher to position, relate and
ultimately understand the abstractly inferred content from a
higher level processing of text and interaction.

CONTEXTS
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* Friends 2. Is trust present in these relationships 2
+ Work

3. How ¢
Give exampiles of situations which
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Figure 4. One of thirty-five powerpoint slides from the focus group
stimulus pack summarizing the five typical “friend” relationships one could
have on a location-based social networking application.

Figure 4 shows how the contexts were presented to
participants. For each context a number of trust-related
scenarios were presented. Participants were asked to place
themselves in the role of the trustee as they considered the
impact of LBSN usage on trust in the:

e  family: parent-child, partner-partner, sibling-sibling

e friends: close friend-close friend, acquaintance-
acquaintance

e work: employer-employee, co-worker-co-worker
e commercial: business-consumer

®  government: agency-citizen.

A. Limitations

A convenience sample of university students studying
towards a degree in the Faculty of Informatics was used in
the focus group stage of the research project. In most cases
the students were considering their own position in the
contexts presented to them, primarily as a trustee in a given
relationship, and not the trustor. Older, mature aged students
in the class were able to switch between the roles of trustor
and trustee quite easily and had the ability to intimately
understand questions pertaining to the parent-child context or
employer-employee context. Drawing students from a
variety of disciplines, who had not previously had prior
knowledge of LBSN applications, may have acted to amplify
responses in the extreme positive or negative axes. For
example, older persons who had not previously been exposed
to the functionality of LBSN might have provided responses
that were very extreme, likening LBSN to Big Brother style
monitoring, while younger persons in their teenage years

might have believed that LBSN applications have
exceptional positive impacts and might be used in socially
beneficial ways, that might have been too idealistic.

Some of the respondents from various cultural
backgrounds might also see different benefits and costs to the
use of LBSN. What might act to increase trust in one culture,
such as a repeat look-up of a “friend” on a given LBSN,
might not be perceived as a caring gesture in another culture
but rather one of spying or even stalking. Finally, running the
same study again in 2011 would render results more aligned
to actual usage experiences rather than perception-based and
predicted responses. It should be underscored however, that
there were a small minority of participants who had
previously used LBSN applications, so some comments were
being made from experience.

B. Ethical Issues Related to Focus Groups

The ethical issues that were considered and taken into
account in conducting the focus groups included:

e Ensuring that participants received full disclosure
about the purpose and use of the participant’s
information.

e Ensuring that participants were not pressured to
speak.

e Ensuring that the moderator did not make any
inappropriate remarks or comments.

e Ensuring that the stimulus questions and materials
were not offensive to any gender, race, religious or
social group.

Following the focus groups the researcher ensured that all
identifying information from the focus group discussion was
removed from the transcripts.

IV. CONTEXT AND ISSUES

Participants were asked to rate the level of trust they had
in five different relational contexts: Family, Friends, Co-
workers, Government and Commercial. This taxonomy was
heavily influenced by the well-known Ryerson University
study into online social networks [39]. The ‘“Stranger”
category, in effect the ability to publicly share your location
data with anyone from anywhere was omitted as a separate
category but responses given by participants also informed
beliefs and practices with respect to this context. Figure 5
diagrammatically represents participant views. For example,
participants generally trusted family and friends with their
real-time physical location accessed via a LBSN but were
less inclined to share this kind of data with government or
commercial entities. To some extent this had to do with the
perception that location data could be somehow manipulated
by government and commerce, and that sharing data with
these entities meant sharing data with multiple “strangers”
(i.e. government/company employees).
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Figure 5. The level of trust users have of various social networks.

A. Family

In the context of “family”, the parent-child and sibling
relationship were explored using scenarios in the focus
group. The participants identified four issues that emerged
from the parent-child scenario. Firstly, that there is a
balancing exercise to be performed between the competing
issues of trusting children and providing safety and care.
Secondly, that LBSN may act as a barrier to building trust
between parent and child. Thirdly, that the age of the child
being tracked changes the appropriateness of tracking, and
finally, that there may be legal issues related to tracking
children (i.e., minors) using emerging technologies in a
covert manner.

Participants identified that there is a need to trust
children, while at the same time acknowledging that parents
would also use LBSN for safety and care. When asked about
the usefulness of LBSN to locate children in an emergency,
participants almost unanimously agreed with the need. One
participant said: “[y]Jou would use it to monitor your children
either for the reason that you want to keep them safe or you
just do not trust them.” Another participant reflected: “[i]t
would be weird for parents not to care about their children’s
whereabouts so sometimes it is understandable for them to
know the exact location. But it varies.” One participant
considered the positive impact it might have on his mother
who he noted got “nervous” if he was home late after
clubbing and that at least LBSN would give her some peace
of mind. Safety and trust however were separate matters in
the eyes of some participants- the parental responsibility is to
keep children safe from harm, whether a child accepts to use
LBSN for this application or not, it should not have an
impact on trust. But if “safety” was a surrogate for “us[ing] it
for tracking as well” then trust could certainly be impacted.

Participants also saw that although motives of safety and
care may drive the use of LBSN, the child can perceive this
as a lack of trust. One participant noted that her parents were
leaving the country and that if they had access to LBSN they
would use it to “check [up on her] all the time... constantly,
it would always be on.” The participant described the
resultant effect this kind of technology would have on her
relationship with her parents saying that it would probably be
at the centre of big arguments and definitely signal a loss of
trust. She verbalized what she would say to her parents: ‘do
you not trust me to be myself on my own without you guys
watching me all the time’. This sentiment was echoed by
other participants: “[tlhe child might think that the parent
does not trust them.” Another said: “[u]nless you have

always got a really good relationship with your child, it could
prove to be a tool for discouraging trust rather than
encouraging it.” One participant even went as far as saying
that location-based lookups during teenager years would be
just enough “ammunition” for a child to say to a parent:
“You do not trust me. You have been tracking me all the
time on my phone”.

A contrary voice to this common opinion was that LBSN
was actually useful between parent and child: ““...sometimes
I forget to tell my parents I am not going to be home, and
then they call me and go “Where are you we have got dinner
for you?’ | ‘Oh I guess I forgot to tell you or you forgot that I
was actually here.” To this another participant interjected and
pointed: “[t]here would also be times where you would not
want them to know where you are. Might not happen that
often but there are always those occasions, and it would
become annoying when they do.” In this instance, the use of
LBSN was not specifically for care, but for convenience. It
however illustrates that some users have no problems
revealing their location, but at the same time as noted by the
participant above, at the outset you may not have any
concerns showing your location but there are always
exceptions to the rule.

The focus group participants also proposed that using
LBSN over time would impact upon the ability of parents
and children to develop trust.

“See I do not think it is appropriate to be tagging
your children. That is what you are basically doing-
you are strapping them down and putting a GPS
locator on their leg. Now having that from the time
that they are little, they are going to associate that
that is the normal thing and so they are going to
grow up and do that to their kids, that is going to
remove such a big element of trust for children... I
do not think you could build up trust on a person
like that. If I have constantly got their location, I am
not going to need to trust them. Oh they are at
home, or she is at home too or she is going out the
door... This just removes all the trust. And basically
there is no point in doing that at all. Because trust is
everything in a family you have got to trust family
members to look after themselves and the family by
their actions. If you are not going to be able to trust
your family then who can you trust?”

The importance of learning to trust without technology
know-how was pointed out by another participant: “[a]nd
how is the kid supposed to gain any trust when the family is
tracking them all the time?”” Further to inhibiting the building
of trust, one participant said that tracking children could be
an exertion of force or control over the child and that the
child “can never be herself/himself”: “[i]f a child grows up
knowing that he has been constantly tracked... [then] he has
been forced to do what his parents want him to do, he can
never be himself.”

The participants commonly mentioned the age of the
child as a factor which would influence whether the use of
LBSN was appropriate or justified. It “[d]epends on the age
and the scenario. At this age [34], I really do not care. At 16



when you are sneaking off to parties and stuff like that, and if
they could see you then I guess that breaks the trust.”” When
prompted by the moderator whether LBSN would be
appropriate between parent and child when the child began
secondary school the response was definitive by one
participant who exclaimed: “[d]efinitely not”. When asked
by the moderator at what age it would be appropriate,
another respondent considered that it would be on a case by
case basis “...like once the child ha[d] proven they were
responsible enough...” Other than a specific age or age
group other participants specified a level of maturity: “I think
it is not the number, because once parents acknowledge that
you are able to make certain decisions, and they feel that
your maturity levels are going up to take care of yourself, at
that stage maybe you would be old enough to take care of
yourself.” Another participant likened it to recommended
viewing ages on television- “they are only recommendations
so it varies from person to person. You could have a really
mature ten year old and you could have a very immature
eighteen year old.”

Other comments made during the focus groups about age
being a factor in using LBSN within the family context
demonstrated that age did not come into play for varying
reasons. Some participants said that age was an irrelevant
factor when considering when to use and not to use LBSN in
a family context. Mostly participants claimed that it was
what you were doing at a given moment, not your age that
was important when using LBSN within a parent-child
relationship. Others suggested that at “any age” you should
respect your child. “T think at the age we are at you would
not really care unless you are doing something mischievous.”
And another: “I think you have to allow the child to have
some sort of trust, if there is no trust at a younger age they
will just play up more. You have got to respect children at
any age.”

A final issue that was mentioned was that if parents
attempted to track their children without their consent,
“[a]side from breaking trust, would not they be breaking
some laws?” The legal side of covertly using LBSN
applications to track family members or other people needs
to be further explored both in the Australian context and in
other jurisdictions. In response to being tracked by siblings
participants were generally more at ease with siblings having
access to their location. Some issues which were raised by
the participants were that it could constitute a form of control
by one sibling over another if a given piece of location
information was provided without permission to a parent(s)
by one sibling against another. Participants suggested that for
siblings to use LBSN there would need to be “ground rules”
so that it could be effective. And that you could even “play
up with” your siblings using LBSN, especially for pranks. In
terms of control, one participant concluded: “No I would not
use it... the more you try and control things, the less you
trust [someone].”

B. Friends

In the context of friends the participants brought out
issues of acceptance of LBSN, lack of interest in using
LBSN with friends, misconstruing stalkers as friends, and

whether using LBSN promotes social or antisocial behavior.
What is meant by acceptance of LBSN is the concern that
people will simply allow (and not disable) the functionality
of LBS on their online social networking application. As one
participant stated: “[it] depends how it is used. Certain
people are happy to add everyone [to their friends list]. If that
becomes the norm then everyone will just accept it but I
suppose I am older and you question things differently. It is
all new to you, you have not had these experiences
previously whereas everyone else is accustomed to it, it has
always been there.” The ease of which people accept LBSN
and add everyone to their “friends list” may be risky.
However one participant did not perceive this as a risk- “half
the acquaintances that I have on Facebook would not give an
iota about where I am. They might have a glance but they are
not going to do the whole Facebook stalking thing and look
in close detail.” This comment sparked a debate in the focus
group. In response, another participant brought up the
dilemma that you do not know the intention of your
acquaintances or friends, and could misconstrue a stalker as a
friend. “You might think they are acquaintances but they
might think, you know, maybe there is a stranger who might
think you are their girlfriend.”

The participants also discussed whether LBSN would
cause social or anti social behavior.

Participant A: It’s a bit anti-social... People who
want to know where you are should just ask you.
It is a far more social thing to do. Saying: “Oh, I
wonder where so-and-so is and he does not even
talk to you.” What is the point of having a
friendship with a person if you do not really talk
to them?

Moderator: I guess just knowing a bit more
information about them...

Participant B: Yes but you can ask them and then
you can spark up a conversation on things:
“Where are you? | Oh I am here. | Oh what are
you doing there?” As opposed to a shortened
dialogue that might go something like: “Hey,
where is so and so? | Oh, he is just there.”

Participant C: I would let people [use LBSN with
me] for sure. They would be like, “what is the
weather like down there?” You can say that it
kind of kills conversation, but I think it may
invoke a conversation if you go online and you
see: “Oh, they are some place unusual- I was not
expecting to find them in Cairo— what are you
doing there?”

This discussion highlights that depending on how LBSN may
be used between friends and the personality and character of
specific friends, in some cases LBSN might encourage social
behavior but in other cases it may deepen anti-social
behavior.

When participants were asked about how they might use
LBSN with close friends, most participants felt very
comfortable with disclosing location information with loved
ones who were not official family. After all, as one



participant pointed out, if close friends are really close, then
“presumably... you are going to have a general gist of why
they are there anyway and they are not going to mind you
knowing and your are not going to mind them knowing
exactly where you are.” But participants also believed that
the use of LBSN was unnecessary between close friends
unless they were traveling together and there was an obvious
need, “and you wanted to see where they were at that point in
time” relative to your own location.

C. Work

When participants were presented with the scenario of
employers monitoring employees they brought up two issues.
Firstly, it would depend upon the job, and secondly, that
there is a different type of trust relationship between
employee and employer. In relation to the first issue
participants saw that if the job was something where
employees were mobile, like truck driving, real estate agents
or pizza drivers, then the use of LBSN would be justified,
however not for an office job where the use of LBSN would
be a form of micro-monitoring within a closed office
building space. As one participant noted: “[i]f you are sitting
at a terminal, then I do not think Google Latitude is going to
help.” Furthermore, participants believed that the type of job
one was engaged in could influence the justifiability of using
LBSN in certain situations. For example, “[i]f you are
working at Accenture then no, but if you are working on a
secret military project then yes, they should track you
because it is quite sensitive”.

Participants also commented that there is a different type
of trust between the employer-employee relationships than in
parent-child or friend-friend relationships.

Participant A: It has more to do with respect than
trust.

Participant B: I tend to disagree... I trust my
employer to give me a safe environment to work
in but that trust does not go this far...

Participant C: But at the same time he is
monitoring you, so that is not really trust.

Participants suggested that if employers are paying for
your time they have a “right to know that you are doing,
and what [they] are paying you to do.”

According to some participants during work hours, the
employer was entitled to check where his/her staff was and
what activity they were engaged in. It was only when the
employer decided to continue the location look-ups, outside
work hours, that they did not concur with this kind of
application. One participant commented, “[s]o long as I am
on the clock then it is okay, so long as I am being paid for it
then they can track whatever I am doing but once I log off
then it is turned off.”

D. Commercial and Government

Participants were unlikely to trust commercial companies
or Government with their location information, although
some participants stipulated that they would certainly trust

Government in emergency situations. In terms of commercial
companies, participants identified that “as long as there [was]
an opt in and an opt out [functionality] then [it was] okay.”
Another participant plainly stated that they did not trust
commercial and/or government entities with their location
information. “I would be paranoid [if I had to provide them
with my location details]... The only real people it would
affect [in terms of trust] is an emotional relationship, where I
say I want to track you and they say no.”

E. General

Participants commented that to some degree LBSN
would by default encourage users to do the right thing. “I
think it would be interesting though, if someone says they
cannot get to a meeting you could see where they are and
why they cannot get there.” But to other participants, this
only contributed to emotional distrust. One participant
commented that it was only human to make mistakes and
that like everyone else on occasion you too would be late by
a few minutes to a meeting. Constantly checking to see if
someone will be on time will just continue to diminish trust.
More generally, participants reflected on the validity of the
LBSN application they were presented with. The participants
felt that while LBSN could provide pinpoint accuracy, that
knowing where someone was did not provide the complete
picture about the condition of a loved one: “[t]here could still
be something wrong with them [i.e the child could still be in
danger] even if you know where they are.” One may
increasingly develop a false sense of security just because
they think they know where someone is on a digital map.
The outcomes of this discussion which was based on trust
and several scenarios using the LBSN taxonomy are
summarized in Table I.

TABLE L. THE OUTCOMES OF THE DISCUSSION BASED ON TRUST AND
SEVERAL SCENARIOS
Context Issues
Parent and * Balance between trust, safety and care
Child * Barrier to building trust
» Age of child
* Legal issues
Siblings * Control
* Rules for effective use
* Play games/ pranks
Friends * Acceptance of LBSN

e Lack of interest
 ‘Friends’ as stalkers
» Antisocial or social?

Close Friends * Useful for traveling
* Too busy to care

» Unconcerned about sharing location

Work * Type of job
* Different type of trust

Commercial and ¢ No trust in either

Government * Some trust in Government (emergency)
* Ability to opt in or opt out
General » General observations on use of LBSN




V. THEIMPACT OF LBSN ON TRUST

The largest class of responses indicated that the impact of
LBSN upon trust would be negative. Representative
responses demonstrating this were plentiful as can be seen in
Figure 6. One participant noted: “[y]es, I can see how this
technology can actually create mistrust amongst friends and
family especially in cases where you might have an
acquaintance which thinks they trust you a lot but you do not
trust them as much... and when you reject their invite on
Google Latitude it will create social problems.” Another
participant questioned: “[w]hy are you following me on
Google Latitude?... Why do you not just believe where I
am?”

Negative
impact

Reliance on

technology No positive
instead of impact (will not
trusting the build trust)

individual

Impact of
LBSN

upon trust

Depends
upon the
ethnicity of
the user

Need for
pre-existing
trust

Dependent
upon stability of
relationship

Figure 6. Participant views on the major impacts of LBSN upon trust in
relationships

With respect to trust, one participant was categorical in
her claim that more or less LBSN discouraged trust by its
mere functionality: “[a]s you no longer have to trust that the
person is telling you where they are... because you can just
go on [Latitude] and check, and you do not have to trust
them.” In the family context, trust could be eroded if family
members relied upon LBSN for location data of a child,
sibling or partner. One participant felt that LBSN allowed for
almost constant monitoring of one’s location. They said:
“Well it is like... if you trust me, you should not need this
location based service to prove where I am. You should
perhaps trust that person.” These responses identify that
LBSN could cause “mistrust”’, exacerbate situations of
disproportionate trust, “discourage” by removing the need or
incentive to trust and that LBSN would ultimately erode
trust.

Additionally while it was perceived by participants that
LBSN could have a negative impact on trust, the participants
did not identify that LBSN could have a positive impact
upon trust. The logic given by most participants was that in
order to strike an agreement whereby two people share their

location data, they first have to have established trust in their
relationship. “You do not get any bonuses for saying ‘I'm
going to do this’ and then do it. That does not increase
[trust].” And another participant warned: “[y]Jou would have
to establish trust with someone before you start using it
[LBSN]. You do not know someone then give them your
location at all times to build trust. You have got to have trust.
So really this is only going to damage trust not build trust”.
This is an important point as it indicates that those who use
LBSN should have a pre-existing element of trust in the
individual(s) they share their location data with. This does
not however preclude public LBSNs from broadcasting your
location to everyone else in that social network.

Other participants indicated that the impact of LBSN
upon trust would be dependant upon other factors including
the stability of the relationship and the ethnicity of the users:
“I think the more stable the relationship, the more
understanding they would be if you go ‘off the grid’ for a
while.” It was also noted that ethnicity would be integral in
how LBSN was used. “In ethnic families, gossip will just
run. They would check it [Latitude], and if you are not there
they will just talk behind your back, and ask why was she not
there? Or why was he not there? Why were they somewhere
else? It would just rule the world, it will rule everything.”
Both of these comments reflect the idea that the type of user
(ethnicity) and the type of context or relationship (stability)
LBSN is used within, will influence the way that the
technology is applied, and this in turn will cause different
resulting effects upon trust within relationships.

The participant who mentioned “living off the grid”,
elaborated on his initial response by referring to a scenario
depicted by another participant whereby a boyfriend would
lie about his location to his girlfriend. This participant
commented that “in that situation you could not tell a lie
saying ‘I am stuck in traffic’ because in actual fact you are at
the Pub.” However, the participant fails to realize that in
most LBSNs one is able to obfuscate their real time physical
address location, or they can simply provide fuzzy details of
their location to the nearest city. The underlying personal
relationships within a LBSN context will impact upon what
information is disclosed or not disclosed, whether the user
uses white lies or reveals the truth. Furthermore, illustrative
of the impact on ethnicity of the user can also impact the way
that they use the device, with some individuals or families
thriving on “gossip” and therefore using LBSN applications
to feed their appetite. This increased vigilance and “talking
behind your back” and perpetuating “gossip” will have a
detrimental impact upon the trust in those relationships.
However other families of different ethnicity may not have
the desire to use LBSN for that purpose. There is also an
inherent danger in continually altering your real time
physical address location as it may raise undue suspicion as
to your whereabouts. ‘Friends’ might be confused by the fact
that their friends may mostly provide pinpoint visibility 24x7
but at times revert to other defaults such as “nearest city” or
“manual” override mode where one provides a static physical
address location, or even decides to “hide” their location
altogether.



Something that was deemed vital by one of the
participants was whether LBSNs like Google Latitude
allowed you to know who was doing a location lookup on
you. For the participant it was paramount that the service
provider informed you when someone in your social network
was “viewing your location”. Similar feedback was also
collected by Tsai, Kelley et al. as a feature which made users
more comfortable using the LBSN Locyoution [40]. Despite
having some control via privacy settings in the given LBSN
and also the ability to manually set one’s location and even
obfuscate one’s location, some participants still found it
unnerving that by default functionality tracking others was
possible.

TABLE I SOCIO-TECHNICAL FRAMEWORK OF LBSN

Entity Description Variables (¢) and Issues (-)

Individual The individual * What they disclose?
who is viewing the * Who they disclose to?
“friends” locations ¢ How they respond (e.g.
and disclosing drawing inferences, gossiping
their location. or uninterested)?
- Privacy of the individual
- Security of the individual

LBSN The technology * Features of the technology

that provides (e.g. feedback and privacy
location based controls)

social networking ¢ Accuracy

to the individual. - Battery life

- Security of the device

- Resultant impact upon other
layers in terms of trust, security
and privacy.

Service The provider of the e Service provider policies
Provider LBSN service * Government intervention
including the » Commercial intervention
servers, which - Privacy of information
store the - Security of information
information.

Relation- The relationship * Type of relationship
ship that the device is * Reciprocity of
used within. relationship

* Level of trust in the
relationship
- Trust
- Control
- Anti-social/Social

Viewing The receipt of
Location location
information.

* Accuracy

* Constancy (real-time)

¢ Errors in delivery

- Resultant impact upon
other layers in terms of
trust, security and privacy

Disclosing The transmission  * Accuracy
Location of location * Constancy (real-time)
information. ¢ Errors in delivery
- Resultant impact upon
other layers in terms of
trust, security and privacy

The following dialogue shows how LBSN can imbue
feelings of power, control, and manipulation.

Participant A: Knowing where they are is some
kind of control, it is not definite.

Participant B: The thing is you control people
because if you guys knew where I was all the
time I would act differently because I knew you
guys would be watching me.

Participant C: It would be an implicit sort of
control.

Participant B: Yes, you would be thinking I have
got to act this out because I know people are
watching.

Participant D: Like guilt- emotional
manipulation.

This is a fundamental problem that has its basis in trust
but has far-reaching implications for how people might act
differently if they thought someone they knew was watching
them. For a list of issues which need to be addressed by
LBSN entities, see the socio-technical framework which has
been developed (Table II).

VI. CONCLUSION

Location-based features are now widely available in
popular online social networks. More recently Facebook
launched Places, although Google Latitude has been
available since early 2009. Today there are well over one
hundred location-based social networking applications, some
of these even tailored to specific contexts such as child
safety, travel, dating, employment/user qualifications, sexual
orientation etc. The results of the focus groups indicated that
participants believe that LBSN will have major impacts on
trust between people in a variety of relationships. For some
people LBSN will have unintended consequences that will be
disruptive to their relationships. The negative impacts of
LBSN on privacy, security, control and trust were also
emphasized by participants as being important concerns,
especially for users who did not fully understand what they
were revealing about themselves via the use of LBSN. Some
participants believed that LBSN could act to strengthen
relationships because providing one’s real-time location to a
friend would act to reaffirm aspects of trust. It remains to be
seen however, how negative impacts of LBSN may be
resolved by service providers and by individuals who agree
to share their location data, only to realize how this data may
be misused later. One of the contributions of this research
has been the need to reevaluate the default feature set that
most LBSNs come endowed with, and ensure that there are
new, more improved mechanisms which allow users to be
actively aware of how often someone is doing a look-up on
them. From this data there seems to be a subtle but strong
link between “trust” and “monitoring” (i.e. in the context of
surveillance)- if you trust me then why the need to do look-
ups on my real-time or historical physical whereabouts? You
should just believe me when I tell you where I am, where I
have been and where I am about to go...



VII. NEXT STEPS

Phase 1 which encapsulates this paper, gathered data
from focus group participants in order to explore the
potential impact of LBSN usage among friends, with a
particular emphasis on trust. Phase 2 will validate the data
gathered from the focus groups by observing the real world
use of LBSN between friends via an observational study. The
five scenarios chosen to be observed in real life include: (i)
parent-child, (ii) siblings, (iii) friends, (iv) intimate friends;
and (v) co-workers. The observational study will involve
three stages: (i) pre-interview, (ii) observation (use of LBSN
between two people), and (iii) post-interview. During the
pre-interview, participants will be provided with a smart
phone running a LBSN application and asked a series of
questions with the purpose of gauging their level of
technological literacy, and the level of perceived trust
existing in the friendship. The participants will then be asked
to use Google Latitude for a period of 48 hours. Participants
will be strongly encouraged to experiment with the default
settings in the LBSN application. Upon completion of the
period of observation, the participants will undergo a post-
interview, the purpose of which is to gather observations on
the use and implications of location-based social networking.
The post interview will also incorporate general discussion
questions to delve deeper into participant opinions and the
social implications of LBSN.
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