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CYBERSPACE BRIEFLY HELD a lot of promise for women. [FN2] It was the
closest we could expect to come to being "brains in . . . boxes." [FN3] In cyberspace,
we would not be judged by our bodies. No one would know when we were having bad
hair days. We would not ever have to wear make-up and high heels. We could even be
"men" without hormones or expensive surgery. Then we began shopping and chatting
over the Internet. Shortly thereafter, we learned that anyone in cyberspace could
ascertain our gender, ages, incomes, education levels, marital status, sizes, consumer
purchase proclivities, aspects of our health, and employment histories, and the
number, ages, and genders of our children, and that this information could be used to
sell us *634 goods and services. [FN4] Now, instead of brains in boxes, we are
"eyeballs with credit cards." [FN5]
Cyberspace has become fertile ground for the harvesting of consumer data, and
consumers have very little ability to keep their personal information private, especially
online. Yet, we are unlikely to see any sector of government launch comprehensive,
enforceable online privacy initiatives based on the precept that privacy is a good unto
itself. [FN6] At the same time, copyright, trademark, and patent protections obtained
by companies for words, thoughts, ideas, and symbols are expansive and seemingly
grow broader on a daily basis. [FN7]
This article considers the possibility that one evil can be remedied by another. Perhaps
the current corporate-friendly intellectual property framework, so effective at turning
the information superhighway into a toll road, can be co-opted to enable individuals to
"own" and control our own personal information, giving us the tools to "gatekeep" our
own informational privacy. [FN8] Perhaps we should have the same property rights in
our names and personal information that corporations have in their names and data. At
a minimum, we should have the same property rights that corporations have in our
names and personal information. Perhaps, if nothing else, an attempt to secure
property rights in our personal information will draw attention to the ongoing
corporate propertization of everything.

I. A Disproportionate E-Impact on Women
The data collection issue is of singular importance to "web swimming" women. [FN9]
Women do most of the shopping in real space and will inevitably do the same in
cyberspace, where we are appearing in *635 ever increasing numbers. [FN10] Women
control 80 to 85% of all personal and household goods spending and are reportedly the
fastest-growing audience on the web, a market "expected to grow to 65 million in
2002 from 45 million today." [FN11] Internet analysts agree that "anybody who wants
to make money on the Internet cannot afford to ignore [women]." [FN12]
In cyberspace, women are inherently desirable, but only because things of value, data,
and ultimately money, can be taken from us. In the abstract, many of us may be
concerned about personal privacy, but when we are out swimming the web, this
concern may be overshadowed *636 by a desire to participate fully in online life.
[FN13] We are lured to special "women- oriented" web sites that efficiently facilitate
the extraction of our personal information assets and our nummular currency. [FN14]
Attracted to interesting, high quality content and the promise of supportive, dynamic
online communities, we are easily persuaded to actively share personal information
with site owners and advertisers. [FN15] Simultaneously, and often unmindfully, we
also passively share information about ourselves through the articles that we select to
read, the topics that we elect to post about, and the sites and advertisers that we choose
to visit. [FN16] Docilely, we allow corporate entities to monitor our online efforts to
educate and inform ourselves, support each other, and purchase goods and services for
our families and ourselves. [FN17] This data is then used to more efficiently separate
us from our money. [FN18] *637 The fact that we give web sites information of
greater value than the content we receive is obfuscated by our sense of gratitude that
we are no longer ignored in cyberspace; that typing the keyword "woman" into a
search engine now produces something besides pornography sites; that we finally have
cyber-rooms of our own. Indeed, web analysts postulate that some women actually
form emotional bonds with certain sites, using cyber fora to create social networks for
themselves. [FN19] Electronic entities then attempt to exploit this sharing and
networking for commercial gain. [FN20]
Online data collection should be a serious concern to everyone who ventures into
cyberspace, regardless of gender. This phenomenon is particularly problematic for
women because, as explained above, women do most of the hunting and gathering for
themselves and their families, and are therefore becoming the primary targets of
marketers in cyberspace. [FN21] The admittedly problematic (and perhaps appallingly
cynical) solution proposed, however, applies equally well to men. If all individuals are
awarded the same broad property rights *638 in their personal data that business
interests successfully assert in words, ideas, and information, people can control how
much online privacy they have and, correspondingly, the levels of targeted marketing
to which they are subjected.
II. The Online Data-Collecting Flypaper
In cyberspace women are the quarry, and we are "targeted" by web sites that are
"aimed at us." Online companies create content that will lure women to their web
sites. Touted by the New York Times as a "place for serious sisterhood," iVillage
[FN22] has immense corporate backers, including General Electric, America Online,

Intel, Tele-Communications, Ralston Purina, Kimberly-Clark, AT&T, Ford, and
Amazon.com. [FN23] An iVillage spokesman stated, "We're very focused on the fact
that the Web is one of the best mass- marketing opportunities ever." [FN24] The
company offers a plethora of online shopping opportunities and "targets" affluent
women between the ages of 25 and 49, a "highly valued demographic." [FN25]
One tactic that iVillage uses is blending content and commerce as seamlessly as
possible. Candice Carpenter, the primary architect of iVillage "pioneered the use of
'integrated sponsorships,' where advertisers participate in the creation of content, the
information, articles, and services that appear on the company's Web sites." [FN26]
For example, Ralston Purina sponsors a pet channel, which offers chat rooms,
message boards, and access to a pet expert. The pet expert also happens, completely
uncoincidentally, to be a Ralston Purina employee, who *639 can refer web swimmers
to products available at an accompanying online pet store. [FN27] Similarly, "[i]n
what it called a breakthrough partnership with the milk industry, iVillage established a
'behavior modification program' of 'weekly chats, E-mail reminders, and lively
message boards' to encourage 'the habit of drinking three glasses of milk per day." '
[FN28] One will not find any information challenging the purported benefits of milk
present at this site, so there is no need to worry our pretty little heads about conflicting
data regarding the health benefits or utility of high levels of milk consumption.
iVillage also maintains a network of many web sites and claims millions of registered
members. [FN29] It seeks to build a community of women on the Internet around
issues such as divorce, miscarriage, breast cancer, child discipline, job stress and
"unfortunate taste in boyfriends," and then "monetize" the community by profitably
selling products and advertising. [FN30] One example is found at the iVillage site
Parent Soup, [FN31] where "a pregnant woman can enter her due date and receive a
calendar showing day by day what's likely to be happening inside her body." [FN32]
Women with overlapping calendars are directed to a "Pregnancy Circle," an online
support group where they can trade advice and concerns and are simultaneously
prompted to purchase items such as books from Amazon.com, [FN33] baby goods
from iVillage's iBaby, [FN34] and maternity clothes from iVillage's iMaternity.
[FN35]
Another alleged "place for serious sisterhood" is Microsoft's online magazine,
insipidly named Underwire [FN36] and ostensibly "more serious and sedate" than
iVillage. [FN37] Microsoft also maintains WomenCentral, [FN38] a web site/Internet
channel of the Microsoft Network. [FN39] WomenCentral features content from
Women.com, [FN40] another *640 online publisher of "women's material," as well as
content from Underwire and other original material. [FN41]
Oxygen Media, backed in part by Oprah Winfrey, has also constructed online flypaper
for female consumers, and runs three "women-oriented" sites it bought from America
Online in the fall of 1998: Electra, [FN42] ThriveOnline, [FN43] and Moms Online.
[FN44] Its main site [FN45] appeared in late May of 1999. [FN46] The concept of
Oxygen is to fuse the television, the Internet, and the telephone, creating a strongly
tight-knit, multimedia community of women. [FN47] Aspects of Oxygen Media's
mission were imbued with an aura of public interest legitimacy when Markle
Foundation President Zoe Baird announced a joint venture between Oxygen Media
and the charitable Markle Foundation. [FN48] The venture involves $8.5 million

dollars worth of research, $4.5 million of which the Markle Foundation is providing,
on "the information needs of women." [FN49] According to Baird,
The Oxygen/Markle Pulse will develop baseline ongoing research, day in and day out,
to find out what women want, what they are concerned about, and how they feel about
the world around them. All of this will be made public so that other companies can use
it. We hope it will influence public perception and women's perception about their
influence. [FN50]
Thus, while the information generated by this research may somehow give women
more political power, as Baird seems to intend, in part, it will also, by design, assist
companies seeking to identify, understand *641 and target female consumers. [FN51]
This approach seems to reflect a fundamental assumption that meeting the needs of
women requires the efficient sales and marketing of goods and services to women. In
other words, our need to shop is so powerful that a charitable foundation will, in the
name of the public good, spend millions of dollars assisting for-profit companies with
efforts to more sensitively and responsively take our money.
Other gateway pages are bawdier, such as Estroclick, [FN52] which bills itself as "an
estrogen powered web network." [FN53] This site promises "broad-based content"
(get it?) at "girl sites that don't fake it" and features links to special interest sites like
hipMama, [FN54] Wench, [FN55] Bust, [FN56] and Hissyfit. [FN57] Still other sites
do not bother offering much in the way of content at all, instead pitching their sites as
time and money savers that research products and services on our behalves. [FN58]
III. Buy This 16-Year-Old and Get All Her Friends Absolutely Free [FN59]
Like women, "teenagers" are also seen as a lucrative emerging e-market. [FN60]
Many companies especially want to collect data from teenage*642 women, a highly
coveted audience. [FN61] In addition to their purchasing power at present, they are
"proto-consumers whose purchasing habits and brand identification are still soft
enough to shape" and "at the very beginning of their lifetime value as a customer
[sic]." [FN62] Data is collected first to measure, and then ultimately to influence the
popularity of consumer goods aimed at young women. Ironically, one site designed to
ensnare teenagers for market research purposes, SmartGirl Internette, [FN63] has the
(apparently) trademarked, non-ironic slogan "smart girls decide for themselves."
[FN64] At the "Speak Out" section of the SmartGirl site, [FN65] "girls answer
multiple-choice questions and opine to their hearts' content in open response areas.
Their teenage sentiments are collected, cross-referenced and sold to SmartGirl clients
or sent out in press releases for promotional purposes." [FN66] SmartGirl uses the
data it collects to perform customized research and surveys. [FN67] It then publishes a
line of subscription reports, including the Celebrity Report, which appears six times
per year and costs $10,000 annually, and the shorter monthly Trend Report, which
costs $2,000 per year. [FN68] SmartGirl framed this market research as a service to its
teenaged readers, as a way to keep the site free of advertising, and as a mechanism for
determining "what girls want so companies can make better stuff for you and really
meet your needs." [FN69]
Empirically, teenagers are willing not only to provide data about themselves, but also
to divulge information about their friends and *643 other family members. [FN70] A
recent study conducted by the Annenberg School of Communications at the University

of Pennsylvania determined that while teenagers expressed a general nervousness
about privacy on the Internet, most would provide personal information about
themselves and their families, especially in exchange for a free gift. [FN71] Teenaged
girls are also likely to engage in very personal online dialogues. [FN72]
IV. Now That They've Come, What Can We Sell Them?: Data Collection and
Targeted
Marketing [FN73]
What sets so-called "women-centric" sites apart from traditional real space, hard copy
women's magazines is that, in addition to providing content and subjecting readers to
advertisements, these sites can record which articles we read and which ads catch our
eyes, collecting reams of intimate personal data from each person who accesses the
site. [FN74] Computers can gather, store, sort, retrieve, and *644 disperse previously
incomprehensible quantities of data. [FN75] As one observer stated:
It's not just that technology collates existing information like public records in new
and ways. It also creates new kinds of information. One of the most interesting is
"clickstream" monitoring, a page-by-page tracking of people as they wander through
the Web. Your clickstream reveals your interests and tastes with unnerving precision.
(Did you go from slate.com to a Volvo dealer's Web site? Did you then buy some brie
from peapod.com, the online grocery? You may be one of those limousine liberals
we've been hearing about.) And when Web merchants combine clickstream analysis
with another new software technique known as "collaborative filtering," which makes
educated inferences about your likes and dislikes based on comparing your user
profile with others in the database, they have a marketing tool of high potential not
only for customer satisfaction but also for abuse. [FN76]
One Internet security consultant demonstrated that a data miner could easily collect
our names, street addresses, e-mail addresses, birthdays, transactional information,
and insight about products that interest us after we had visited fewer than ten web
sites. [FN77] The collection and assessment of "clickstream" [FN78] data enables
delivery of precisely directed, sometimes personalized, advertisements. These
advertisements are rabidly sought after by advertisers, so that "targeting" *645 can be
as accurately calibrated as possible. [FN79] After an advertisement draws us to a site,
the customization continues.
[What e-commerce companies term] the utopian vision of true "one-to- one
marketing" . . . is predicated on gleaning as much information as possible about a
customer and building a storefront tailored to that particular individual. After
gathering personal data and tracking a shopper's movements within the site, Internet
retailers can display products to suit that customer's tastes and price range, or list
customized specials and sales. [FN80]
As a result, "an Internet user who looks up tourist information about England on a
travel site . . . might be fed ads for airlines flying into Heathrow Airport and for hotels
in London as he checks sports scores." [FN81] Marketing analysis of a "women's site"
web swimmer might therefore transpire as follows: [FN82]
She's reading the articles on weight loss. Cross-reference this with her shopping
records, which indicate she purchases clothing in rather large sizes. Her income level
looks like it could support medication, prepackaged food, a diet center, and/or a health

club, or perhaps we could entice her with a rich line of desserts and designer
chocolates. Her medical records bespeak a family history of hypertension and heart
disease. She has articulated a desire to shed pounds and increase her level of physical
fitness in an online discussion. She's also *646 worried that she would have trouble
maintaining a healthy diet if she were to become pregnant. Let's send some select
banner ads her way, and some precisely targeted, personalized e-mail advertisements
as well, because effective marketing is the true purpose of this web site, and marketing
in the guise of sisterhood, friendship, and support is the most potent of all. [FN83]
Online merchants will not voluntarily forgo these opportunities: The concept of online
privacy "is directly as odds with one of the most attractive aspects of doing business
online--the Net's capacity for helping target marketing and advertising efforts directly
at specific users." [FN84] Gerry Laybourne, the self described Chairman, CEO, and
Founder of Oxygen Media, has boasted:
70% of women cannot stand the way America advertises to them. It's insulting. It's
demeaning. It doesn't understand what motivates them. And they don't want to be sold.
They want to buy, they want information, and they want to be talked to as real human
beings. And I know this from what we did with Nickelodeon, where the same
stereotypes were held for kids. And it is amazing what you can do when you like your
audience, you're an advocate for your audience and you're on their side. [FN85]
Oxygen Media and its competitors may indeed do "amazing" things for its corporate
clients, after we freely provide the tools--copious amounts of our personal data. Once
the data is disgorged and tabulated, we are placed squarely in vendors' sights, with our
cyber-bull's eyes clearly e-outlined, ready to be aimed at. We are simply prey. The
chief executive of Women.com, after describing techniques for luring women to and
through a web site with quality content, enthused, "For advertisers, it's fantastic
because you're catching a consumer right in flight." [FN86] Targeted marketing
techniques can significantly increase the response to an advertisement and web sites
can correspondingly charge a premium for delivering ads aimed at certain users.
[FN87] One company has even patented a "[m]ethod and apparatus *647 for
determining [the] behavioral profile of a computer user." [FN88] This method
"provides targeting of appropriate audience based on psychographic or behavioral
profiles of end users" that are formed by "recording computer activity and viewing
habits" for the purpose of "continually auto-target[ing] and customiz[ing] ads for the
optimal end user audience." [FN89] Targeted advertising has been called the "Holy
Grail" of the online advertising industry because it allows publishers to charge higher
rates based on a perception of enhanced efficacy. [FN90]
Women's sites with compelling content will certainly make their owners wealthy. As
one commentator observed, "The Internet has changed the characteristics of
information. It used to be that a bank robber would go to a bank to steal money. Now
the information about customers is almost as valuable as the financial assets
themselves." [FN91] Another opined, "The Internet is an absolute gold mine" of
exploitable personal information. [FN92] Still others stated, "The digital deposits of . .
. [online] transactional details are so deep that the practice of exploiting their
commercial value is called 'data-mining,' evoking the intensive, subterranean, and
highly lucrative labors of an earlier age." [FN93] At least one commercial web site
illustrated just how valuable it considered consumer data when it downgraded

customers' ability to evaluate its products by cutting a zoom feature in order to free up
bandwidth--so it could "employ a sophisticated database that can track inventory as a
user enters the site and can serve registered customers*648 images of items they might
like." [FN94] Further evidence of the value of personal information is provided by the
actions of Free-PC.com. [FN95] This company gave away 10,000 computers to
individuals who were willing to provide extensive demographic data and accept a
constant stream of advertisements, and a host of other companies providing ostensibly
"free" goods and services over the Internet. [FN96]
Meanwhile, web sites encourage web swimmers to "shop naked." [FN97] Presumably,
the intended meaning is that we can e-shop as we are, without toting children, hiring
babysitters, applying make-up, or even bothering to dress. A second denotation is
more ominous--shop naked because we are figuratively nude. Netscape and its clients
know everything about us, our personal flaws and most intimate attributes have been
stripped from us and are known to all. We are e-naked while we e-shop on the
Internet. The more we shop, the more exposed we become. As two observers
articulated, "Imagine walking through a mall where every store, unbeknownst to you,
placed a sign on your back. The sign tells every other store you visit exactly where
you have been, what you looked at, and what you purchased. Something very close to
this is possible on the Internet." [FN98] It is not only our online transactions that will
define us in cyberspace. Some Internet marketers, in an effort to be fully
comprehensive, will "[combine] information gathered from people online with vast
stores of data on *649 these same people kept by companies that compile traditional
mailing lists." [FN99] Indeed, "[a] series of initiatives . . . are converging to transform
the browse-and-surf Internet into a giant information exchange, one that features a
tug-of-war between consumers and Web sites for everything from e-mail addresses to
shoe sizes." [FN100] Paul Schwartz has described this as "the privacy horror show
currently existing in cyberspace." [FN101] In the future, even our home appliances
may contribute information to our marketing profiles. [FN102]
Sometimes data collected on us will be used to deny, rather than sell us material
things. [FN103] A newly formed debit credit bureau "will combine data from full
credit reports with demographics and other information 'mined' from various computer
sources. A computer-generated credit score will [then] determine whether a store
should accept an individual's debit card." [FN104] Related practices, involving use of
a person's banking, insurance, credit card, brokerage transactions records (and,
conceivably, cyber-indicia of race, age or religion) to determine whether she is too
risky a candidate to receive a loan or line of credit, have been christened "digital
redlining." [FN105] In other instances, data derived from a collective us will be used
to maximize certain types of popular content and minimize or eliminate features that
are less frequently accessed, thereby denying desired content to individuals with less
mainstream interests. [FN106]
*650 Commercial entities track which advertisements lure particular web swimmers
without warning us that in the process of learning about a product or service, we are
also educating merchants and advertisers about ourselves. In "real space," consumers
who might answer surveys or participate in focus groups could hardly do so without
some awareness that they were giving information or being observed. Sitting alone in
a room in our homes, with a computer we have purchased, swimming the web on time

we are paying for, is not an activity we would expect to have extensively monitored.
We might expect our online purchases to register and of course they do. But,
individual Internet services amass detailed records of who uses their sites, how the
sites are used, and can then cooperatively pool data "into a central database containing
digital dossiers on potentially every person who surfs the Web." [FN107] In fact, even
the act of placing objects in online "shopping carts," but later declining to purchase
them, is closely observed.
Using this information, online merchants can then devise ways to convert browsers to
buyers, such as by giving shoppers fewer opportunities to abandon purchases to
maximize impulse spending. [FN108] Borrowing (and trampling) a cliche familiar to
lawyers everywhere, this has been characterized as "'mak [ing] a consumer's purchase
decision as slippery a slope as possible." ' [FN109] One online department store
actually pursues shoppers who abandon large purchases, calling or e-mailing them to
try to close the sale, identifying them with information knowingly or unknowingly
provided. [FN110]
There is a snowball effect too. The more information an entity has about us, the more
they are able to collect. Information from credit card purveyors documents not only
our creditworthiness, but also our travels by recording airline or train tickets, rental
cars, gasoline purchases, and hotel charges. Information from food markets gives big
clues about our consumption of fat, sugar, red meat, cigarettes, and alcohol, as well as
how many servings of fruits and vegetables *651 we are likely imbibing. Simply
paying for a purchase by credit card may also provide the vendor with our social
security numbers. [FN111]
V. Manufacturing Demand
Web merchants lure women to putatively supportive sites, learn about our frailties and
desires in the context of the articles we read, the discussion groups we post to, the chat
rooms we visit (and what we say when we are there). In the guises of helpfulness and
sisterhood, they then use this information to sell us products and services, free of
targeted intervention, for which we have not expressed or entertained desires or needs.
[FN112] As Jerry Kang observed:
After all, personal information is what the spying business calls "intelligence," and
such "intelligence" helps shift the balance of power in favor of the party who wields it.
. . . [A]nother's control of our personal information can make us susceptible to a whole
range of ungenerous practices. It could subject us to influence that crosses the line
between persuasion and undue influence. Sophisticated advertisers, for example, do
not merely track consumer demand; they manufacture it outright. Detailed knowledge
of who we are and what we consume makes the job of preference fabrication that
much easier. [FN113]
The insidious effectiveness with which a marketer can infiltrate and co-opt a discreet
subculture is exemplified by Nike's successful campaign to market shoes to
skateboarders. [FN114] After discerning that skateboarders felt victimized by
intolerant police officers and local government officials, Nike produced an ad that
humorously asked what it would look like if other athletes were harassed and fined the
way skateboarders apparently routinely are. [FN115] By acknowledging and
harnessing feelings of persecution, Nike calculatedly transformed itself from an

enemy into a sympathizer, bringing the skaters "into the brand's fold." [FN116] The
one-to-one marketing possible over the Internet will give Nike and other companies
the power to ascertain, collect, monitor, and manipulate not only the emotions and
perceptions of subcultures, but also of individuals.
*652 Data mining, data aggregation, and data distribution in cyberspace also
perpetuate targeted "direct marketing" in real space. By acquiring and compiling
information about individuals, direct mailers can eschew mass mailings in favor of
customized pitches and marketing niches, improving their bottom lines. [FN117] No
trees are saved in the process, though. "Junk mailings" actually increased in 1998 and
appear to be stoked, rather than usurped, by the Internet and the information it
provides. [FN118]
It should be noted that some of the people deriving wealth from women accessing
these and other women-directed sites are in fact other women. While the folks making
millions from hardware and software are radically disproportionately male, the
consumer service and marketing aspects of e- commerce have brought cognizable
numbers of women into the web e-conomy. [FN119] Some argue that simply bringing
more women into the design, application, and evaluation of new technologies will
integrate women into cyberspace in a healthy, productive way. [FN120] We might
reasonably anticipate that just as the involvement *653 of smart, talented women in
enterprises such as Oxygen Media will result in better online content, the involvement
of women in developing technology will inevitably lead to better technology.
However, in both cases, the end result will be attempts to sell more goods and services
to women--either by advertising the goods and services on high quality women
oriented sites or through inventions embodying technology developed by women. The
assumption that being enticed to buy more things benefits women is bolstered, rather
than questioned. [FN121]
VI. Data Collection and the Meaning of "Female" in Cyberspace
Datum by datum, woman by woman, the cyber-definition of "female" is being
constructed. One observer remarked that reading about the behavioral studies and
statistical sum-ups that advertisers create made her feel like "a discarded lump of
target-audience Spam." [FN122] Compilers of her information will decide what she
means in cyberspace. [FN123] Derivative e- stereotypes, braced by a plenitude of
personal *654 information, will appear scientific and incontrovertible. [FN124]
Aggregations of data will certify to entities engaged in commerce:
This is what older cyber-women want to wear, that is what younger cyber-women
want to read, these are the toys that appeal to middle class cyber-women with
children, those are the hats and wigs likely to be purchased by cyber-women
undergoing chemotherapy.
Data collectors thus position themselves as interpreters of the popular will.
Women.com deserves special mention for proclaiming that it had conducted research
demonstrating that all women fall into one of six categories, or "psychographic
segments" for net marketing purposes: Pillars, Movers, Trendsetters, Believers,
Breadwinners, and Explorers. [FN125] Meanwhile, an advertising agency, with many
online clients, subdivides mothers into a mere four assemblages: June Cleaver: The
Sequel, Tug of War, Strong Shoulders, and Mothers of Invention. [FN126]

Additionally, online activities may also be monitored for social science research
purposes that may or may not have a direct relationship to commerce, making web
swimmers unwitting subjects of research without their consent. [FN127] Chat rooms
and "clickstreams" are tools that can be utilized for example, either by anthropologists
in academia or "industrial anthropologists" who are employed by companies to study
consumer behavior. [FN128] The advertising firm Ogilvy & Mather overtly recruits
"anthropology Ph.Ds who have 'no ideological or moral objections to
consumption/materialism." ' [FN129] Behavioral *655 scientists are also employed to
observe consumers and, ultimately, to persuade them to make certain purchasing
decisions. [FN130]
It has been argued that extensive, nonconsensual observation is in tension with human
dignity, in part because it interferes with exercises of choice and leads inexorably to
self-censorship. [FN131] Such observation can also sell a lot of sneakers. Nike
marketers embarked on "an ethnographic fact finding tour" of high school girls'
basketball in meet space, and based on its findings, the company invented a replica
girls' high school basketball team, which was "made the subject of intentionally lowbudget-looking commercials that document the team's arduous, unsung road to a
fictitious state championship." [FN132] Consumers found the faux authenticity very
convincing. [FN133] The ability to cheaply and efficiently collect reams of data in
cyberspace will enable much smaller, less wealthy companies to fabricate its own
targeted marketing campaigns.
Ironically, while we may be targeted individually for marketing purposes, the only
content that may ultimately be available to us is what is demonstrably popular to the
masses (via "clickstream" accretion), which we may find bland and unoriginal, or even
patently offensive. One journalist observed, "The more we learn about exactly how
much and why you like us, the less excuse we'll have to rely on our own judgment."
[FN134] He further noted:
In print publications, certain departments depend on an at best fragile feeling of
editorial obligation to keep them running; rare is the magazine that can justify a book
review section--not to mention, *656 say, dance or visual arts coverage--on readership
alone. Glamour magazine couldn't even justify continuing the only women-in-politics
column in a major women's mag, killing it last fall. Improved metrics could only
worsen this tendency. The online-media business is already founded on mealymouthed rationalizations about how editorial/business compromises--commerce links
next to articles, selling placements within search-engine results--are really just
foresighted, win-win strategies to empower users and give them what they want. As
we [journalists] get better and better at giving readers exactly what they want, what
will be the percentage in trying to give readers what we think they need? [FN135]
Desirable, online content may still be unavailable if we do not wish to provide
personal information. [FN136] Even when we are willing to capitulate, we may still be
denied access if we do not have a large enough income or fit other demographic
criteria. [FN137] According to at least one webtrepreneur, "[t]he Web of the future
will be all about 'coach, business and first class." ' [FN138] Consumers may be
categorized by variables such as income and purchasing habits. [FN139] Content
would be made available to them based on whether they occupied "basic, gold, [or]
platinum tiers." [FN140] Digital redlining can be "employed to determine who gets--

and who is excluded from--all kinds of opportunities like jobs, housing and
education." [FN141]
The use of e-data for e-stereotyping will not be limited to women. Dispersal and
collection of personal data online has comparable ramifications for cognizable
demographic groups such as racial minorities. [FN142] At present, companies are
more interested in "women" than they are in "minorities" per se because women do
most of the *657 shopping across racial lines. [FN143] As more racial minority
members gain Internet access, race specific sites will undoubtedly develop apace.
[FN144] These sites will likely feature quality content intended to draw the targeted
group to the site, where data will be collected and reactions to specific content
offerings will be measured and evaluated. [FN145] Site visitors will be exposed to
advertisements tailored by racial expectations and stereotypes, which in turn may be
"verified" or "fine-tuned" by data that is reaped. [FN146]
VII. Owning Our Data
One could argue that the right to privacy is a platform from which to wrest control of
our personal information. Certainly, a privacy-based approach would be doctrinally
preferable to those aghast and appalled at the prospect of expanding the scope of
intellectual property protection in the manner discussed below. However, it is not
*658 likely to be successful. [FN147] We certainly do not have personal information
privacy at the moment. We are not like Europeans, who are protected by "strict and
broad data privacy laws that protect personal information, like where a citizen lives,
what [s]he buys, and how much money [s]he makes." [FN148] The only recent data
protection law enacted in the United States protects only children.
A. The Children's Online Privacy Protection Act
The Children's Online Privacy Protection Act [FN149] ("COPPA" or "Act") was
passed in October of 1998. This Act requires a "website or online service directed to
children" to obtain verifiable "parental consent" prior to collecting individually
identifiable personal information from children under the age of thirteen. [FN150]
Parents are also to be provided access to personal information collected about their
children and the opportunity to prevent further use or collection of this personal
information. [FN151] Commercial web site operators are further required to "establish
and maintain reasonable procedures to protect the confidentiality, security, accuracy,
and integrity of personal information collected from children." [FN152]
The Federal Trade Commission ("FTC") is the agency charged with promulgating
regulations to implement COPPA. On October 20, 1999, the FTC issued the
Children's Online Privacy Protection Rule [FN153] *659 ("Rule"), which went into
effect on April 21, 2000. The Rule requires certain commercial web sites to obtain
parental consent before "collecting, using, or disclosing" personal information from
children under thirteen. FTC Chairman Robert Pitofsky asserted, "The rule meets the
mandates of the statute. It puts parents in control over the information collected from
their children online, and is flexible enough to accommodate the many business
practices and technological changes occurring on the Internet." [FN154] COPPA's
implementation was driven partly by a March 1998 survey of 212 commercial
children's web sites, which found that "while 89 percent of the sites collected personal

information from children, only 24 percent posted privacy policies, and only one
percent required parental consent [for] the collection or disclosure of children's
information." [FN155]
COPPA applies to commercial web sites and online services "directed to children that
collect[ ] personal information from children or . . . that ha [ve] actual knowledge that
[they are] collecting personal information from . . . child[ren]" under thirteen. [FN156]
These sites will be required to provide site-based notice about their policies with
respect to the collection, use, and disclosure of children's personal information, and
(with certain statutory exceptions) to obtain "verifiable parental consent" before
collecting, using or disclosing personal information from children. COPPA defines
"verifiable parental consent" as "any reasonable effort (taking into consideration
available technology) . . . to ensure that a parent of a child . . . authorizes the
collection, use, and disclosure" of a child's personal information. [FN157]
The Rule "temporarily adopts a 'sliding scale' approach that [enables] Web sites to
vary their consent methods based on the intended use[ ] of the child's information."
[FN158]
For a two-year period, use of the more reliable methods of consent [, such as] printand-send via postal mail or facsimile, use of a credit card or toll-free telephone
number, digital signature, or e-mail accompanied by a PIN or password[,] will be
required only for those activities that pose the greatest risks to the safety and privacy
of children--i.e., disclosing personal information to third parties or making it publicly
available through chatrooms or other interactive activities. [FN159]
*660 "For internal uses of information, such as an operator's marketing back to a child
based on the child's personal information, operators will be permitted to use e-mail, as
long as additional steps are taken to ensure that the parent is providing consent."
[FN160] The Rule requires operators to "give the parent the option to consent to the
collection and use of the child's personal information without consenting to disclosure
of his or her personal information to third parties." [FN161]
However, the Rule also "sets forth several exceptions to the requirement of prior
parental consent that permit operators to collect a child's e-mail address for certain
purposes." [FN162] "For example, no consent is required to respond to a one-time
request by a child for 'homework help' or other information." [FN163] "In addition, an
operator can enter a child into a contest or send a child an online newsletter as long as
the parent is given notice of these practices and an opportunity to prevent further use
of the child's information." [FN164] "The Federal Register notice accompanying the
[R]ule makes clear that [it] covers only information submitted online, . . . not
information requested online but submitted offline." [FN165] This exception creates a
potentially large loophole through which companies can circumvent COPPA
strictures. [FN166] Moreover, the "personal information" referenced in *661 COPPA
is defined as "individually identifiable information about an individual collected
online." [FN167] Asking a child about her age, gender, height, weight, grade in
school, interests, habits, hobbies, pets, friends, zip code, even her first name (only)
and then recording her preferences and movements online would not be susceptible to
COPPA regulations as long as her first and last name, address, phone number, or other
contact information was not solicited. [FN168]
Additionally, the Rule makes clear that schools can act as parents' agents, or as

intermediaries, between web sites and parents in the notice and consent process.
[FN169] In an age of advertisements, corporate sponsorships, product placements, and
Channel One in schools, this loophole is potentially cause for concern. [FN170]
Companies may seek to trade cash for student access and data, and schools are
empirically likely to acquiesce. [FN171] America Online ("AOL") has offered free
service to schools nationwide, purportedly to build brand loyalty and create *662 a
generation of future AOL customers. [FN172] AOL claims that no marketing
information will be gathered on students because they will use only a first name and a
password to access the service in school. [FN173] However, while it is possible that
personally identifiable information will not be collected, it defies credulity that AOL
will pass up a golden opportunity to collect aggregate marketing information about
school children utilizing this "free" access. While few web marketers wanted to
openly oppose the viscerally appealing concept of protecting children online, most
argued that COPPA should impose the least restrictive consent requirements possible,
and successfully opposed parental control of data after consent has been obtained.
[FN174]
B. The European Union's Data Protection Directive
Ultimately, in terms of protecting the privacy of personal information, COPPA
compares unfavorably to the European Union's Data Protection Directive
("Directive"). The Directive requires entities collecting data to inform citizens what
their data will be used for, provide citizens free access to data about themselves, the
ability to correct false information, and notice and opportunity to "opt out" of data
transfers to third parties. [FN175] European citizens have the specifically enumerated
right:
*663 [To] object, on request and free of charge, to the processing of personal data
relating to him which the controller anticipates being processed for the purposes of
direct marketing, or to be informed before personal data are disclosed for the first time
to third parties or used on their behalf for the purposes of direct marketing, and to be
expressly offered the right to object free of charge to such disclosures or uses.
[FN176]
The Directive is premised on "the fundamental idea that 'my' personal information is
none of 'your' business." [FN177] It "treats privacy as a basic human right and seeks to
protect individuals against violations of the right . . . and says to other countries that it
is none of their business to intrude on the privacy rights of persons in the European
Union." [FN178] By contrast, "the United States does not have a single,
comprehensive privacy law or agency charged with administering such laws,"
[FN179] reflecting a nation more concerned with commerce and less with individual
rights. [FN180] The Directive gives more data privacy protection to European adults
than COPPA gives to American children. Possible explanations for the differences
between the data privacy regulatory cultures in the United States and Europe include
hypotheses that Americans are more trusting of the private sector; that Americans
believe the mass media will expose market sector privacy abuses; that Americans
believe technology can solve the problem; and that *664 Americans are more wary of
government regulation. [FN181] Europeans, it is posited, prefer to err on the side of
overprotection of personal data because they view informational privacy as a

fundamental right of citizens. [FN182] Americans, on the other hand, "are more likely
to cherish the principles embodied in the First Amendment--which favors a free flow
of information--as fundamental human rights." [FN183]
The European Union's Data Protection Directive is intensely disliked by American
companies that do not want to comply with it when engaging in e- commerce
overseas. [FN184] They are specifically concerned about provisions that give
individuals and private organizations the right to sue companies that do not provide
adequate privacy protections. [FN185] United States' commercial interests are pushing
for the ability to have access to European data, while agreeing only to self-regulation,
and to have "safe harbor" status for certain business practices. [FN186] These
discordant views of privacy oversight are currently the subject of international
negotiation. [FN187] Even if the safe harbor approach is adopted, as appears likely,
Americans will not get the same privacy protections as Europeans, rendering us, from
a privacy standpoint, "second-class citizens in [our] own country." [FN188]
*665 C. The United States' Approach to Privacy Protection
The United States' legislative approach to informational privacy is best described as
piecemeal. By way of illustration, cable subscription records and video rental records
have statutory privacy protections, but medical records do not. [FN189] As a result of
the gaping holes in privacy protection, information about us circulates widely without
our control, or even our awareness:
Finding out what agencies have information on you is tricky--if not impossible. The
number of bureaus that have the potential to get information on you has soared amid
technological advances that have made data processing cheaper and faster than ever.
The spread of personal information is also facilitated by so-called information brokers,
who make it worth the major credit bureaus' while to sell data. These brokers buy data
in bulk and then sell it in smaller, more affordable portions to other agencies. Smaller
agencies have also been empowered by information-sharing with their clients. If you
bounce a check at Macy's, for example, the department store will share that fact with a
monitoring service. That service, in turn, will warn Bloomingdale's when you try and
write a check there. [FN190]
Players in the information industry, who profitably buy, collect, and sell huge data
banks of personal information about Americans, have successfully lobbied against
government regulation of most of their practices. [FN191] The Clinton administration
asserted that "U.S. companies should not be forced to give people access to personal
information about themselves" and actively opposed the adoption of broad privacy
safeguards. [FN192] When President Clinton spoke in favor of consumer *666
privacy, his focus was primarily on individual financial information and medical
records, rather than general personal data. [FN193] While he has, on occasion, spoken
in favor of expanding general consumer privacy, he has not backed his words with
actions. [FN194] Quite the contrary, his administration recently declined to support a
proposal by the Federal Trade Commission for Internet consumer privacy legislation.
[FN195]
Members of Congress who express concern about data privacy seem primarily focused
on potential privacy violations by the government and do not seem troubled by
intrusions by commercial entities. *667 [ FN196] Congress has promulgated statutory

restraints upon law enforcement's ability to collect data related to phone records,
[FN197] cable subscriber records, [FN198] video rental records, [FN199] credit
reports, [FN200] and medical records. [FN201] It also enacted the Driver's Privacy
Protection Act, [FN202] which prohibits state motor vehicle registration agencies
from disclosing personal information about its drivers without their express *668
consent. [FN203] These are all prohibitions on the "jackbooted thugs" of government
and largely do not affect the jackboot-selling agents of commerce, except to the extent
private entities acquire data from government sources. The Privacy Act of 1974,
[FN204] the United States' most comprehensive privacy law to date, addresses the
automation of records held on individuals by the federal and state governments, but
not those gathered by private entities. [FN205]
1. Self-Regulation
In July of 1999, the FTC released a report entitled "Self-Regulation and Privacy
Online: A Report to Congress." [FN206] The FTC concluded that "legislation to
address online privacy is not appropriate at this time" because "self-regulation is the
least intrusive and most efficient means to ensure fair information practices [online],
given the rapidly evolving nature of the Internet and computer technology." [FN207]
By May of 2000, however, the FTC appeared less enamored of self-regulation, and
voted to ask Congress for new regulatory powers over collection and use of consumer
information on the Internet. [FN208] The FTC actually floated a proposal for
legislation to protect consumer privacy on the Internet, but it was rejected by both the
Republican-*669 controlled Congress and the Clinton administration. [FN209] The
FTC's newfound interest in consumer privacy originated not out of an independent
concern for individual informational integrity, but as a result of trepidation that
privacy concerns hamper the growth of online retail sales. [FN210]
Private sector efforts at self-regulation have emerged, including "seal" programs such
as those administered by TRUSTe, [FN211] the Better Business Bureau's Online
Privacy Program [FN212] ("BBBOnLine"), and the Online Privacy Alliance. [FN213]
Commercial web sites that carry an online "seal," a unique logo, purport to subscribe
to a corresponding set of privacy principles articulated by the organization providing
the seal. [FN214] Use of such seals is not particularly widespread at present. [FN215]
*670 Moreover, purveyors of seals may be paid by sites to post their symbol, which
presents an inherent conflict of interest. Giving a web site a poor privacy rating may
lower consumer participation and the site's revenues. [FN216] In addition, the efficacy
of TRUSTe in particular appears dubious. A security expert discovered that TRUSTe
licensee RealNetworks [FN217] was secretly collecting personally identifiable
information on what users were playing and recording from consumers using its
RealJukebox software. [FN218] RealNetworks did not disclose its extensive
information gathering practices in the long privacy policy posted on its web site, nor
in the licensing agreement users approved when installing the RealJukebox program.
[FN219] TRUSTe distinguished the RealJukebox software from the RealNetworks site
where the software was downloaded. [FN220] TRUSTe maintained that the web site
was what had earned the TRUSTe seal and the software available at the site was
outside of the seal's purview. [FN221] TRUSTe's CEO has publicly conceded that
even a site that collects consumers' e-mail addresses and then sells them to a direct-

marketing company could *671 "earn" the TRUSTe seal. [FN222] He also conceded
that TRUSTe has never removed its seal from a site for bad behavior and that very
few sites get rejected from the seal program. [FN223]
The pressure on privacy seal companies to keep their privacy requirements mild and
corporate friendly is illustrated by an exchange between BBBOnLine and eBay,
[FN224] the online auction company. [FN225] After BBBOnLine investigated a
consumer complaint against eBay, it rendered a decision criticizing eBay for not
informing eBay users what purposes their personal information was being used for in
some contexts. [FN226] The decision concluded that eBay needed to take corrective
action to conform to BBBOnLine privacy policies. [FN227] In response, eBay stated
that it believed that BBBOnLine had "erroneously accepted" the consumer complaint,
had "subsequently mishandled resolution of the complaint," and had "demonstrated its
complete lack of understanding of both the Internet and software." [FN228] After
pointing out that it far preferred the resolution of this issue proffered by TRUSTe,
eBay concluded its diatribe against BBBOnLine by announcing "[I]t is with great
regret that eBay announces that it will withdraw from the BBBOnLine program,
should this matter not be satisfactorily resolved." [FN229] If other BBBOnLine
participants take criticism as poorly as eBay, BBBOnLine will have to choose
between maintaining a credible seal with fewer subscribers, or watering down its
privacy policies and enforcement practices. Overall, there is little reason to hope that
seal programs, as currently constituted, will advance informational privacy very far.
[FN230]
*672 2. Asking Big Brother for Assistance
Opinion polls have indicated the public's desire for government regulation of online
data collection. [FN231] However, even if the government could be persuaded to
protect consumer data, it is uncertain what the scope and nature of that protection
would ultimately be. [FN232] Not everyone is comfortable having the government
make decisions about who gets access to our personal information. As one
commentator noted:
It's ironic that Americans are asking for privacy protection from the same government
that has in the last few years expanded electronic surveillance beyond Richard Nixon's
wildest dreams--always with an appeal to public fear and mistrust. Federal agencies
are creating centralized databases to track every new job hire in the country (to catch
illegal immigrants and deadbeat dads), to make sure that welfare recipients don't
overstay their five years by changing states and to provide instant "terrorist" profiling
to airport security agents. The country has not hesitated in the last few years to wipe
out the civil liberties of whole swaths of the population in futile gropes for greater
public security that's never attained. [FN233]
In the name of curbing crimes such as terrorism, identity theft, and retail fraud, the
government actively thwarts sales and development of technology that would improve
privacy in electronic communications. [FN234] The government often seems as eager
as commercial *673 entities to collect information about citizens. [FN235] For
example, it was recently reported that a company that built a national database of
driver's license photographs received extensive financial support from Congress and
technical assistance from the United States Secret Service. [FN236] In the closing

days of the 105th Congress, the Clinton Administration proposed that the federal
government's "New Hires" database, ostensibly authorized to track down parents who
were failing to pay child support, be made available to the Department of Education
for tracking down defaulting student loan holders. [FN237] Personal information is as
attractive to the government as it is to the private sector. [FN238] As one observer
noted, "Now that financial data are compiled and stored digitally, it is cheap, easy, and
tempting for the government to cast a wider and wider financial dragnet to build
increasingly intrusive computer profiles of citizens." [FN239]
3. Bartering Information for Access
Along with asserting that collecting our data helps commercial interests serve us better
and perpetuates "female empowerment," [FN240] web site merchants also argue that
if consumers accept an offer for free content in exchange for personal information,
there is an information exchange that does not infringe upon privacy interests.
[FN241] This would be a reasonable position if the terms of the exchange are
mutually understood and agreed upon, and if the freely conferred information is not
subsequently divulged to others, nor used for any unintended, undisclosed purposes.
However, as Jerry Kang noted, "For numerous reasons, such as transaction costs,
individuals and information collectors do not generally negotiate and conclude express
privacy contracts before engaging in each and every cyberspace transaction." [FN242]
In a related vein, Paul Schwartz has pointed out that that the cyberspace use of
personal data "helps set the terms under which we *674 participate in social and
political life and the meaning that we attribute to information- control." [FN243] By
this, he means that "consenting" to the terms and conditions of web site access or an
Internet transaction superficially appears to represent an informed "exercise of selfreliant choice." [FN244] However, these terms and conditions are offered on a take-itor-leave-it basis, which severely constrains consumer choice, and "locks in" a low
level of privacy. [FN245]
Even if consumers were able and willing to bargain over collection and disclosure of
their personal information in an intelligent and informed fashion, data collectors may,
for efficacy and utility reasons, be disinclined toward negotiating with consumers in a
transparent and straightforward manner. [FN246] American data merchants are
generally loathe to rely exclusively on voluntary "information exchanges." This
dislike is based on empirical evidence that when individuals are directly and openly
confronted with a request for information, they are unwilling to part with it without
compensation and may not agree to divulge it at all. [FN247] For example, people
resist filling out online registration forms, which seem invasive, and do not have a real
space counterpart. [FN248] As one commentator noted, "Imagine going to a 7- Eleven
to buy a can of Coke, and having to fill out a registration form that asks you about
marital status." [FN249]
Jerry Kang has persuasively argued that individuals do not generally have enough
information to know the value of their personal data. [FN250] Perhaps we do not feel
"robbed" when it is taken, but many people do feel invaded at some level. Recent
studies have indicated that "Internet users are increasingly uncomfortable with the
amount of personal data gathered by online companies . . . as online companies [are]
becom[ing] more aggressive about collecting that information." *675 [ FN251] One

study found that 87% of people online want "complete control" over their personal
data. [FN252] Jerry Berman and Deirdre Mulligan recounted:
[S]everal recent incidents involving the sale and disclosure of what many perceive as
less sensitive information indicate a rising of privacy concerns among the public. In
recent years, a number of corporations . . . have learned the hard way that consumers
are prepared to protest against services that appear to infringe on their privacy. In
1996, public criticism forced Lexis-Nexis to withdraw a service known as P-Trak,
which granted easy online access to a database of millions of individuals' Social
Security numbers. Also in 1996, Yahoo faced a public outcry over its People Search
service. The service, jointly run with a marketing list vendor, would have allowed Net
searchers to put an instant finger on 175 million people, all culled from commercial
mailing lists. After hearing the complaints, Yahoo decided to delete 85 million records
containing unlisted home addresses. During August of 1997, American Online
("AOL") announced plans to disclose its subscribers' telephone numbers to business
partners for telemarketing. AOL heard loud objections from subscribers and advocates
opposed to this unilateral change in the "terms of service agreement" covering the use
and disclosure of personal information. In response, AOL decided not to follow
through with its proposal. [FN253]
Moreover, an April 2000 study by a market research firm determined that "[a] notable
92% of online households agree or agree strongly with the statement, 'I don't trust
companies to keep personal information about me confidential, no matter what they
promise." ' [FN254] This mistrust is not misplaced. By way of illustration, "Gizmoz"
is a technology that "uses consumers to pass along marketing messages and content
embedded in email to develop a 'viral network." ' [FN255] "Viral *676 marketing" is a
technique used to spread information from person to person like a virus, so that
consumers are provided with incentives to effectively become part of a company's
sales force, and pass marketing messages to their friends and acquaintances. [FN256]
Gizmoz's technology then leaves an electronic trail that marketers can follow to see
where content and promotions go. [FN257] A major Gizmoz investor publicly
asserted that "privacy is a key concern of Gizmoz and the company does not request
nor pass on private information about individuals." [FN258] Gizmoz's terms-ofservice agreement tells a very different story, stating that users "should not have an
expectation of privacy in (their) account." [FN259]
Allowing a user to opt in to a data collections scheme puts a web swimmer on notice
that she is being watched and followed, and gives her the opportunity to obfuscate or
to say no to such practices. However, if she accedes to a site's practices, knowing that
her "clickstream" is being observed and recorded will cause her to self-censor,
compromising the data collected. [FN260] Passive, sub rosa data collection techniques
are therefore preferred by database assemblers to straightforward requests for personal
information, as they do not cost anything, nor draw attention to the nature or scope of
the data mining that is occurring. Passive collection may also prove more accurate, as
"[s] urvey after survey has indicated that online users resent being asked for personal
information, don't trust companies that do ask for such information and often--as
much as 25 percent of the time--enter false information when prompted for personal
details." [FN261]
Ironically, the commercial enterprises so eager to collect or take advantage of

consumer data collections hypocritically object when data is collected by others about
their consumer bases or commercial activities. In some instances, web publishers and
advertising agencies quarrel with each other concerning exclusive ownership of our
*677 data. [FN262] Once companies have assembled databases, many would like to
impose criminal penalties on others that steal "their" information. [FN263] Of course,
even though corporations may not be able to protect their data by invoking a right to
privacy, they are able to do so using contract, tort, and intellectual property law.
[FN264] As Jerry Kang has pointed out:
[A] potent array of unfair competition, trade secret, patent, trademark, and copyright
law, in addition to confidentiality agreements, support an institution's ability to control
various types of information identifiable to itself. In addition, collective entities often
have the wherewithal to employ self-help security measures so that information in
their control flows only in ways they choose. [FN265]
The possibility of giving individuals similar tools to control our personal information
is explored at the end of this article.
VIII. The Propertization of Privacy: Privacy As a Marketable Good
A. Ad-Blocking Software
Web software to block advertising is already available and attractive to some web
swimmers. In addition to keeping advertisements off their screens, "ad- blocking
software can mean faster performance. Files that contain ads laden with graphics and
animation take far longer to load than files with text." [FN266] Ad-blocking utility
programs sometimes include firewalls intended to prevent intrusions by hackers and
other features that limit or prevent web sites from collecting "clickstream" data
through cookie files. [FN267]
Not surprisingly, most web site operators and advertisers generally both fear and
oppose ad-blocking software, maintaining that it will "clog their revenue stream, and
challenge the fundamental structure of the emerging Internet industry." [FN268] Use
of such software is characterized not only as unfair but practically bigoted. As one
webtrepeneur *678 stated, "The audience already allows overt advertising in
mainstream media, so they must be tolerant in the context of the online model as
well." [FN269] Another maligns the desire for privacy as deviant and dishonest,
analogizing ad-blocking to shoplifting, and asserts that his site uses "software code
that prevents anyone using an ad blocker from even logging onto the company's site."
[FN270] Ad- blocking software poses very high risks for some companies. For
example, when CDNow's marketing budget was divided by the number of people who
make purchases from the site, the result indicated that the company was spending $45
in advertising to attract each paying customer. [FN271] Some data collection
techniques are kept intentionally surreptitious, so that web swimmers seeking data
privacy will not even know what to avoid. For example, one simple animated mouse
pointer has been secretly tracking its users' web travels on behalf of companies such as
Yahoo, Lycos, theglobe.com, Warner Bros., Universal Studios, RealNetworks,
MindSpring, M&M/Mars, MSNBC, Energizer, CNET, Comedy Central, United
Media, and Universal Press Syndicate. [FN272] As is sadly typical with many
electronic data collection techniques, this practice was exposed, rather than disclosed.

If an independent software analyst had not figured out that Comet Systems was using
its cursor software for web tracking purposes, the public would still be unaware that
this was occurring. [FN273]
B. Cookie Disablement
"Cookies" in the cyber context are data files created on our own computer hard drives
when we visit a web site. [FN274] Cookie files contain unique tracking numbers that
can be read by the web site, and advertising servers, tracking us as we swim from one
web page to another. [FN275] The technologically proficient can set our Internet
browsers to refuse *679 cookies, but sites that use cookie files, which includes almost
all commercial sites, will then refuse us access. [FN276]
C. Consequences of Self Help in Protecting Our Privacy
Average web swimmers are aware of some technological solutions to data collection
techniques, such as ad-blocking software and cookie disablement. These solutions
theoretically exist for people who like to look at advertisements, but do not want their
movements through commercial cyberspace tracked and recorded, as well as for those
who prefer to avoid advertisements altogether. However, such "self help" is easily
thwarted by web site operators who will simply refuse access to web swimmers who
will not submit to banner ads and cookie files. [FN277] Unless web sites are required
to accept visitors who block ads and/or refuse cookies, technology will not effectively
or consistently protect consumer privacy without effecting access. Given the
opposition to regulating the Internet, which flows from so many quarters, imposition
of such requirements seem highly unlikely. Similarly, use of "anonymizers," [FN278]
to the extent they are even held to be legal, could be blocked by web sites. [FN279]
Web sites can require confirmation of identity before allowing access if they so
choose. Some types of cyberspace transactions make anonymity impractical anyway.
For example, when we purchase goods and services, we have to pay for them and
provide an address for delivery. This requirement could be avoided through extensive
pre-planning, but most people are not likely to be prepared to shoulder the burdens of
losing access to some sites, navigating the *680 complexities of an anonymous
payment system such as digital cash, and obtaining real space "mail drops" for
delivery of tangible goods, in order to avoid disclosing personal data online. As Paul
Schwartz observed:
For the current online industry . . . personal information largely has the quality of
nonrivalrous consumption, which means that one firm's utilization of it does not leave
any less for any other company. As a result, almost all major Internet enterprises and
computer companies benefit from developing standards, including new technology,
that preserve the current status quo of maximum information disclosure. [FN280]
Data collections will lock in low levels of privacy through collaborative standard
setting, forcing consumers to choose between informational privacy and the Internet.
[FN281]
D. Buying Back Our Privacy
Another technological solution involves companies called "infomediaries." These
companies will, for a price, provide security mechanisms that help consumers "regain

control" over who purchases their personal data and for what purpose. [FN282] This
service takes the quixotic experience of having to pay extra to have a phone company
not publish your telephone number to new extremes. It would require us to buy back
control of our personal data and means that we would have to make decisions about
how much information privacy we can afford. It would also force us to trust a
commercial entity to manage our personal information for us and to forgo the enticing
profits that exploitation of our data would offer.
Moreover, relying upon technology or technological changes to prevent the
distribution of personal data is likely to provide more information privacy for
wealthier, better educated web swimmers, and less for poorer, less computer savvy
members of the population. Some "privacy rating" services are available to consumers
for free, but are either beholden to the sites that they rate for income, which creates a
conflict of interest, or they subject users to advertising and give marketers *681 access
to user lists. [FN283] As Peter Swire and Robert Litan have noted:
It can be daunting for an individual consumer to bargain with a distant Internet
merchant or a telephone company about the desired level of privacy. To be successful,
bargaining might take time, effort, and considerable expertise in privacy issues. Even
then, the company might not change its practices. Even worse, a bargain once reached
might be violated by the company, which knows that violations will be hard for the
customer to detect. [FN284]
E. Opting Out of Data Collection
Another purported solution to protect privacy compromised by data collection is
allowing a web swimmer to "opt out" by filling out a form (online or on paper) asking
web entities not to disseminate personal information. [FN285] This option places the
burden on consumers to be constantly vigilant and possibly fill out a form for every
web site visited, which could quickly get onerous. [FN286] Compounding the
arduousness of any attempt at uniform and consistent opting out is the fact that some
sites for services may require consumers to assert "privacy preferences" more than
once. [FN287] For example, AOL requires subscribers desiring personal information
privacy to fill out an opt out form once a year. [FN288] If they do not submit timely
annual renewal forms, their privacy preferences "expire" and information collected
from their AOL usage may be sold to marketers and other interested parties. [FN289]
Additionally, large-scale data compiler DoubleClick's opt out system was recently
determined to be "ineffective" with certain versions *682 of the Netscape
Communications web browser. [FN290] Preferences for high security were reverting
back to low security without notice to the user. [FN291] People who had affirmatively
opted out of data collection schemes were secretly, and involuntarily, opted back in to
them. [FN292]
Additionally, opting out of a data collection and distribution framework may fence the
privacy-seeking web swimmer off from content or other perquisites of a site. The
iWon website's so-called privacy policy aptly illustrates this capability. [FN293] One
may access the website without providing personally identifiable information, but
failing to provide such information renders one ineligible for the "free" daily, weekly,
monthly, and yearly drawings and prize giveaways, the only reason most people
would access the site in the first place. [FN294] The iWon Privacy Policy site touts its

TRUSTe seal and then states in pertinent part:
During registration, iWon collects personal information including your name, address,
email address, birth date, gender, zip code and phone number. After providing iWon
with this information, you are no longer anonymous. You do not have to provide any
personal information to use the iWon service. However, if you choose to withhold
requested information, you will not be registered and you will not earn entries into the
iWon Sweepstakes when using iWon. In addition, we may not be able to provide you
with some of the other services dependent upon the collection of such information,
such as a personalized home page. [FN295]
The entire policy is rather lengthy and discloses that iWon will do just about anything
it pleases with our data, including matching it with personally identifiable consumer
data collected by other entities and selling it. [FN296] The company is therefore
unlikely to jeopardize its TRUSTe seal by not complying with its stated privacy
policy, as it would be virtually impossible for iWon to do anything that ran afoul of its
stunningly broad self proscribed privacy mandate. Just in case iWon changes its mind,
it reserves the right to modify its privacy policy at *683 any time. [FN297] The only
way site users will learn of the change is by constantly monitoring the policy and
comparing it to earlier versions. [FN298]
F. Opting In
The mirror image of "opt out" is "opt in," which puts the burden on a data collector to
get an individual's approval of the data harvesting. Mandatory opt in is one approach
to privacy promoted by some online privacy advocates. However, when and how it
could be implemented is unclear. A federal appeals court recently concluded that an
FCC regulation requiring phone companies to secure opt in style consent from
customers before using their personal information for commercial purposes violated
the phone companies First Amendment free speech rights. [FN299] Moreover, an opt
in scenario would be efficacious only if full disclosures of the nature and scope of the
data collection were made, with the ability to opt out of any objectionable portions of
whatever plans a web site has for the data.
If sites can exclude web swimmers unwilling to fully opt in to data collection
schemes, this approach will not solve anything. We will be required to opt in before
we can access content and fully utilize desirable aspects of the Internet. Any freedom
of choice associated with opting in will be illusory. Moreover, an opt in approach does
not solve the problems posed by our inability to value our own data. [FN300] It also
raises legitimate concerns for data collectors about the accuracy of data that is
permissively and transparently obtained. [FN301]
IX. Machiavelli in Cyberspace: The Possibility That Another Wrong Can Make
Things Right
Politicians and judges who may be unwilling to safeguard personal privacy are
downright enthusiastic about protecting intellectual *684 property. This enthusiasm, if
appropriately channeled, could allow the intellectual property framework to provide
structural support for personal information privacy. The definition and scope of
intellectual property is expanding at a rapid rate. In addition to the apocryphal "better
mousetrap," patents now "protect" plants, animals, and even business methods.

[FN302] Copyrights accrue to minimally original expressive works at the moment of
creation, usually lasting 70 years from the deaths of their creators. [FN303]
Copyrights are increasingly treated as ordinary chattel. [FN304] Both patents and
copyrights can be bought, sold, or licensed like tangible goods. [FN305]
Trademarks have evolved into intangible commercial property that can be defended
not only against infringement, but also against trespasses such as "blurring" and
"tarnishment." [FN306] Product packaging and the not- particularly-original layouts
and design schemes of stores and restaurants are protectable as "trade dress." [FN307]
Ideas, methods, inventions, processes, and even vendor and customer lists that are not
eligible for formal intellectual property protection can still be proprietary as "trade
secrets." [FN308] Initiatives to more rigorously protect data collections, which are
already partially covered by copyrights, have been unsuccessful, but are still ongoing.
[FN309]
This expansion of the scope of proprietary intellectual property is detrimental to
society, and fundamentally wrong. However, the tide seems irreversible. Jessica
Litman observed that:
Commodification is the preeminent engine of progress. Transforming ephemeral
figments into saleable property is a patriotic act, and the fact, without more, that an
offer to sell something will *685 find customers is reason enough to sanction its
appropriation from the commons. There has been inexorable pressure to recognize as
an axiom the principle that if something appears to have substantial value to someone,
the law must and should protect it as property. [FN310]
If the rigid commodification of information is indeed inevitable, perhaps it is time for
individuals to appropriate the intellectual property framework so eagerly constructed
by corporate interests, and to seek control of the data we generate and a share of the
proceeds this information produces. We must assert proprietary interests in ourselves
and hoist consumer data merchants by their own cyber-petards. We must definitively
establish that consumer information is intellectual property that belongs to the
consumers themselves. Rosemary Coombe has trenchantly observed that:
To read a book, listen to a song, scan an encyclopedia, pass along a newspaper article
to a friend, exchange recipes and furniture-finishing instructions with a neighbor-these were communicational activities encouraged within liberal democracies with an
Enlightenment faith in the progress of arts and sciences. The same activities may well
be deemed forms of theft--illegal trespassing upon private property--in the digital
environment. [FN311]
If the expanding scope of intellectual property will burden our ability to share with
each other in cyberspace, then we should not freely share our information with
business enterprises that drive this expansion of intellectual property rights in
cyberspace and then claim our data as their intellectual property, simply by virtue of
their having collected it from us. Our rights to our own personal information can be
deemed to flow from an amalgam of the law of copyrights, trademarks, and the right
of publicity. When Congress inevitably passes a sui generis data protection scheme,
ideally we will have a specific, legislatively enacted ability to reap the financial
rewards of our personae. [FN312]

A. Rewarding the Sweat of the Wrong Brows
Legislation under consideration seeks to establish the rights to our data, not in
ourselves, but in the first corporate entity to gather it. The legislation would prevent
the commercial extraction of use of quantitatively or qualitatively substantial parts of
a collection of information,*686 gathered or maintained by another, so as to harm the
actual or potential market for a product or service containing that collection of
information. [FN313] In other words, this data protection legislation would give the
first entity to collect our personal information a cause of action against a second entity
that "extracted it" from the collection without permission. Our collected personal data
would therefore transmogrify into the first entity's property. These property rights
would putatively arise as compensation for the "sweat of the brow" generating labor
that the first entity engaged in while collecting our data. [FN314] Data merchants
assert that they own our data by virtue of their investment in building and developing
"information assets." [FN315] Jessica Litman stated:
Data mining--the collection, extraction, correlation, categorization, and sale of
identifying personal data--claims to be a new engine of breathtaking economic
growth. The miners are seeking intellectual property protection for their collections of
information about whose eyeballs are valuable to whom. It is no wonder that
advertisers feel proprietary about our eyeballs. From their viewpoint, those are their
eyeballs. They paid for them. [FN316]
But what about the perspiration generating efforts we exude while "creating" our data,
living our lives? We must work to create employment records, visit (and remunerate)
physicians to produce medical records, register for Social Security numbers, pay to
obtain and maintain phone numbers and e-mail accounts. A single real space visit to
the Department of Motor Vehicles to obtain a Driver's License or register a car
requires a lot more time and effort than compiling thousands of cookie file results.
Why should collecting data about the arrival of a new baby give birth to a property
right in the information, if 24 hours of excruciating labor does not? Why, when we ask
a company*687 where it obtained personal information about us, should we accept
answers like "it's proprietary" or "we won't tell you" ? [FN317]
B. Turning a Wrong Into a "Right"
Simply put, if information about us is to be bought and sold, the initial purchase
should be from us, since we are the ultimate content providers. If intangible property
rights are rewards for the effort expended in creating the thing to be protected, we are
entitled to ownership of our personal information. [FN318] As owners, we should get
royalties every time our data is used or transferred for commercial purposes, and these
transactions should transpire only with our affirmative consent. Like companies
protecting their intellectual property, we ought to be further entitled to veto power
over use of our names and attendant information. [FN319] With this power, we can
prevent our names from being used by companies that annoy or offend us because "the
unauthorized use of an individual's persona potentially poses the maximum harm to
[that individual] when the persona is being appropriated in an objectionable context or
for an objectionable purpose." [FN320] Europeans may have the precept of privacy to
defend themselves against direct marketers, but here in the United States, apparently
only property rights get respected and protected. For this reason, we need to assert and

defend property rights in ourselves. While *688 the common law tort-based
misappropriation doctrine might be of some use to protect our data, if corporate
intellectual property owners can seek recourse in the federal courts, then we should be
able to also. [FN321] The legal and social mores that create an information subsidy in
favor of data collectors should end.
Several economists have proposed "granting individuals property rights in their
personal information as a way of resolving the data privacy controversy." [FN322] In
discussing this proposal, Pamela Samuelson observed:
Given the fact that the market in personal information is already very substantial and
personal data are commercially valuable, the idea of granting individuals property
rights in their personal information is perhaps not as radical as it might initially seem.
Propertizing personal information would merely extend this market and give members
of the public some control, which they currently lack, over the traffic in personal data.
[FN323]
Samuelson has also articulated some of the difficulties she sees in recognizing
property rights in personal data, including the need for a complex bureaucratic
infrastructure to enable efficient market transactions in data, and doctrinal conflicts
with rights-based conceptions of privacy. [FN324] She has expressed particular
concern that a property rights approach to personal data protection would establish a
new form of intellectual property right in information which would be at odds with
fundamental intellectual property principles (promotion of *689 science and the useful
arts), further straining the already fragmenting coherence of intellectual property law.
[FN325]
Instead, she favors consideration of alternatives for promoting information privacy
such as promulgation of modified trade secrecy default rules. [FN326] She has
asserted that, "The general rule of trade secrecy licensing law is that if the licensor has
provided data to another for a particular purpose, the data cannot be used for other
purposes without obtaining permission for the new uses." [FN327] Licensing law, she
has argued, generally accommodates the reasonable expectations of the parties, allows
reasonable enforcement of implicit limitations on use where appropriate, and permits
revocation for material breach of terms. [FN328]
Along similar lines, Eugene Volokh has expressed a preference for a contract- based
approach to information privacy, at least as an alternative to the propertization of
personal data. [FN329] Volokh's particular concern is the detrimental effect on free
speech that ownership of information can have. [FN330] Volokh has noted that
promises not to reveal information in the form of contracts not to speak are
enforceable, and do not conflict with First Amendment free speech protections, even
when such contracts are implicit. [FN331] He also asserted that statutory default rules
could clarify obligations concerning the use and disclosure of data, and are preferable
to leaving the courts to guess about what was assumed or expected with respect to
personal information. [FN332] Volokh concluded that the great free speech advantage
of the contract model of information privacy does not endorse any right to stop people
from speaking about each other. [FN333] Instead, he argued, it simply endorses a right
to stop people from violating their promises. [FN334] He noted that there are two
limitations to this approach: people can restrict use and disclosure of information
("speech") only *690 by parties with whom they have a contract to do so; and parties

can waive (or compel waiver) of speech-restricting contract terms. [FN335]
While both Samuelson and Volokh raise important concerns about propertizing data, it
is not clear that a contract or licensing based approach can truly avoid the pitfalls they
describe. One cannot usually bargain over the sale or lease of something without
conceptualizing it at some level as a good or service. To the extent personal data is
treated as a good in licensing or contract negotiations, it will assume the
characteristics of intangible personal property. As a result, courts addressing personal
information contract or licensing disputes may then import both personal property law
and intellectual property constructs in an attempt to define and circumscribe the
subject of the contract and the meaning of its terms. While a straight property based
approach is not without drawbacks, at least a governing body of law already exists,
incoherent as it may sometimes be.
Until database (or other) legislation provides us property rights in our own personal
information, or an equity-minded court recognizes that we had them all along, we can
assert the right to overlapping intellectual property protection classifications currently
available. Fortuitously for these purposes, corporate interests have so widened (and
some would say corrupted) the scope of intellectual property categories that personal
information requires little doctrinal stretch for protection. [FN336]
Donna Rawlinson MacLean, a poet and waitress, recently applied for a patent in the
United Kingdom on an invention she created and called "Myself," explaining, "[I]t has
taken thirty years of hard labor for me to discover and invent myself, and now I wish
to protect my invention from unauthorized exploitation, genetic or otherwise."
[FN337] While she may very well be novel, useful, and nonobvious, patents are the
mode of intellectual property that are least adaptable to personal information. [FN338]
Other forms, discussed below, seem to have the potential for being far more
accommodating.
*691 X. Legal Underpinnings: Copyrights, Trademarks, and the Right of
Publicity
A. Copyrights: Rights in Our Personal Data Compilations
Whether or not we traditionally view ourselves as the expression of ideas, our
existences are at least minimally creative and original. [FN339] We are in every sense
the "author" of our personal biographical data, and so should automatically own our
personally identifiable, personally generated information. [FN340] It is bedrock
copyright doctrine that discrete bits of factual information are not in and of themselves
copyrightable. [FN341] However, when factual information is incorporated into an
original compilation, it acquires copyright protection. [FN342] Compilations are
defined as a collection and assembly of preexisting materials or of data that are
selected, coordinated, or arranged so that the resulting product constitutes an original
work of authorship. [FN343] The compilation copyright construct is broad enough to
embrace mail order catalogues, yellow pages data in phone books, and a guidebook of
used car values, so there is no doctrinal impediment preventing the construct from
encompassing personal data compilations. [FN344]
While our individual "facts" may not be copyrightable, they are not independently
valuable either. [FN345] No entity can effectively exploit our income ranges without

e-mail addresses to "spam," or real space addresses to target with catalogs. Most
would prefer to know our gender and a host of other variables. Each component of our
personhood may be singularly unprotectable, but we select, coordinate, and arrange
our lives at great effort and expense, and our investments *692 should be preserved.
[FN346] We therefore deserve protection as compilations. [FN347]
Individual data compilations do not, as a policy matter, appear to require the lengthy
term assured to ordinary copyright. Few compilations will have value after the
compiler--the person living the life that is reflected in the data--expires, severely
limiting her earning and spending capacities and making her data irrelevant. However,
all copyrights receive a lengthy term of protection regardless of the social or economic
value of the underlying work. In the event that post mortem personal data proves
valuable, for research purposes or otherwise, we ought to be able to devise ownership
of our information to our heirs, rather than allowing companies to reap a free "public
domain" data windfall. If unlicensed use of personal data occurs, especially if it leads
to unsolicited commercial contacts, statutory damages could be an efficient remedy, so
long as awards are sufficiently large to serve as an effective deterrent. Large-scale,
intentional, non-permissive use of personal data could, like other copyright
infringements, be criminally sanctioned. [FN348]
B. Trademarks: Rights in Our Personmarks
As one commentator has observed:
Companies have successfully claimed trademark rights in the decor of a restaurant, an
artistic style of painting, the design of a golf course, the shape of a faucet handle, the
diamond shape of a lollipop, the unique registration process of a toy fair, the shape of
a mixer, and the design of personal organizers . . . . [FN349]
It is hardly hyperbole to suggest that, against a backdrop of word and symbol
ownership, one ought to be able to assert independent Lanham Act [FN350] rights in
her name, phone number, and "snail" and e-mail addresses. They are as unique and
perform as much of a distinguishing, source-identifying function in commerce as do
trademarks, servicemarks, and trade dress. Famous people have already used the
Lanham Act to protect "personas" in the context of the "right of publicity," which has
roots in both privacy and property doctrines. [FN351] *693 Courts have recently
"relied on trademark-like rubrics to uphold claims to exclusive rights in names, faces,
voices, gestures, phrases, artistic style, marketing concepts, locations, and references."
[FN352]
The intangible property right in the personal information of celebrities and noncelebrities alike could, for clarity's sake, be called "personmarks." Trademarks are
protectable for as long as they continue to be used in commerce. [FN353]
Personmarks should therefore receive protection for as long as the data is "in use,"
meaning accurately reflecting a sentient being who is immersed to some degree in the
stream of commerce, which is to say, alive.
When unlicensed use is made of a personmark, infringement awards could reflect the
varying worth of personal data compilations. If we indulge in indiscriminate licensing,
this would reduce our damages, because if we have agreed to receive solicitations
from a wide array of companies, a few unlicensed mark-infringing solicitations would
be less injurious to us than to a person who inflates the value of her data by restricting

access to it.
Persuasive arguments have been made against the propertization of trademarks. For
example, Mark Lemley has written:
[P]ropertizing trademarks comes at a rather significant cost to society. Sometimes that
cost takes the form of lost opportunities: Important political and social commentary
and works of art may be suppressed entirely. It may also take the form of higher
prices: When we protect the design of products as trademarks, we prevent competition
in the sale of those products, and the price goes up accordingly. Other social costs are
more diffuse, but no less real: Our language and our culture are impoverished when
we cannot use the most familiar words to discuss--or make fun of, or criticize--the
products and companies that are the basis of our economy. At the very least, it
becomes inconvenient to do so. And perhaps most important, trademark licensing is
expensive. The more we propertize, the more transaction costs we impose on
everyone. Companies and individuals will have to hire more lawyers, delay
introducing their products, and spend money in merchandising fees to acquire the
rights to use words, logos, or product configurations. Because trademarks so often
overlap, propertization may also reduce certainty, making trademark searching and
clearance more difficult and leading to more litigation. [FN354]
Lemley is absolutely correct. A personmark scenario might impose costs upon society
quite similar to those he described. However, it would also bring benefits, such as
promoting broad personal information *694 privacy and conferring upon individuals
the same ability to own and control information that companies have. Given that the
data at issue is already propertized to a substantial extent, personmark protections
might not significantly exacerbate an already burgeoning propertization trend. They
would certainly fragment and complicate the ownership picture, increasing
commercial transaction costs. However, if society can tolerate ownership of
information by companies, there is no compelling reason not to accord analogous
property rights to individuals. To the extent that any resulting commercial friction
results in a general, broad-based reconsideration of the trend toward the propertization
of trademarks, society will benefit.
C. Publicity Rights for Pre-celebrities
Celebrities have state law based control over their personas [FN355] and a federal
right to publicity may be established in the future. The right of publicity is an
increasingly robust doctrine, wafting from the otherwise withering privacy penumbra.
[FN356] It ostensibly protects individuals from misappropriation of their names and
likenesses and has been judicially extended to nicknames, signatures, physical poses,
characterizations, singing style, performance style, vocal characteristics, frequently
used phrases, mannerisms and gestures, and body parts, if found to be distinctive and
publicly identified with the pertinent individual. [FN357] "Personal attributes are . . .
treated just like business attributes." [FN358] If famous people can claim and profit
from a right of publicity, then this right should be available to everyone. [FN359] We
are all in some sense "pre-celebrities." [FN360] Our data can be deemed
unequivocally distinctive and publicly identified with us as individuals. In fact, the
unauthorized use of a private person's photograph impelled *695 the right of privacy
decisions almost one hundred years ago that are now viewed as the origin of the right

of publicity doctrine. [FN361]
Attorneys for celebrities who assert property rights in themselves characterize those
who utilize or reference some audio or visual aspect of the celebrity without
permission as "pirates who rob famous people of their own chances to market
themselves and control how they are depicted." [FN362] This characterization of
personal characteristics as wealth that can be "robbed" by "pirates" helps illustrate the
degree to which the right of publicity is propertized. There is no reason that the right
of publicity cannot apply to all individuals, celebrity or not, who want to prevent
unwanted commercial exploitation and protect against usurpation of the investment
that they have in their own individual characteristics. [FN363] As celebrities
successfully seek to prevent commercial exploitation of their individual persona, we
should also have the ability to prevent unlicensed, commercial exploitation of our own
individual attributes. As Alice Haemmerli articulated:
As to whether a person should be able to claim a property right in the use of her
objectified identity, there is no logical reason why she should not and every reason
why she should: if one's own image, for example, is treated as an object capable of
"being yours or mine," why should it not be claimed by the person who is its natural
source? [FN364]
The right of publicity has been resoundingly criticized on several grounds. The
argument against the right of publicity that most resonates with this author is the
manner in which publicity rights facilitate ownership, censorship, control of popular
culture, and the making of social meaning. [FN365] Michael Madow provides the
following (lengthy but worthwhile) example:
A few years ago, a bill was introduced in the New York Legislature to create a broad
and descendible right of publicity. During hearings on the bill, some of the testimony
referred to a greeting card, said to be sold chiefly in gay bookstores. The card bears a
picture of John Wayne, wearing cowboy hat and bright red lipstick, above the caption,
"It's such a bitch being butch." Wayne's children, *696 among others, objected to the
card not only on the ground that its sellers were making money from The Duke's
image--money that should go to them, or, in this case, to the charity of their choosing.
They objected also, indeed primarily, because in their view the card was "tasteless"
and demeaned their father's (hard-earned) conservative macho image. To his children,
as to most of his fans, "John Wayne" epitomizes traditional America's mythic and
idealized view of itself, its history, and its national character. What Wayne stands for-what his image means in the mainstream cultural grammar--is rugged individualism,
can- do confidence, physical courage, and untroubled masculinity. That is the
"preferred meaning" of "John Wayne." It was on this preferred meaning that [then]
President Bush drew easily and effectively in communicating his military plans in the
[Persian] Gulf. It is on that meaning, too, that Wayne Enterprises drew when it
licensed the Franklin Mint to sell (for $395) a "serially numbered, non-firing" replica
of the .45-caliber automatic pistol that Wayne "carried in so many great military
films." Nevertheless, against- the-grain readings of John Wayne are also possible. For
instance, in a course on how to survive as a prisoner of war, the U.S. Navy uses the
term "John Wayning it" to mean trying foolishly to hold out against brutal torture. The
particular greeting card that Wayne's children and others objected to so strenuously
represents an even more subversive inflection of Wayne's image. The card uses his

image to interrogate and challenge mainstream conceptions of masculinity and
heterosexuality. It recodes Wayne's image so as to make it carry a cultural meaning
that presumably works for gay men, among others, but which Wayne's children (and
no doubt many of his fans) find deeply offensive. If the New York Legislature were to
make John Wayne's right of publicity descendible, however, it would confer on
Wayne Enterprises the power to determine that this particular appropriation of the
John Wayne image is "illegitimate," and to enforce that determination by denying a
license to the greeting card maker. Wayne Enterprises would henceforth have the
power to fix, or at least try to fix, the meaning that "John Wayne" has in our culture;
his meaning for us. [FN366]
Jessica Litman similarly observed that "'Mickey Mouse,' 'Twinkies,' 'Star Wars,' and
'Spam' are trade symbols, but they are also now metaphors with meanings their
proprietors would not have chosen. They got that way in spite of any advertising
campaigns because the general public invested them with meaning." [FN367] Because
society broadly constructs and adopts these metaphors, the owners of the pertinent
trademarks cannot readily appeal to the courts to enjoin their use. However, as is
illustrated in Madow's John Wayne anecdote, attempts are sometimes made to use
right of publicity-based litigation *697 to control the meaning of societal icons. The
possibility that such efforts could succeed is disturbing.
However, self-ownership of personal information poses few risks in this regard.
Sheldon Halpern has argued that protection of the right of publicity is not a balancing
"between the rights of the public at large and a fortuitously placed individual; the
choice is between the individual to whom that associative value attaches and a
stranger to the process who would make money out of it." [FN368] This "associative
value" is derived from fame, and celebrity is exploited differently than the personal
information of ordinary individuals. Celebrity generates economic value in three
central ways: sales of information about the lives and activities of celebrities (news
stories, biographies, interviews, etc.), sales of merchandise bearing the names and
identifiable characteristics of celebrities (clothing, posters, toys etc.), and celebrity
advertising and endorsements directed at selling collateral products. [FN369] In other
words, celebrity is used to sell goods and services to us, the non-famous. Our personal
information is collected for the exact opposite end, to persuade us to spend our money
in particular ways. Unless aggregated, it is not likely to have broad meaning or to
serve as the basis for far-reaching meaning making. Once compiled, however, the
analysis changes because aggregate data about even non-famous individuals is very
meaningful and important to the creation and alteration of meaning. To the extent that
corporate entities usurp the meaning derived from this data for commerce purposes,
perhaps we lose only our ability to be targeted so precisely.
It is possible that power over our own personal "publicity" may also prevent us from
organizing, identifying others with similar interest, and speaking with unified voices.
However, as Jerry Kang has pointed out:
The commerce argument [against information privacy], presumes that privacy
necessarily entails information blockage. But this is not so. If individuals will truly
benefit by releasing their personal data . . . they will rationally choose to do so.
Information privacy does not mandate informational quarantine; it merely requires
that the individual exercise control within reasonable constraints over whether, and

what type of, quarantine should exist. [FN370]
*698 We will, therefore, have to trust ourselves to freely and willingly disseminate our
data enough to keep our social and political connections.
Ironically, in some respects, the right of publicity does offer ordinary folks some
protections it does not provide celebrities. The "newsworthiness privilege" [FN371]
underpinning "celebrity journalism" and so-called tabloid television effectively
negates a celebrity's right to personal privacy. Whereas, the rest of us, when acting in
non-newsworthy fashion, do have a cognizable, if unsubstantial, right to be free from
public disclosure of our most intimate affairs. [FN372]
Using the right of publicity as a mechanism for gaining control over our personal
information has not yet met with success in the courts. In one case that generated a fair
amount of press, one individual attempted to assert a property-like right in his
personal information using state privacy law and a right of publicity theory. [FN373]
In 1995, Ram Avrahami unsuccessfully tried to recover actual and punitive damages
from U.S. News & World Report after it sold his name and address to two publishing
companies. [FN374] He argued that his name was his personal property because the
Virginia General Assembly "established and protected a person's property right in his
own name" when it promulgated a state Privacy Act. [FN375] The Act states (in
pertinent part):
Any person whose name, portrait or picture is used without having first obtained the
written consent of such person . . . for advertising purposes or for the purposes of
trade, such persons may maintain a suit in equity against such person, firm or
corporation so using such person's name, portrait or picture to prevent and restrain the
use thereof. [FN376]
*699 He also cited Virginia Supreme Court cases that stated that this statute creates a
property right in one's name and likeness. [FN377] His claims were primarily privacy
based, but ultimately unpersuasive to a court that viewed his injuries as trivial.
[FN378]
Nor are we likely to be accorded privacy rights in our likenesses. When South
Carolina Attorney General Charles M. Condon sued a company that was compiling a
database of driver's license pictures comprise of 3.5 million digital photographs, a
state judge ruled that the photo database was "no more intrusive on the privacy of an
individual than showing the driver's license itself." [FN379]
More ominously, the Federal Trade Commission tried to protect consumer privacy,
promulgating rules that prevented telephone companies from using customer
information (such as phone numbers called and phone services subscribed to) without
consumer consent. [FN380] The Tenth Circuit Court of Appeals held that these
regulations violated the First Amendment by interfering with the phone companies'
ability to engage in commercial speech with customers. [FN381]
XI. The Impact on Free Speech
Eugene Volokh recently wrote an interesting article about the burdens information
privacy laws can place upon the exercise of free speech. [FN382] In pertinent part,
Volokh addressed the idea of assigning people a property right in their personal
information, and expressed concern that this would inhibit the beneficial flow of
information *700 through society. [FN383] Though acknowledging that the Supreme

Court has found that the speech restrictions imposed by intellectual property rights are
constitutional, he asserted that the Court has stressed that intellectual property owners
do not have the power to suppress facts. [FN384] He argued that this is a critical
distinction, because, in his view, granting individual property rights in personal
information would bestow upon them the undesirable and unconstitutional capacity to
suppress facts. [FN385]
Volokh supported his argument that First Amendment jurisprudence does not allow
intellectual property owners to suppress facts by citing Supreme Court cases that seem
to stand for this proposition. [FN386] In the copyright context, Volokh relied upon
Harper & Row v. Nation Enterprises, [FN387] which certainly contains strong
language about the Copyright Act's differentiation between copyrightable expression
and uncopyrightable facts and ideas. What the case does not do, however, is offer any
meaningful guidance about distilling one from the other. The Harper & Row case
concerned a "purloined" copy of former President Gerald Ford's memoirs, which The
Nation described and reviewed in a published article, without authorization, prior to
planned publication of an excerpt of the memoir in Time magazine. [FN388] Harper
& Row, which owned the memoir copyright, successfully brought a copyright
infringement claim, despite The Nation's argument that all it took from the memoir
was factual information, most of which was paraphrased, interspersed with a few short
quotations. [FN389] The Supreme Court concluded that, for example, Ford's quoted
narrative about the Nixon pardon was protectable expression, even though it was fact
based and discussed historical events that Ford witnessed and participated in. [FN390]
Even the act of paraphrasing Ford's recounting of an historical event did not divorce
fact from expression sufficiently to avoid copyright infringement, according to the
Court. [FN391] The decision in Harper & Row demonstrates that copyright allows the
suppression of facts quite handily.
*701 With respect to trademarks, Volokh asserted that trademark law does not
prohibit noncommercial speech that communicates facts or opinions about a product.
[FN392] As a doctrinal matter, he is essentially correct. As a practical matter, though,
trademark law impacts free speech tremendously. If one writes a novel in which the
protagonist attributes tooth decay to drinking too much of a name brand cola, or
makes disparaging remarks about the taste of a certain brand of soda, and her
publisher actually allows her to use the trademarked name in print (which is unlikely),
then the carbonated beverage company may bring suit, and at least one of the claims
would likely be trademark based. The author would in all probability then agree to
remove the trademarked name from future editions of the novel to settle the suit as
expeditiously and inexpensively as possible.
Even seemingly benign uses of trademarks will provoke letters from lawyers. If one
writes a novel in which a character "xeroxes" something, she may very well receive a
letter from the Xerox company asking her to kindly substitute the word "photocopy"
for their trademark in the future (so that their trademark does not commit genericide).
[FN393] If she writes about "kitty litter," which is also a trademark, and it comes to
the trademark owner's attention, she will get a similar letter asking her to eschew the
"kitty litter" trademark in favor of the generic term "cat box filler." [FN394] If she
moves away from fiction into the world of fact, and constructs a web site critical of a
company or product, trademark law will be used in an attempt to shut down her site

and shut her up: First Amendment values might ultimately triumph over trademark,
but only after expensive, potentially protracted litigation. [FN395]
*702 Volokh may be correct that an absolute property right in personal information
could have a deleterious effect on free speech. However, to the extent personal
information is treated like a copyrighted database or a trademark, and bound by the
same First Amendment jurisprudence, concerns about free speech should be no greater
for personal data than for informational components of intellectual property.
Individuals would have a level of information control tied to that enjoyed by
commercial entities, and subject to the same restrictions. If this stimulated a broad
reevaluation of the interplay between intellectual property and the First Amendment,
that would surely represent a positive development.
XII. Fair Use--Non-permissive Data Uses for the Societal Good
"Fair use" is the doctrine that allows one to use another's intellectual property for
(usually) limited purposes without the owner' s consent, or in some situations, even
contrary to the owner's wishes. Fair use has been called an equitable rule of reason
with no real definition. [FN396] Most clearly delineated in the copyrights context, fair
use doctrine embodies the policy against freighting ideas and information with
proprietary claims. [FN397] Intangible (or "intellectual") property is vested with a
public interest and intended to achieve an "important public purpose." [FN398] There
is a societal bargain implicit in the legal protections accorded intellectual property.
Owners are given tools in the form of exclusive rights which they can use to
financially exploit creative endeavors. However, this gift is conditioned upon an
understanding that the ultimate goal of the legal framework is to maximize *703 the
number of creative works available to the public, not to benefit individual intellectual
property owners. [FN399] Fair use, therefore, represents ample control withheld from
an intellectual property owner when a grant is made, rather than a right or privilege
owners earn or acquire that is subsequently "taken."
Courts have held that the scope of copyright fair use is inversely related to ease of
licensing. [FN400] If contracting for our data is fast and efficient, there will not be a
need for any non-permissive fair use as corporate interests currently construe the
doctrine. [FN401] Only descriptive, noncommercial uses of our data without a license
would likely be fair under a Lanham Act analysis, so our personmarks could only be
fairly used without our consent within a limited range of contexts. To the extent our
data is protected by our rights of publicity, it may not be susceptible to fair use at all
because fair use is not a defense in that context. [FN402]
We therefore have little to fear from fair use, in terms of losing power or exclusivity,
thanks to the industrious efforts of commercial content owners. We can accrue the
benefits of information exchange when we voluntarily disclose our personal
information and permit uses of our data. Non-permissive fair uses are unlikely to be
significant enough to impact our privacy, given the current narrow scope of fair use
generally. [FN403]

*704 Conclusion
If every woman gains control over her own personal information, commercial
expectations could be kept off balance. Corporations will not know whether someone
has allowed her personal information to be purchased because she is interested in a
product, or interested in obtaining a royalty. They will know only what we allow them
to know, not the other way around, and may at times be forced to rely on their own
judgments.
Corporations will, however, be freed from the web of conflicting privacy laws they
have railed and lobbied against. [FN404] Rather than varying privacy standards for
different jurisdictions, these companies will simply have to come to terms with
uniform, consistent, predictable, straightforward, universal property rights, to the
extent the legislative and judicial bodies of government can proscribe them.
Once I own my own data, I personally look forward to formulating a reverse "clickwrap" license, whereby any enterprise that wants me to visit its web site will have to
agree to MY list of terms and conditions, which may look something like this:
By inviting me into your site, you, the web entity, agree to the following:
You will not leave any cookie files without my express authorization, and even with
my express authorization will leave the least invasive cookie file possible, the purpose
and goals of which will be clearly communicated to me, along with instructions for
removing the cookie file if and when I desire to. You will not record any aspect of my
clickstream without express authorization from me, and even with authorization will
not record it in conjunction with information that identifies me. You will not use any
information I permit you to collect to generate personalized advertisements or direct
them at me. If you violate any of the terms of this agreement, you agree to pay me
$10,000 per occurrence, plus reimburse any legal fees I incur.
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(quoting Jonathan Morris, executive vice president of Bluefly, a discount apparel
retailer).
[FN95]. See Debra Aho Williamson, The Information Exchange Economy (Apr. 30,
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producers whose advertising had persuaded the public to pay a higher price, but was
wasteful for the public at large. Today, that once self-evident point is controversial.
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26, 1999)<http://
www.nytimes.com/library/tech/99/04/cyber/commerce/26commerce.html> (quoting
Laura Starita, analyst with the Gartner Group, a Stamford, Connecticut based Internet
research firm, "Europe is much more aggressive than the U.S. when it comes to
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[FN182]. See Samuelson, supra note 181, at 757-58.
[FN183]. Id. at 758.
[FN184]. See Andrews, supra note 180.
[FN185]. See id.
[FN186]. See Kaplan, supra note 148; see also International Safe Harbor Privacy
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and Schwartz & Reidenberg, supra note 181. For a discussion of the conflict between
"cookie" files and the Directive principles, see Victor Mayer- Schonberger, The
Internet and Privacy Legislation: Cookies for a Treat?, 1 W. Va. J. L. & Tech. 1
(1997) <http://
www.wvjolt.wvu.edu/wvjolt/current/issue1/articles/mayer/mayer.htm>. For the latest
draft of the compromise between the United States and the E.U., see U.S. Dept. of
Commerce Electronic Commerce Task Force (visited July 13, 2000) <
http://www.ita.doc.gov/td/ecom/menu.html>. See also Kurtz, supra note 4, at 173
(discussing the negotiations between the E.U. and the United States).
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www.wired.com/news/politics/0,1283,35406-2,00.html>. The European Union and
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U.S.-E.U. Data Privacy Deal Near (June 5, 2000) <http://
www.salon.com/tech/wire/2000/06/05/privacy/index.html>.
[FN189]. See Cable Communications Policy Act of 1984, 47 U.S.C. § 551 (1994);
Video Privacy Protection Act of 1988, 18 U.S.C. § 2710 (1994). As Paul Schwartz has
pointed out, however, "the law in the United States today protects transactional data
for the viewer of a film when rented at the video store, but not when seen over the
Internet." Schwartz, supra note 19, at 1632 (footnote omitted). See Statement of Marc
Rotenberg on the European Union Data Directive and Privacy Before the House of
Representatives Committee on International Relations (May 7, 1998) <http://
www.epic.org/privacy/intl/rotenberg-eu-testimony-598.html>.
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cnnfn.cnn.com/1999/06/02/life/q_creditaccess/>.

[FN191]. See Andrews, supra note 180; see also Caruso, supra note 13 ("People and
companies that sell personal data want to be able to collect and distribute it pretty
much with abandon, and they fight like cornered weasels at even the suggestion of
government regulation.").
[FN192]. Jeri Clausing, Administration Seeks Input on Privacy Policy (Nov. 6, 1998)
<http:// www.nytimes.com/library/tech/98/11/cyber/articles/06privacy.html>. See
Statement of Marc Rotenberg on the European Union Data Directive and Privacy
Before the House of Representatives Committee on International Relations (May 7,
1998) <http://www.epic.org/privacy/intl/rotenberg-eu-testimony-598.html>; see also
Schwartz, supra note 19, at 1638-40; Kurtz, supra note 4, at 171-72 (discussing the
limitations of the FTC's ability to investigate corporate privacy practices).
[FN193]. See Stephen Labaton, White House and Agency Split on Internet Privacy
(May 23, 2000) <http://
www.nytimes.com/library/tech/00/05/biztech/articles/23privacy.html>
("Administration officials were decidedly lukewarm [to the FTC's proposal for
legislation to protect consumer privacy on the Internet]. They said that the government
should continue to rely on the industry to police itself and that the White House had a
deeper interest in promoting privacy laws in other areas, including health care and
financial services."); Remarks by the President on Financial Privacy and Consumer
Protection (May 4, 1999) <http://
www.epic.org/privacy/financial/clinton_remarks_5_99.html>.
The technological revolution now makes it easier than ever for people to mine your
private, financial data for their profit. While some of your private financial
information is protected under existing federal law, your bank or broker or insurance
company could still share with affiliated firms information on what you buy with
checks and credit cards--or sell this information to the highest bidder. This law, to put
it mildly, is outdated and should be changed--to give you the right to control your
financial information, to let you decide whether you want to share private information
with anyone else. I look forward to working with members in the House and the
Senate on this issue.
Id. (quoting President Clinton). See also Bill Raises Risk of Violating Medical
Privacy, Physicians' Groups Say (July 22, 1999) <http://
www.contac.org/contaclibrary/rights12.htm>; Declan McCullagh, New Medical
Privacy Mandate (Oct. 29, 1999) <http://
www.wired.com/news/print/0,1294,32209,00.html> (discussing legislative efforts to
protect medical privacy); 2000-04-30 Remarks by President at Eastern Michigan
University (Apr. 30, 2000) <http://
ofcn.org/cyber.serv/teledem/pb/2000/apr/msg00230.html> (quoting President
Clinton's commencement speech advocating for more consumer privacy rights and
control over access to financial and medical records); Anne Gearan, Clinton Pushes
for Consumer Rights, Dayton Daily News, May 1, 2000, at 3A.
Clinton said during a commencement address at Eastern Michigan University [that
his] plan would require a company to tell customers it was going to share sensitive
consumer information such as medical and insurance records, or lists of what people

buy and where they buy it. [He also said his plan] would give consumers the option
not to have that information shared, and give consumers a new right to review their
credit reports for errors.
Id.
[FN194]. See Labaton, supra note 193 ("Clinton administration officials today threw
cold water on a proposal by the Federal Trade Commission for legislation to protect
consumer privacy on the Internet.").
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<http://www.cnn.com/2000/TECH/computing/05/22/new.privacy.study.id
g/index.html>.
Mike Hatch, the attorney general of Minnesota, was more blunt, saying Congress'
record on privacy protection is not good. For example, when Congress passed the
Gramm-Leach-Bliley Act, which was touted as protecting financial privacy, it actually
gave banks more authority to trade in consumers' financial information than ever
before, he said. Congress failed to meet an August 1999 deadline for passing medical
records privacy legislation, leaving it to the Department of Health and Human
Services to propose regulations.
Id. See also Daniel Verton, Efforts Made to Prevent Privacy Abuses Against U.S.
Citizens (June 7, 1999) <http://
www.cnn.com/TECH/computing/9906/07/privacy.idg/>;
HouseDemocraticMajority.Gov: Fueling the High-Tech Engine of Economic Growth
and National Prosperity (Mar. 28, 2000) <http://
democraticleader.house.gov/media/speeches/readSpeech.asp?ID=12> (displaying
speech given by House Democratic Leader Richard Gephardt). The challenge of
protecting the privacy and security of those who use the Internet to engage in ecommerce is significant and daunting in its scope. We can neither ignore this issue nor
can we believe that a simple legislative fix will solve this problem. I support and
encourage the self-regulatory efforts on the part of Internet businesses in the area of
privacy, such as the Better Business Bureau and Trust-e, as well as the public efforts
of the Federal Trade Commission. I also encourage industry to take a more active role
in educating the public and members of Congress on its ongoing efforts to protect
consumer privacy. But Congress cannot stand idly by as consumer confidence in ecommerce is eroded because of privacy concerns. If we must act, we should do so in a
way that gives consumers a meaningful choice in how their personal data is used,
while not impeding the ability of responsible businesses to collect data and
information which is the lifeblood of e- commerce.
Id. See also eContract 2000 (visited June 4, 2000) <http://
www.freedom.gov/econtract/econtract2k.asp> (quoting House Majority Leader Dick
Armey, "We hereby pledge to continue our legislative and oversight efforts to remove
the barriers to future innovation, competition, and growth. We assert that freedom is
the answer, not government intervention."); Paul Shepard, GOP House Members See
No Rush For New Internet Privacy Laws (May 22, 2000) <http://
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[FN198]. See Cable Communications Policy Act of 1984, 47 U.S.C. § 551 (1994).
[FN199]. See Video Privacy Protection Act of 1988, 18 U.S.C. § 2710 (1994).
[FN200]. See Fair Credit Reporting Act, 15 U.S.C. § 1681 (1994).
[FN201]. See Health Insurance Portability and Accountability Act of 1996, 42 U.S.C.
§ 1320a-7e (2000); see also Statement by President William J. Clinton Upon Signing
H.R. 3103 [Health Insurance Portability and Accountability Act], 32 Weekly Comp.
Pres. Doc. 1480 (Aug. 26, 1996) ("It provides for... privacy protection
recommendations for health information generally, and in the absence of additional
legislation, regulations for privacy of health care claims information.").
[FN202]. 18 U.S.C. § 2721 (1994).
[FN203]. See id.; see also Reno v. Condon, No. 98-1464 (U.S. Jan. 12, 2000)
(upholding Congress's constitutional authority to promulgate the Driver's Privacy
Protection Act of 1994).
[FN204]. 5 U.S.C. § 552a (1994).
[FN205]. See id; see also Statement of Marc Rotenberg on the European Union Data
Directive and Privacy Before the House of Representatives Committee on
International Relations (May 7, 1998) <http:// www.epic.org/privacy/intl/rotenbergeu-testimony-598.html>.
[FN206]. FTC--Self-Regulation and Privacy Online: A Report to Congress (July 13,
1999) <http://www.ftc.gov/os/1999/9907/privacy99.pdf>.
[FN207]. Id. See also Prepared Statement of the FTC on "Self-Regulation and Privacy
Online" Before the House of Representatives (July 13, 1999) <
http://www.ftc.gov/os/1999/9907/pt071399.htm> (displaying a copy of the prepared
statement by the FTC that accompanied submission of the report to Congress).
[FN208]. See Jeri Clausing, Fate Unclear for FTC's Privacy Push (May 22, 2000)
<http:// www.nytimes.com/library/tech/00/05/biztech/articles/22priv.html>. In May of
2000, the FTC set forth new regulatory guidelines concerning some Internet
information sharing. See Keith Perine & Aaron Pressman, FTC Publishes Internet
Privacy Rule (May 12, 2000) <http://
www.thestandard.com/article/display/0,1151,15114,00.html?nl=mg>. But when it
takes effect on July 1, 2001, it will apply only to certain "financial institutions," such
as online mortgage brokers, real estate brokers, and tax preparers. See id. These

entities will be required to provide customers with notice of their privacy policies, and
refrain from disclosing financial information to "unaffiliated third parties" unless they
satisfy various disclosure and opt out requirements, and affected consumers have not
elected to opt out of the disclosures. See Privacy of Consumer Financial Information,
16 C.F.R. pt. 313 (2000).
[FN209]. See Labaton, supra note 193 (noting that in opposing the FTC's proposal for
legislation to protect consumer privacy on the Internet, "[t]he Republican lawmakers
found themselves in an odd alliance with officials from the White House and the
Commerce Department"); see also FTC Wants More Privacy Regs (May 22, 2000)
<http://www.wired.com/news/print/0,1294,36516,00.html> ("[The FTC's request for
new powers to protect consumers' online privacy] faced an uncertain future in
Congress--the legislation is strongly opposed by the e- commerce industry, disdained
by Republicans, and lacking any known White House push."); Jen Muehlbauer, FTC
Privacy Plan May Be DOA (May 22, 2000) <http://
www.thestandard.com/article/display/0,1151,15333,00.html>; Keith Perine, The FTC
Rethinks Privacy (May 29, 2000) <http://
www.thestandard.com/article/display/0,1151,15476,00.html>.
[FN210]. See Labaton, supra note 193.
One study cited in the agency's report found that consumer privacy concerns resulted
in as much as $2.8 billion in lost online retail sales last year, while another suggested a
potential loss of as much as $18 billion by 2002, compared with a projected total of
$40 billion. "Internet commerce will not develop to the ultimate extent because people
just will continue to not have confidence that their private information will be
protected to the maximum," [FTC Chair] Pitofsky said.
Id.
[FN211]. TRUSTe: Building a Web You Can Believe In (visited May 28, 2000) <
http://www.truste.org>.
[FN212]. BBB Online Privacy Program (visited June 4, 2000) <http://
www.bbbonline.org/businesses/privacy/index.html>.
[FN213]. Online Privacy Alliance (visited May 28, 2000) <http://
www.privacyalliance.org>.
[FN214]. Paul Schwartz expressed some optimism about seal programs, but noted that
their weaknesses are "that privacy seal companies: (1) certify standards that may fall
short of... fair information practice, (2) are limited in their enforcement powers, and
(3) have brands that are not widely recognized at present." Schwartz, supra note 19, at
1694. He further observed that "[t] hese three shortcomings, unfortunately, all magnify
each other." Id.
[FN215]. See Prepared Statement of the FTC on "Self-Regulation and Privacy Online"
Before the House of Representatives (July 13, 1999) <http://

www.ftc.gov/os/1999/9907/pt071399.htm>.
In the Commission's view, the emergence of online privacy seal programs is a
particularly promising development in self-regulation. Here, too, industry faces a
considerable challenge. TRUSTe, launched nearly two years ago, currently has more
than 500 licensees representing a variety of industries. BBBOnLine, a subsidiary of
the Council of Better Business Bureaus, which launched its privacy seal program for
online businesses last March, currently has 42 licensees and more than 300
applications for licenses. Several other online privacy seal programs are just getting
underway. Together, the online privacy seal programs currently encompass only a
handful of all Web sites. It is too early to judge how effective these programs will
ultimately be in serving as enforcement mechanisms to protect consumers' online
privacy.
Id. See The New E-Industry: Privacy (Oct. 11, 1999) <http://
www.wired.com/news/business/0,1367,31841,00.html>; see also Labaton, supra note
193 (discussing a recent FTC study determined that "only 8 percent of the most
heavily visited Web sites displayed a seal of approval from one of the programs
established by the industry").
[FN216]. See The New E-Industry: Privacy (Oct. 11, 1999) <http://
www.wired.com/news/business/0,1367,31841,00.html> (quoting David Taylor,
President, and CEO of enonymous.com, a TRUSTe competitor).
[FN217]. RealNetworks (visited June 17, 2000) <http:// www.realnetworks.com/>.
[FN218]. See Sarah Robinson, CD Software Is Said to Monitor Users' Listening
Habits (Nov. 1, 1999) <http://
www10.nytimes.com/library/tech/99/11/biztech/articles/01real.html>; see also
Reidenberg, supra note 175, at 777-78.
[FN219]. See Robinson, supra note 218; Marilynn Wheeler, Targeted Real Ads a Real
Nuisance (May 22, 2000) <http://
www.zdnet.com/zdnn/stories/news/0,4586,2573314,00.html>.
[FN220]. See Robinson, supra note 217.
[FN221]. See Lydia Lee, The Privacy Police? (Mar. 13, 2000) <http://
www.salon.com/tech/view/2000/03/13/truste/print.html>. RealNetworks has since
created two different privacy statements, one for their software and one for their
website, the latter still bearing the TRUSTe seal. See RealNetworks Consumer
Software Privacy Statement (visited July 18, 2000) <http://
www.realnetworks.com/company/privacy/software.html?src=home_071400_nav>
(displaying the software privacy policy); RealNetworks Membership in the TRUSTe
Program (visited July 17, 2000) <http://
www.realnetworks.com/company/privacy/index.html?src=home_071400_nav>
(displaying the website privacy policy).

[FN222]. See Lee, supra note 221.
[FN223]. See id; see also Kaitlin Quistgaard, Honesty is the Best Policy (Nov. 9,
1999) <http://www.salon.com/tech/log/1999/11/09/truste/print.html>.
[FN224]. eBay (visited June 4, 2000) <http://www.eBay.com>.
[FN225]. See BBB OnLine Privacy Program Dispute Resolution Decision 2000- 003
(eBay, Inc.) (visited June 4, 2000) <http://
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[FN227]. See id.
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[FN230]. See, e.g., Reidenberg, supra note 175, at 777-78 (criticizing TRUSTe's seal
and BBB Online's programs).
[FN231]. See Statement of Marc Rotenberg on the European Union Data Directive
and Privacy Before the House of Representatives Committee on International
Relations (May 7, 1998) <http:// www.epic.org/privacy/intl/rotenberg-eu-testimony598.html> ("The most recent Harris poll found that 53% of Americans believe that
'Government should pass laws now for how personal information can be collected and
used on the Internet." '); see also Swire & Litan, supra note 175, at 179 ("There is
undoubtedly strong public concern about privacy issues in the United States,
especially with respect to the Internet. Eighty-seven percent of U.S. computer users
report that they are concerned about privacy (56 percent are 'very concerned')." (citing
Alan F. Westin & Danielle Maurici, E-Commerce & Privacy: What Net Users Want
(June 1998) <http:// www.pwcglobal.com/gx/eng/svcs/privacy/images/ECommerce.pdf>, at vii)).
[FN232]. See Joseph I. Rosenbaum, Privacy On the Internet: Whose Information is it
Anyway?, 38 Jurimetrics J. 565 (1998) (asserting that the U.S. notion of privacy is a
"moving target," dependent on ever changing technological capabilities, societal
values and cultural norms); Joshua B. Sessler, Note & Comment: Computer Cookie
Control: Transaction Generated Information and Privacy Regulation on the Internet, 5
J. L. & Pol'y 627 (1997) (advocating for passage of personal information privacy
protection legislation).
[FN233]. Jeffrey Obser, Privacy is the Problem, Not the Solution (June 21, 1997)
<http://www.salonmagazine.com/june97/21st/articleb970626.html>.

[FN234]. See, e.g., Communications Assistance for Law Enforcement Act, 47 U.S.C.
§§ 1001-1010 (1994); Declan McCullagh, U.S. Wants Less Web Anonymity (Mar. 1,
2000) <http://www.wired.com/news/print/0,1294,34659,00.html>; Declan McCullagh,
Clinton Favors Computer Snooping (Jan. 19, 2000) <http://
www.wired.com/news/print/0,1294,33779,00.html>.
[FN235]. See Robert O'Harrow, Jr. & Liz Leyden, U.S. Helped Fund Photo Database
of Driver IDs, Wash. Post, Feb. 18, 1999, at A1.
[FN236]. See id.
[FN237]. See Coalition Letter on Federal Databases (Feb. 17, 1999) <http://
www.epic.org/privacy/databases/joint_letter_2_99.html>.
[FN238]. See Berman & Mulligan, supra note 74, at 560.
[FN239]. Eve Gerber, Account Overwrought (May 12, 1999) <http://
slate.msn.com/HeyWait/99-05-12/HeyWait.asp>.
[FN240]. See Brown, supra note 61 (noting SmartGirl founder Isabel Walcott sees her
website as a pro-girl cause, and claims girls visiting site "feel really empowered").
[FN241]. See Williamson, supra note 95.
[FN242]. Kang, supra note 74, at 1248.
[FN243]. Schwartz, supra note 19, at 1661.
[FN244]. Id. at 1661.
[FN245]. See id. at 1662.
[FN246]. See Williamson, supra note 95.
[FN247]. See id. (quoting Seth Godin, VP of direct marketing at Yahoo and Author of
Permission Marketing, for the proposition that without the inducement of a specific
reward or benefit, consumers will not provide personal information like phone
numbers).
[FN248]. See Tedeschi, supra note 108.
[FN249]. Id. (quoting William Bryant, Chairman of Qpass, a company that has
developed a billing system for e-commerce sites).
[FN250]. See Kang, supra note 74, at 1246-67 (discussing the trade offs between
privacy and the ability to participate in the online market). For an expansive

discussion of how little privacy people have in any sphere, see A. Michael Froomkin,
The Death of Privacy?, 52 Stan. L. Rev. 1461 (2000).
[FN251]. Tedeschi, supra note 80. See also Marcia Stepanek, The Privacy Backlash
(Mar. 4, 1997) <http:// www.salonmagazine.com/march97/news/news2970304.html>
(quoting Mark Rotenberg's interpretation of parents' negative reaction to a school
district's proposal to create a database with 1,200 pieces of information on each school
student, including information about medical histories and family income). But see
Tedeschi, supra note 18 ("[A]ccording to a study released last week by Privacy and
American Business in conjunction with the Opinion Research Corporation, 53% of
Net users say they would participate in an Internet program that exchanged benefits
for information, if the program fully explained how that information would be used.").
[FN252]. See Caruso, supra note 13 (referencing 1997 Georgia Tech survey).
[FN253]. Berman & Mulligan, supra note 74, at 564-65 (footnotes omitted).
[FN254]. Matt Richtel, Survey Shows Few Trust Promises on Online Privacy (Apr.
17, 2000) <http:// www.nytimes.com/library/tech/00/04/biztech/articles/17data.html>.
See generally Lorrie Faith Cranor et al., Beyond Concern: Understanding Net Users'
Attitudes About Online Privacy (Apr. 14, 1999) <http://
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survey of Internet users).
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[FN260]. See Kang, supra note 74, at 1260.
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www.nytimes.com/library/tech/99/11/cyber/commerce/08commerce.html>; Kathryn
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[FN267]. See id. For discussion of "cookie files," see infra Part VIII.B.
[FN268]. Flynn, supra note 266.
[FN269]. Id. (quoting Scott Mathias, managing editor of ITVWorld.com).
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www.wired.com/news/business/0,1367,31841,00.html>.
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Id.
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Told You Once... (Nov. 23, 1999) <http://
www.salon.com/tech/log/1999/11/23/aol/print.html>.
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